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U.S. MILITARY’S CAPABILITIES TO RESPOND 
TO DOMESTIC TERRORIST ATTACKS IN- 
VOLVING THE USE OF WEAPONS OF MASS 
DESTRUCTION 


TUESDAY, MAY 1, 2001 

U.S. Senate, 

Subcommittee on Emerging Threats 

AND Capabilities, 
Committee on Armed Services, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 2:38 p.m. in room 
SR-222, Russell Senate Office Building, Senator Pat Roberts 
(chairman of the subcommittee) presiding. 

Committee members present: Senators Roberts, Allard, Byrd, 
Landrieu, Bill Nelson, and Dayton. 

Professional staff members present: Edward H. Edens IV and 
Carolyn M. Hanna. 

Minority staff members present: Richard D. DeBobes, minority 
counsel, and Evelyn N. Farkas, professional staff member. 

Staff assistants present: Suzanne K.L. Ross and Michele A. 
Traficante. 

Committee members’ assistants present: George M. Bernier III, 
assistant to Senator Santorum; Robert Alan McCurry, assistant to 
Senator Roberts; Kristine Fauser, assistant to Senator Collins; 
Christina Evans, Barry (B.G.) Wright, Erik Raven, and Craig Bury, 
assistants to Senator Byrd; Jason Matthews, assistant to Senator 
Landrieu; Peter A. Contostavlos and William K. Sutey, assistants 
to Senator Bill Nelson; and Brady King, assistant to Senator Day- 
ton. 

OPENING STATEMENT OF SENATOR PAT ROBERTS, CHAIRMAN 

Senator Roberts. The Subcommittee on Emerging Threats and 
Capabilities meets this afternoon to review the U.S. military’s ca- 
pability to respond to domestic terrorist attacks, and those attacks 
involving the use of weapons of mass destruction. Since its estab- 
lishment in 1999, this subcommittee has worked to ensure that the 
Department of Defense is adequately prepared, organized, and 
funded for its critical combating terrorism mission, and today’s 
hearing is a continuation of this process. 

Now, this afternoon we are going to examine the structure, the 
plans, the assets, and the capabilities of the Joint Task Force Civil 
Support Teams — the CST teams. Some of you may recall we used 
to call those RAID teams, and this will include a focus on the 
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Weapons of Mass Destruction Civil Support Teams (WMD-CSTs), 
and the recent Department of Defense Office of the Inspector Gen- 
eral’s audit report on the management of those teams. 

The Joint Task Force Civil Support (JTFCS), established in 1999, 
under the Unified Command Plan 1999, is a standing joint task 
force assigned to U.S. Joint Forces Command. The JTFCS, if I can 
use that acronym, does provide command and control over the DOD 
forces in support of the lead Federal agency responsible for re- 
sponding to a domestic incident involving a weapon of mass de- 
struction. 

Now, we look forward to the testimony of Maj. Gen. Bruce 
Lawlor, the commander of the Joint Task Force Civil Support, on 
the status of the JTFCS and the specific focus on its plans for try- 
ing to coordinate operations with the WMD-CSTs and the Reserve 
components. Also, as the individual responsible for marshalling the 
capabilities of our Armed Forces in support of the civilian agencies 
involved in responding to domestic incidents involving any weapons 
of mass destruction — General Lawlor’s views on the number and 
adequacy of the assets available to him would be very useful to this 
subcommittee. 

In the course of its work in the area of combating terrorism, this 
subcommittee has been very involved with and supportive of the 
WMD-CSTs, as I indicated earlier, previously known as RAID 
teams. 

In fact, over the past 2 years, this subcommittee has authorized 
22 WMD-CSTs, 17 more than was requested by the administra- 
tion. Therefore, it was with great concern that we received the Jan- 
uary 31, 2001 Department of Defense Inspector General audit re- 
port titled, “Management of National Guard Weapons of Mass De- 
struction Civil Support Teams.” As everyone in this room is well 
aware, this report, conducted over approximately a 1-year period, 
is extremely critical of the management of this program. The fol- 
lowing is a quote from the report’s executive summary. 

“The consequence management program and the Integration Of- 
fice,” which is — the acronym for that is CoMPIO — “did not manage 
the WMD-CST program effectively. Specifically, CoMPIO failed to 
provide adequate guidance or training and equipment for the 10 
CSTs.” 

Now, what I find really particularly troubling is that less than 
a year before this audit report was released, then Secretary of De- 
fense Cohen, in a February 24, 2000 transmittal letter accompany- 
ing a congressionally-mandated report on the status of the WMD- 
CST, stated the following: 

“I am very pleased to inform the Members of Congress that this 
program” — and I am talking again about the WMD and the CST 
program — “is progressing smoothly. We expect to certify the initial 
10 teams is operationally capable by the third quarter of fiscal year 
2000. The training received by these National Guard soldiers and 
airmen and the equipment that are being provided the teams are 
superior.” 

The Secretary of Defense went on to say, “these teams and capa- 
bilities they bring will greatly enhance the Federal, State, and local 
response effort to a weapon of mass destruction incident.” That was 
the feeling on this subcommittee. That is why, in a bipartisan ef- 
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fort, this subcommittee decided to increase the number of these 
teams available. 

Then, a month later, during a March 24 , 2000, hearing before 
this subcommittee, Charles L. Cragin, the Acting Assistant Sec- 
retary of Defense for Reserve Affairs at the time, stated the follow- 
ing: 

“The process of standing up these teams and getting them ready 
to deploy has been truly remarkable, one that Congress, the Na- 
tion, and the Department of Defense can certainly be proud of.” 

The question I have now is, how, in a period of less than a year, 
did the management of these WMD-CSTs and this program go 
from being considered superior and remarkable to what is alleged 
in the IG report as prepared by the Department of Defense, or were 
those characterizations not quite accurate? 

Who in the Department of Defense was providing the policy over- 
sight and guidance for this program? If the IG report is accurate, 
and I am well aware the U.S. Army does not concur. Let me repeat 
that. I know that the U.S. Army does not concur with many of the 
findings that are contained in the report. Why was CoMPIO al- 
lowed to operate for 3 years before it was disestablished? 

To address these and other important questions, we have before 
us this afternoon Robert J. Lieberman, who is the Deputy Inspector 
General of the Department of Defense; Lt. Gen. Russell C. Davis 
of the United States Air Force, Chief of the National Guard Bu- 
reau; Maj. Gen. Michael D. Maples of the U.S. Army, the Director 
of Military Support, the Office of the Chief of Staff of the Army; 
and Maj. Gen. Bruce M. Lawlor, who I referred to before, the USA 
Commander, Joint Task Force Civil Support and U.S. Joint Forces 
Command. 

In closing, I must say that although Congress has authorized 32 
WMD-CSTs, none today are certified. None today are certified by 
the Secretary of Defense. That was not the intent of this sub- 
committee. That was not the intent of the bipartisan support of 
this subcommittee. I am terribly concerned about this and very 
frustrated about it. We need to get answers. 

I now turn to my friend and the subcommittee’s distinguished 
Ranking Member, Senator Landrieu, for any opening remarks she 
might have. 

STATEMENT OF SENATOR MARY L. LANDRIEU 

Senator Landrieu. Thank you, Mr. Chairman. I am pleased to 
join with you today in calling for this hearing to explore many of 
the points that you raised in your opening statement. I also want 
to welcome our witnesses today, particularly General Davis. I was 
just in Louisiana with our National Guard and spent a full, won- 
derful day with them observing a variety of different activities and 
exercises, so I appreciate your hard work here. 

As we all know, the congressionally-chartered Commission on 
National Security in the 21st century, known as the Hart-Rudman 
Commission, reported that America will become increasingly vul- 
nerable to hostile attack on our homeland and that states, terror- 
ists, and other disaffected groups will acquire weapons of mass de- 
struction and mass distribution, and some will use them. Ameri- 
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cans, it goes on to say, will likely die on American soil, possibly in 
large numbers. 

Finally, the commission stated that the most serious threat to 
our security may consist of unannounced attacks on American cit- 
ies by subnational groups using genetically engineered pathogens. 
I accept this assessment, and that makes today’s hearing, Mr. 
Chairman, a deadly serious one. In the event of a terrorist attack 
using a weapon of mass destruction, the first officials to arrive on 
the scene, and possibly among the first victims, will be police, para- 
medics, and fire fighters. 

If that attack happened today, they would be ill-equipped to as- 
certain the nature of the attack, and would require expert assist- 
ance. The National Guard Civil Support Teams, among others, 
would be called upon to provide that expert assistance. I realize 
that there is some disagreement among our witnesses about the In- 
spector General’s audit report, but I believe they all agree that 
those teams will play a critical role in our response to any attack 
using such weapons. 

In view of the existence of this threat, and the potentially dev- 
astating results of such attack, I believe our focus this afternoon 
should be to identify the lessons learned from setting up initial 
teams, assessing the progress made, addressing the existing defi- 
ciencies, and determining what else must be done to ensure that 
these teams are certified and capable of performing their mission 
effectively — a very important mission. 

I would like to conclude by noting that the concluding paragraph 
of the IG audit report begins with a very positive statement. It says 
that the 10 commanders are “dedicated individuals, highly moti- 
vated about their positions, and committed to their mission, as well 
as focused on doing the best possible job, regardless of the decisions 
and conditions imposed on them.” 

That statement leads me to believe that the problem that exists 
is systemic, and not a function of the team members or their lead- 
ership. In my home State of Louisiana, the Guard is actually work- 
ing to prepare for that mission. As we sit here today, Mr. Chair- 
man, guardsmen and women are training in Louisiana, and the 
Guard recently refurbished a building to serve as their head- 
quarters, provided by the State. 

I have to believe that other states are making similar prepara- 
tions. I only hope that this subcommittee will help to bring into 
light some of the facts, that we can help strengthen the teams and 
improve them so that they can meet the mission, as this sub- 
committee must certainly hope that we can do. 

Thank you, Mr. Chairman. 

[The prepared statement of Senator Landrieu follows:] 

Prepared Statement of Senator Mary L. Landrieu 

Thank you Mr. Chairman: 

I would like to thank you for calling this hearing to discuss one of the greatest 
threats our country faces in the 21st century. I would also like to take this oppor- 
tunity to welcome our witnesses and look forward to their testimony on this issue. 

The congressionally-chartered United States Commission on National Security/ 
21st century (also known as the Hart/Rudman Commission) reported that “America 
will become increasingly vulnerable to hostile attack on our homeland” and “States, 
terrorists, and other disaffected groups will acquire weapons of mass destruction 
and mass disruption, and some will use them. Americans will likely die on American 
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soil, possibly in large numbers.” Finally, the Commission stated that “the most seri- 
ous threat to our security may consist of unannounced attacks on American cities 
by sub-national groups using genetically engineered pathogens.” 

I agree with those words and that makes today’s hearing a deadly serious one. 
In the event of a terrorist attack using a weapon of mass destruction, the first offi- 
cials to arrive on the scene and possibly among the first victims, will be police, para- 
medics and firefighters. If that attack happened today, they would be ill-equipped 
to ascertain the nature of the attack and would require expert assistance. The Na- 
tional Guard’s Weapons of Mass Destruction/Civil Support Teams (WMD-CSTs), 
among others, would be called on to provide that expert assistance. 

I realize that there is some disagreement among our witnesses about the Inspec- 
tor General’s Audit Report on the National Guard Weapons of Mass Destruction — 
Civil Support Teams (WMD-CST), but believe all agree that those teams will play 
a critical role in our response to any attack using weapons of mass destruction in 
the United States. 

In view of the existence of the threat and the devastating results of such an at- 
tack, I believe that our focus this afternoon should be to identify the lessons learned 
from setting up the initial teams (including the comments made in the IG report), 
assess the progress made in addressing existing deficiencies, and determine what 
else must be done to ensure the teams are certified and capable of performing their 
mission effectively. 

I would like to conclude by noting that the concluding paragraph of the IG Audit 
Report begins with “The 10 WMD-CST commanders are dedicated individuals, high- 
ly motivated about their positions, and committed to their mission as well as fo- 
cused on doing the best possible job regardless of the decisions and conditions im- 
posed on them.” That statement leads me to believe that the problems that exist 
are systemic and not a function of the team’s members or leadership. In my home 
state of Louisiana, the Guard is actively working to prepare for that mission. As 
we sit here today. Guardsmen and women are training at Fort Leonard Wood and 
the Guard recently refurbished a building to serve as their headquarters, built a K- 
span hut to store their equipment and built a helicopter pad to facilitate their quick 
response. I have to believe other states are making similar preparations. Given that 
fact, I look forward to hearing from our witnesses not “what happened?” but “where 
do we go from here?” Thank you Mr. Chairman. 

Senator Roberts. I thank the distinguished Senator. I am de- 
lighted to welcome other members of this subcommittee, especially 
Senator Byrd, the distinguished Senator from West Virginia; and 
two new members of this subcommittee. Senator Nelson from Flor- 
ida, Senator Dayton from Minnesota, and my good friend and col- 
league from Colorado, Senator Allard, and so we welcome you to 
this subcommittee. 

If any Member would like to make a very brief statement prior 
to the testimony of the panel, I would certainly encourage that at 
this time. 

Senator Bill Nelson. Mr. Chairman, I would only underscore 
what you said. This is one of the greatest, perhaps the greatest 
threat that is facing the United States of America, and there just 
simply cannot be any slack on us being able to meet this threat, 
so I am anxious to hear what happens. 

Senator Roberts. I was just writing down a response to the gen- 
tleman’s comments. We have the CSIS study — that is a think tank 
here of noted prominence — the Hart-Rudman Commission, the Gil- 
more Commission, and the Bremer Commission, all four, and prob- 
ably I am leaving something out, indicating that today there is 
pretty much of a concerted opinion that the number 1 issue that 
represents a threat to our National security is homeland defense. 
Our efforts not only within the Department of Defense but 
throughout all Federal agencies, and what we do about that, and 
whether we can get our arms around it as best we can in a future 
hearing with several committees of this Congress — I think that is 
maybe eight, if I am not correct — ^but the DOD effort of having a 
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qualified, well-trained team within 4 hours of anywhere was the 
idea that spawned this whole effort. 

Again, I am very troubled, and I know there is a difference of 
opinion with this report. We are right now 4 hours from nowhere, 
and so consequently we have to get these teams up, running, and 
certified. I was under the opinion that seven at least had been cer- 
tified, then 10, then 17, and then we are up to 27, and then 32. 
There are other problems — other challenges, not problems. 

I did not mean to make another speech, but anyway, thank you 
for your comment. Senator Nelson, and now Mr. Lieberman, please 
proceed. 

STATEMENT OF ROBERT J. LIEBERMAN, DEPUTY INSPECTOR 
GENERAL, DEPARTMENT OF DEFENSE 

Mr. Lieberman. Thank you, Mr. Chairman. I appreciate the op- 
portunity to be here today to discuss the audit results to which you 
just referred, and what the department is doing about them. 

First, some additional background. The Presidential Decision Di- 
rective 39 in the Defense Against Weapons of Mass Destruction Act 
of 1996 directed various measures to enhance national defense 
against terrorists. A DOD Tiger Team subsequently recommended 
establishing National Guard teams to assist the emergency first re- 
sponders such as local fire departments and hazardous material re- 
sponse units in cases of known or suspected WMD incidents. The 
focus of these teams is principally on helping to identify what ma- 
terial or agent was involved. 

In January 1998, the Deputy Secretary of Defense tasked the 
Army to establish the Consequence Management Program Integra- 
tion Office, or CoMPIO, to implement the Tiger Team recommenda- 
tions. CoMPIO planned to field the first 10 teams in January 2000. 

Later in 1998, the National Defense Authorization Act for Fiscal 
Year 1999 mandated that “a Reserve component rapid assessment 
element team and any Reserve assigned to such a team may not 
be used to respond to an emergency unless the team or that Re- 
serve possesses the requisite skills, training, and equipment to be 
efficient in all mission requirements.” This is a tough, but not im- 
possible, standard. 

In addition, in a rather extraordinary provision that apparently 
relates to the inherent danger of this mission, the act required that 
the proficiency of each team be certified by the Secretary of De- 
fense. 

Now to the audit results. First, I would like to stress that we 
were highly impressed by the professionalism and dedication of the 
leaders and members of the initial 10 National Guard teams. The 
program’s management problems are in no way attributable to 
them. 

In its initial stages, the WMD-CST program is basically a sys- 
tem acquisition program requiring intensive up-front planning, be- 
cause it supports a new mission for the National Guard. Until re- 
cently, however, it was not managed within the Army acquisition 
program structure or by trained acquisition corps personnel. In- 
stead, CoMPIO operated as an essentially autonomous entity, with 
little oversight or guidance. 
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Although CoMPIO communicated with numerous local, State, 
and Federal officials, we heard lots of complaints that it regularly 
bypassed or inadequately coordinated with DOD and Army centers 
of expertise in acquisition, logistics, testing, doctrine, training, 
medicine, communications, and chemical-biological defense. The re- 
sult was flawed acquisition and sustainment planning, leading to 
schedule slippage and cost growth of as yet undetermined severity. 

Because no new technology was introduced, and various other 
military and Federal organizations already have units with the 
same general kind of mission that could serve as models, I person- 
ally do not see why this program became as complicated as it did. 

Our report discusses the many deficiencies evident in the pro- 
gram last year. For illustrative purposes, I will mention just a few 
of them. First, doctrine for employing the teams was incomplete. 
The absence of approved doctrine obviously creates considerable 
risk of premature or otherwise faulty decisions on training, equip- 
ment, manning, and mission-readiness certification. 

Second, I feel that undue reliance was placed on external evalua- 
tions, EXEVALs, the unit-level training event to demonstrate the 
mission readiness of the CSTs. What was actually needed was a 
rigorous program of operational test and evaluation. Not only do 
EXEVALs lack the discipline and reliability of formal testing, but 
every team lacked key personnel, equipment, or both, when the 
EXEVALs were staged. 

For example, none of the teams undergoing the EXEVALs had 
received the Mobile Analytical Laboratory System van, 9 of the 10 
lacked the vital communications reach-back capability, and all of 
them had personal protective equipment shortages. GST personnel 
identified numerous issues to the auditors that normally would 
have been surfaced in realistic testing and resolved. 

Third, equipment chosen by CoMPIO for the teams was generally 
different from standard items already in military inventories. We 
saw no compelling reason to buy nonstandard equipment. It consid- 
erably complicates the logistics support requirements for the 
teams, as well as posing testing and training issues. 

Although the program was not managed using acquisition mile- 
stone criteria, the statutory certification requirement provided an 
equivalent check-and-balance. Of course, certifications are only ef- 
fective controls when the certification criteria are meaningful. We 
reported, and the Office of the Secretary of Defense agreed, that 
the certification criteria initially developed by the Army were less 
rigorous than Congress intended, and not prudent from the stand- 
point of soldier safety and DOD credibility. 

The Office of the Secretary of Defense agreed with our findings, 
and took action to implement our recommendations, which are list- 
ed on page 4 of my written statement. We have been gratified by 
the responsive actions taken over the past several months in re- 
sponse to the audit. I can report to you today that implementation 
of all of our recommendations is either complete or ongoing. 

My staff and I have been working closely with senior Office of 
the Secretary of Defense, Army, and National Guard Bureau offi- 
cials to move those agreed-upon actions forward. Those actions in- 
clude a comprehensive program review to eliminate ambiguity 
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about the mission and certification criteria, as well as efforts to 
achieve certification of several initial teams later this year. 

In summary, I commend the department for taking the audit 
findings seriously, and undertaking the thorough review that we 
suggested to get this program back on track. 

This concludes my verbal statement, sir. 

[The prepared statement of Mr. Lieberman follows:] 

Prepared Statement by Robert J. Lieberman 

Mr. Chairman and members of the subcommittee: I appreciate the opportunity to 
be here today to discuss the Department of Defense effort to bolster this Nation’s 
homeland defense by fielding Weapons of Mass Destruction — Civil Support Teams 
(WMD-CSTs). My testimony will focus primarily on the results of my office’s audit 
last year of WMD-CST program management, which are presented in our report of 
January 31, 2001. 


audit background and timing 

Chemical and biological defense has been an audit coverage emphasis area for us 
throughout the past decade, as the threats posed by these and other so-called asym- 
metrical weapons received increased recognition and the Department of Defense re- 
acted with numerous research, acquisition and organizational initiatives. Before the 
WMD-CST audit, our reviews focused generally on the warfighters’ preparedness to 
operate in contaminated environments on the battlefield. 

Presidential Decision Directive 39, issued in June 1995, and the Defense Against 
Weapons of Mass Destruction Act of 1996 directed various measures to enhance 
homeland defense against terrorists armed with weapons of mass destruction. A 
DOD Tiger Team subsequently recommended establishing National Guard teams to 
assist the emergency first responders, such as local fire departments and hazardous 
material response units, in case of known or suspected WMD incidents. The focus 
of these teams, which were initially termed rapid assessment, identification and de- 
tection units, was to be on identifying what WMD material or agent was involved. 
The Tiger Team estimated that an initial complement of 10 teams could be oper- 
ational by fiscal year 2002. In January 1998, the Deputy Secretary of Defense 
tasked the Army to establish the Consequence Management Program Integration 
Office (CoMPIO) to implement the Tiger Team recommendations. CoMPIO adopted 
a very aggressive schedule, planning to field 10 teams by January 2000. 

The National Defense Authorization Act for Fiscal Year 1999 mandated that: 

A Reserve component rapid assessment element team and any Reserve as- 
signed to such a team, may not be used to respond to an emergency . . . 
unless . . . the team, or that Reserve, possesses the requisite skills, train- 
ing and equipment to be proficient in all mission requirements. 

In addition, the act required that the proficiency of each team be certified by the 
Secretary of Defense. Congress did not specify a schedule for WMD-CST certifi- 
cation and fielding, but authorized an additional 17 teams in fiscal year 2000 and 
5 more in fiscal year 2001, for a total of 32. 

Recognizing the growing DOD and congressional interest in homeland defense, we 
decided in December 1999 to review the WMD-CST program. We briefed National 
Guard, Department of the Army and Office of the Secretary of Defense officials on 
the results of our review frequently during calendar year 2000. Most of the 
fieldwork was completed by September 2000. 

AUDIT results 

It was apparent from the outset of the audit that the planned January 2000 ini- 
tial operational capability date had been unrealistic; the WMD-CSTs were not oper- 
ationally ready and the program lacked good management controls. On the other 
hand, we were highly impressed by the professionalism and dedication of the lead- 
ers and members of the initial 10 WMD-CSTs. The program’s slippage and cost 
growth are in no way attributable to the 10 teams. Those problems stem from what 
we candidly characterized as ineffective management by CoMPIO and inadequate 
oversight by the department before the audit brought numerous issues to their at- 
tention last summer. 

In its initial stages, the WMD-CST program is basically a system acquisition pro- 
gram requiring intensive upfront planning because it supports a new mission. Until 
recently, however, it was not managed within the Army acquisition program struc- 
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ture or by trained acquisition corps personnel. Instead, CoMPIO operated as an es- 
sentially autonomous entity with no effective oversight to ensure that sound acquisi- 
tion practices were followed. CoMPIO regularly bypassed or inadequately coordi- 
nated with DOD and Army centers of expertise in acquisition, logistics, testing, doc- 
trine, training, medicine, communications and chemical/biological defense. The re- 
sult was flawed acquisition and sustainment planning. Our report discusses the 
many deficiencies evident during the audit in the WMD-CST program. For illus- 
trative purposes, I will mention just a few examples. 

First, doctrine for employing WMD-CSTs was incomplete and coordination be- 
tween CoMPIO and the Joint Forces Command and Army doctrine developers was 
very poor. Absence of approved doctrine obviously creates considerable risk of pre- 
mature or otherwise faulty decisions on training, equipment, manning and mission 
readiness certification. 

Second, coordination with the Federal law enforcement community, a vital player 
in Consequence Management, needed improvement to ensure that WMD-CST mis- 
sion definition and doctrine did not conflict with law enforcement agencies’ plans 
and prerogatives. 

Third, undue reliance was placed on external evaluations (EXEVALs), a unit level 
training event, to demonstrate the mission readiness of WMD-CSTs. What was ac- 
tually needed was a rigorous program of operational test and evaluation. Not only 
do EXEVALs lack the discipline and reliability of formal testing, but every WMD- 
CST lacked key personnel, equipment, or both when the EXEVALs were staged. For 
example, none of the teams had received the Mobile Analytical Laboratory System 
(MALS) van, 9 of 10 teams lacked communications reachback capability, and all of 
them had personal protective equipment shortages. WMD-CST personnel identified 
numerous issues to us that normally would have been identified in realistic testing 
and resolved. 

Fourth, training programs and materials were inadequate. Again, lack of ap- 
proved doctrine and vague mission definition were factors. 

Fifth, WMD-CST equipment chosen by CoMPIO was generally different from 
standard items already in military inventories. We saw no compelling reason for 
CoMPIO to buy nonstandard equipment that considerably complicates the logistics 
support requirements for WMD-CSTs, as well as posing testing and training issues. 

Many of the problems identified by the audit could be considered symptoms of an 
immature acquisition program that was not ready for a full-scale production or de- 
ployment decision. Although the WMD-CST program was not managed or controlled 
using acquisition milestone criteria, the certification requirement in the National 
Defense Authorization Act for Fiscal Year 1999 provided equivalent “check and bal- 
ance.” Of course, certifications are effective controls only when certification criteria 
are meaningful. We reported, and the Office of the Secretary of Defense agreed, that 
the certification criteria developed by the Army for WMD-CSTs were considerably 
less rigorous than Congress intended and simply not prudent from the standpoint 
of soldier safety and DOD credibility. 

DEPARTMENT OF DEFENSE CORRECTIVE ACTION 

The Office of the Secretary of Defense agreed with our findings and took action 
to implement our recommendations, which were: 

• to disestablish CoMPIO; 

• to reassign WMD-CST program management responsibilities to the As- 
sistant to the Secretary of Defense for Civil Support, the Principal Deputy 
Assistant Secretary of Defense (Reserve Affairs) and the Deputy Assistant 
to the Secretary of Defense for Chemical and Biological Defense Programs; 

• to issue Office of the Secretary of Defense guidance prescribing certifi- 
cation standards and delineating the specific missions, duties and respon- 
sibilities of the WMD-CSTs; 

• to ensure that WMD-CST certifications are based on that guidance; 

• to coordinate at the Office of the Secretary of Defense level with the Fed- 
eral Bureau of Investigation on WMD-CST roles and missions; and 

• to conduct a thorough program review of the WMD-CST initiative, in- 
cluding operational concept, doctrine, equipment, sustainment, personnel 
assignments and rotations, funding and the certification process. 

We have been gratified by the responsive actions taken over the past several 
months in response to the issues raised by the audit. I can report to you today that 
implementation of all of our recommendations is either complete or ongoing. My 
staff and I have been working closely with senior Office of the Secretary of Defense, 
Army and National Guard Bureau officials to move those agreed-upon actions for- 
ward. The increased involvement of the National Guard Bureau in this program is 
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particularly welcome. In summary, I commend the department for taking the audit 
findings seriously and undertaking the thorough review that we suggested to get 
this program back on track. 

The full text of our Report No. D-2001-043, Management of National Guard 
Weapons of Mass Destruction-Civil Support Teams, January 31, 2001, is available 
on the web at www.dodig.osd.mil. Again, thank you for the opportunity to partici- 
pate in this important hearing. This concludes my statement. 

[Full text of the report can be found as appendix at the end of the hearing.] 

Senator Roberts. The chair would like to have all members of 
the panel testify, and then we can begin the questions at that time. 

General Davis, welcome to the subcommittee. 

STATEMENT OF LT. GEN. RUSSELL C. DAVIS, USAF, CHIEF, 
NATIONAL GUARD BUREAU 

General Davis. Thank you very much, Mr. Chairman, distin- 
guished members of the subcommittee. It is a pleasure for us to be 
here to talk about these Weapons of Mass Destruction Civil Sup- 
port Teams, with which the Guard has been charged with the re- 
sponsibility for fielding. 

These civil support teams have a very important mission, as you 
indicated, sir, to respond in the event of a major catastrophic event 
in the United States, and these teams were set up initially to do 
just that, and they have been proceeding down with their training 
and equipping in order to accomplish that very mission. 

I would like to abbreviate my written statement. I have submit- 
ted it for the record, but there are a couple of topics I would like 
to discuss with you, some six, program management, doctrine, cer- 
tification, training, equipment and safety, and standardization of 
equipment, and finally I would like to address some of the concerns 
that were brought out in the report as they relate to the National 
Guard teams. 

I am confident that the first 10 teams have met all of the train- 
ing standards as they were set out. They are competent, capable, 
and have been supplied with appropriate equipment. However, 
there remains some safety concerns and some other issues pri- 
marily relating to the Mobile Analytical Lab. Whenever safety con- 
cerns are raised, we have a duty to our airmen and to our soldiers 
to assure that we have those corrected, and that a continuous im- 
provement process is in place. 

The safety of the Mobile Analytical Lab System was an issue 
raised in the audit, and to address this, we have gone about work- 
ing with the United States Army Test and Evaluation Command, 
and they will be doing an assessment of these particular vehicles, 
looking at integration of them with other systems within the re- 
quired complement of equipment for the team. We are also working 
very closely with the United States Army Soldier Biological Com- 
mand as we make this assessment, and working other safety 
issues. 

These National Guard Civil Support Teams will have operational 
authority, operational readiness and sustainability to conduct their 
missions. The civil support team mission is, first: to assess a sus- 
pected weapons of mass destruction event, and second: to advise 
the civil responders, those folks that Senator Landrieu talked 
about who would be the first on the scene, regarding appropriate 
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actions, and next to facilitate the arrival of any additional local, 
State, or Federal resources that show up at the incident site. 

The issue of program management, which I will address first, in 
support of these teams, must be viewed in the context of the dy- 
namic process in the Department of Defense, the Army, and the 
National Guard, who undertook a new, innovative, creative pro- 
gram that was mandated by Congress to field 10 teams and make 
them operational, and the hope of doing that in less than 2 years — 
that process normally takes from 3 to 5 years. This was fast- 
tracked, and as a result of that some of the things that might have 
been done and would have been done did not take place. 

Operational management issues in the National Guard Civil 
Support Teams is a very complex issue. To deal with our concept 
of tiered response, employing first the local, then the State, and 
then the Federal responses, these forces assist to deter, prepare, re- 
spond, and manage consequences at a mass casualty site caused by 
an attack or any other situation. 

These teams have a unique State-Federal relationship. While 
they are federally funded, they are operated by the States, and are 
detailed to the Governor for his use in that State or in any other 
surrounding States, as context would dictate, a vital link between 
the local civilian responses with whom they work, as well as the 
Federal response force. 

In the area of doctrine, in a fast-track program it is developed 
simultaneously, and it evolves as the teams are being implemented. 
As we execute those programs within the National Guard and the 
Department of Defense, the guidance that we develop and all, 
comes forth as we work our way through the process of fielding the 
teams. 

Early in this process, we sought and received assistance from 
State and local agencies, and organizations representing first re- 
sponder groups, to enhance interoperability as well as efficiency. 
We are and continue to corroborate with the United States Army 
Training and Doctrine Command, on all doctrine-related issues 
through working drafts, and we have a second working draft of one 
of those documents relating to doctrine at this point. 

With respect to certification, that process and the criteria devel- 
oped was approved by the Army for the civil support team com- 
manders to have them equipped and trained in the units with es- 
tablished standards. 

Preoperational criteria for civil support team certifications are 
the overall readiness of C-1 as established by Congress, and this 
is unique in the sense that most operational organizations, when 
they stand up, reach their initial operational capability, they do 
that at the C-3 level, a degraded level, typically because of the 
time required for training and sometimes the delivery of equip- 
ment, but this was dictated to be at the C-1 level. 

Second, an evaluation administered by the First or Fifth Army, 
this was the external evaluation that will be used by the State Ad- 
jutants General in determining his or her intent to request unit 
certification; and third, a commander’s subjective assessment that 
indicates the unit’s ability to perform its mission, ergo, assess, ad- 
vise, and facilitate. 
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All 10 teams have successfully completed their external evalua- 
tion. All the commanders have assessed their units and deemed 
them to he operationally ready. At one point in time we have had 
some personnel turnover, and as a result of that, we will go hack 
and evaluate each one of those units. 

There are some unresolved safety concerns about the Mobile An- 
alytical Lab System, and this is essentially a vehicle in which is 
housed a series of equipment which will allow them to analyze a 
chemical or biological agent. 

These MALS, as we refer to them, were submitted to the teams, 
and the teams as they worked their way through in training on 
them, found that some additional enhancements were needed but 
were unavailable. These tasks specifically related to the biological 
access compartment of their mission. 

The team’s ability to perform critical functions, planning, prepar- 
ing, and coordinating, may be successfully performed outside of the 
MALS unit, so we feel without the MALS unit they can, to a sig- 
nificant degree, perform most of their missions. Additional evalua- 
tion of this is being made out at Dugway Proving Grounds, and we 
will have further comment on that later. 

The training, a deliberate process, was used to identify and de- 
velop comprehensive training for the civil support teams. The 
Army’s Director of Military Support provided individual and collec- 
tive training guidance to the Commander, Forces Command, and 
the civil support teams in a memorandum in 1988. It was designed 
to allow the teams and their commanders flexibility in meeting 
their unique training requirements for their teams while providing 
a basis for the commitment of resources. 

These teams, and each individual member, received in excess of 
600 hours of individual training beyond what was required by their 
military specialty in both the Army and the Air, and the teams are 
comprised of both their soldiers from the Army Guard, and airmen 
from the Air Guard. The program consists of three phases, institu- 
tional, collective, and sustained training. 

Safety and equipment. Equipment and safety issues raised by 
the audit have been resolved, with the exception of the comprehen- 
sive testing and evaluation of the MALS equipment. Further test- 
ing and evaluation, as I said, will be conducted by the United 
States Army Training and Evaluation Command, and is expected 
to resolve this matter. 

Standardization of equipment. One of the comments related to 
equipment variations was the result of lack of management over- 
sight and lack of requirements definition testing, et cetera, as Mr. 
Lieberman said. We have put together an equipment technical 
working group, which is a body that consists of members of the 
team, the National Guard Bureau, and acquisition officials, in 
order to resolve some of these issues. We feel that we will get these 
issues resolved of equipment standardization. 

We also are looking at modernization ideas and opportunity to 
continuously improve these teams with a centralized process, 
where the States will be involved in modernization, as well as 
working with acquisition officials. Equipment standardization and 
interoperability is an ongoing and continuously worked issue by the 
National Guard Bureau. 
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We have two other working teams, or working groups, within 
this operation, the doctrine working group, where we are working 
with a number of other agencies within the Army and throughout 
the Department of Defense, as well as a plans and operations 
working group. In summary, the management structure has been 
established within the National Guard to execute Department of 
Defense policy and guidance relative to the National Guard Civil 
Support Teams, and this includes the fact that the teams will be 
able to assess the effects of a mass destruction event and provide 
situational awareness to the supported incident commander, then 
facilitate additional local. Federal, and State response. 

The National Guard Bureau has set up an office, a Civil Support 
Office, to act as the permanent office for civil support teams and 
manage the Title 10 responsibilities, the functions, and multiple 
employment of civil support teams. The National Guard Bureau 
will require funding for these teams, as well as for initial training 
and sustainment. 

We are also at the National Guard Bureau working with the 
teams, and will continue to provide full support to the Adjutants 
General in each State, who work closely within their States and 
within their communities to coordinate National Guard support, or 
civil authorities, as the National Guard fulfills its critical role. 

Four important considerations must be addressed. The first of 
these is to provide a lead in homeland security missions. We must 
not be separated from the National Guard traditional mission of 
war-fighting while we execute these homeland defense missions. 

Second, from its inception, the National Guard has always been 
a Federal and State asset. 

Third, whenever the Guard is called out, it brings the will of the 
American people with it. The close ties to State and community 
allow the country to stay bound as one, and we must not fail in 
that mandate to our country as we defend it from our enemies, 
both foreign as well as domestic. 

Fourth, the men and women serving on the civil support teams 
are fully trained and capable individuals who are anxious to go and 
perform their missions. They have proven themselves to a lot of us 
as we work our way through it. We are working very extensively 
with their training, comprehensive exercises, and evaluations. 

I would like to comment further that we at the Department of 
Defense, in the Army and Inspector General’s Office, as well as in 
the National Guard Bureau, are working very closely as a team to 
get these teams fielded as soon as possible. 

Thank you for the opportunity to speak with this subcommittee 
on this critical area. We welcome the opportunity to return at some 
point in the future to give you an additional update. Thanks again 
for your interest and support for the National Guard Civil Support 
Teams. 

[The prepared statement of Lieutenant General Davis follows:] 
Prepared Statement by Lt. Gen. Russell C. Davis, USAF 

INTRODUCTION 

The National Guard routinely contributes to the National mission for civil support 
by activating a state-level military response in 50 states, 3 territories and the Dis- 
trict of Columbia. The National Guard is proud to provide a geographically dis- 



14 


parsed, community-based response to combat the varying types of asymmetric 
threats which directly challenge the security of the homeland. In this role, the Na- 
tional Guard leverages the inherent capability within each state’s National Guard 
for emergency management, response, and recovery operations for any emergency. 

Emerging asymmetric threats, such as single or multiple weapons of mass de- 
struction terrorism attacks within the United States, present the high-end of terror- 
ism that clearly challenges the safety of this Nation, and warrants a unified re- 
sponse by the Department of Defense (DOD) in support of the civil authority. 

In response to these emerging threats, the National Command Authority has di- 
rected the establishment of dedicated, mission-tasked organized forces within the 
DOD to support the civil authority in preparing for and conducting consequence 
management operations. 

The National Guard welcomes the opportunity to continue its historical role in 
homeland defense when we were given the mission to support civil authorities in 
managing the consequences of a weapons of mass destruction (WMD) event. We ap- 
preciate the trust of Congress and the American people in asking us to form the 
civil support teams (CSTs). Once again, when our Nation called, the National Guard 
willingly stepped forward. 

In light of a recent DOD Inspector General (DOD IG) Audit Report, my comments 
will focus on the National Guard Civil Support Teams, and the National Guard’s 
role in support of an incident commander during and after a domestic emergency 
resulting from a Weapons of Mass Destruction event. With respect to the issues, we 
are confident that our first 10 National Guard CSTs have met all established train- 
ing requirements, are competent, capable, and have been supplied with the appro- 
priate equipment. However, there remain concerns with the mobile anal 3 dical lab- 
oratory. 

Whenever safety related concerns are raised, we have addressed these findings to 
ensure a continuous process of improvement is followed. For example, the safety of 
the Mobile Anal 3 d;ical Laboratory System (MALS) was an issue raised in the audit. 
To address the viability and safety of the MALS we have asked the U.S. Army Test 
and Evaluation Command (ATEC) to conduct an independent assessment of the sys- 
tem, and we are working with the U.S. Army Soldier Biological Chemical Command 
to do just that. 

Our overall perspective on the issues discussed within the DOD Audit Report is 
that the audit helps us clarify and focus upon key issues that are critical to the suc- 
cessful fielding of the CSTs. For the past 2 years, the National Guard has embarked 
upon an aggressive program to organize, man, train, equip, and exercise teams in 
WMD consequence management operations. We have done so at an extremely rapid 
pace and with substantial high-level oversight. This has been a collaborative effort. 
We have successfully fulfilled our mandate by leveraging the experience, knowledge, 
and lessons learned from hundreds of organizations, and from subject matter ex- 
perts within the DOD and the civilian community. 

We envision the National Guard CSTs mission to have operational authority, 
operational readiness and sustainability. The CST mission is: to assess a suspected 
WMD event in support of a local incident commander, to advise civilian responders 
regarding appropriate actions, and to facilitate the arrival of additional State and 
Federal military forces to support validated requests for assistance. Our task is to 
help save lives, prevent human suffering, and mitigate property damage. Today we 
are manned, trained, and equipped to perform this mission (with 10 initial teams, 
each consisting of 22 highly skilled, full-time members of the Army and Air National 
Guard). 

With respect to our detailed analysis of the DOD IG Audit Report, we categorized 
issues into six clear-cut areas concerning the National Guard’s CST initiatives: pro- 
gram management, doctrine, certification, training, equipment/safety, and standard- 
ization. All of the issues noted have received our full attention and have been satis- 
factorily addressed. A brief overview of each area will provide insight into particular 
issues within each. 


CIVIL SUPPORT TEAM PROGRAM MANAGEMENT 

The issue of program management of the CSTs must be viewed in the context of 
the dynamic process that the Army and the National Guard undertook to establish 
a new, congressionally mandated capability, and have it fully operational in less 
than 2 years. The development and management of the program along with the sub- 
sequent capabilities of the CSTs, enables the National Guard to execute its stated 
civil support mission. Many programmatic issues have been and are still being re- 
solved with regard to the proper institutional placement of the CST management 
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requirements; however, the teams have been and continue to be managed in a man- 
ner that allows them to execute the mission for which they were designed. 

With the design, implementation, and institutionalization of a DOD program as 
unique and complex as the CSTs, a distinct historical record has evolved. In this 
instance, the history indicates the dynamic nature of the establishment of the CSTs; 
the high level of interest from the executive and legislative branches of government, 
and the relatively recent desire to institutionalize the functions initially assigned to 
the Army’s Consequence Management/Program Integration Office. As the CSTs are 
further integrated into the DOD infrastructure, the National Guard will continue 
to provide the program management functions that make the CSTs a mission capa- 
ble consequence management asset to first responders. 

Operational management issues mentioned in the audit are complex as they fol- 
low our concept of a tiered response in employing local, State, and Federal response 
forces. These forces deter, prepare for, respond to, and manage the consequences of 
a mass casualty event, attack, or situation. Our CSTs have a unique State-Federal 
relationship. While all CSTs receive Federal funds and are trained and evaluated 
to Federal standards, each remains, first and foremost, a state asset, under the com- 
mand and control of the governor of the state in which they are located. It is this 
very unique state-oriented capability of the CSTs that is often misunderstood, con- 
sidered unnecessary, and perceived as a duplication of efforts to other U.S. military 
rapid response units. We believe the dual relationship is a strength that enables the 
CSTs to provide a vital link between the local civilian first responders, with whom 
they know and train, and the Federal response force. 

CIVIL SUPPORT TEAM DOCTRINE 

A compressed method of doctrine development and concurrent CST fielding was 
employed to meet the congressional intent of fielding the teams in a short period 
of time. 

Doctrinal issues will continue to evolve as we implement a management structure 
within the National Guard to execute DOD policy relative to our civil support mis- 
sion. The National Guard Civil Support Program does have doctrine relating to the 
CSTs. Initially, an express method of doctrine development was employed concur- 
rent with CST fielding. This was done to meet the congressional intent of fielding 
the CSTs as quickly as possible. 

Early in this process, we sought and received assistance from state and local 
agencies and organizations representing first response groups. Experts from these 
organizations provided assistance in developing operational concepts, refining re- 
quirements, writing doctrine, determining equipment sets, and developing and deliv- 
ering training to the CSTs. We are collaborating with the U.S. Army Training and 
Doctrine Command (TRADOC) on this issue. The final CST doctrine handbook was 
developed following the Army’s DTLOMS model. It also complies with Chapter 5 of 
How the Army Runs: A Senior Leader Reference Handbook, 1997-1998. 

The CST doctrine handbook has been approved by TRADOC and, in the near fu- 
ture will be placed in their digital library for public access. We have provided input 
regarding CST doctrine for the revision of Joint Publication 3-07.7, Joint Tactics, 
Techniques, and Procedures for Domestic Support Operations, which has been sub- 
mitted to the J-3 staff for approval. Both of these documents include guidance to 
the proponents for both joint and service doctrine that will ensure the dual state 
and Federal nature of the CST mission is adequately addressed. 

The NGB will continue to be actively involved in the development of CST-related 
doctrine in coordination with the appropriate joint agencies. We will work with the 
Army’s Joint Task Force-Civil Support to identify operational concepts and plans as 
a part of the development process. 

CIVIL SUPPORT TEAM CERTIFICATION 

Based on the certification process/criteria developed and approved by the Army, 
the CST commanders have equipped and trained the units to the established stand- 
ards. Certification standards were directed in a December 22, 1999 and subsequent 
February 11, 2000, messages from the Army’s Director of Military Support (DOMS). 
The three operational criteria for CST certification are: 

• An overall readiness level of C-1 in all reportable areas (lAW AR 220- 

1 ). 

• An evaluation administered by the First or Fifth Army that will be used 
by the state adjutant general in determining his or her intent to request 
unit certification. 

• A commander’s subjective assessment that indicates the unit’s ability to 
perform its mission (assess, advise, and facilitate). 
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To accomplish this, the commanders have outfitted their units according to the 
Deputy Chief of Staff for Operations and Plans, United States Army approved table 
of distribution and allowance and have outlined their training according to the mis- 
sion training plan and the fiscal year 2001 training requirements list. Currently, 
seven of the original 10 CSTs have a USR readiness rating of C-1 and the other 
three have a USR readiness rating of C-2. 

All 10 units have successfully completed their external evaluations, and all 10 
commanders have assessed their units and deemed them operationally ready to 
complete their mission. As I noted earlier, there are some unresolved concerns with 
the Mobile Anal 3 d;ical Laboratory Systems (MALS). As a result, there is a degrada- 
tion of the teams’ ability to accomplish a few mission tasks. These tasks, specifically 
related to the biological assess component of their mission, do not hinder the teams’ 
ability to perform the critical functions of planning, preparing, and coordinating for 
a weapon of mass destruction event. 

Additionally, the external evaluations are the accepted method used to assist com- 
manders in assessing the level of training and proficiency in their units. The NGB 
believes that training is the responsibility of the unit commander. It is the com- 
mander who is responsible, and must attest to the unit’s readiness. 

• Individual annual refresher training is required by the Occupational 
Safety and Health Administration (OSHA) and Environmental Protection 
Agency (EPA) regulations in order to maintain and update training certifi- 
cates. 

• Individual annual refresher training is required in order to maintain and 
update training certificates awarded in TRADOC programs. 

These types of refresher training are in addition to external evaluations that will 
be conducted as deemed necessary by the respective unit commander. 

CIVIL SUPPORT TEAM TRAINING 

Drawing upon the collective knowledge and expertise of organizations involved in 
providing trained expertise in fields related to the CSTs mission, a deliberate proc- 
ess was used to identify and develop a comprehensive training program for the 
CSTs. The training strategy (developed by the CoMPIO and approved by Director 
of Military Support (DOMS)) was developed in consultation with subject matter ex- 
perts in both the military and civilian communities. These subject matter experts 
were drawn from the agencies listed in the Army’s response. All were key organiza- 
tions involved in developing and presenting training to the CSTs. 

The Director of Military Support provided individual and collective training guid- 
ance to the Commander, U.S. Forces Command (FORSCOM) and the CSTs in a 
memorandum dated September 14, 1998. It was designed to allow the CST com- 
manders flexibility in meeting the unique training needs of their teams, while pro- 
viding a basis for the commitment of resources. Selection of training curriculum in- 
volved evaluating the U.S. Army Soldiers and Biological Chemical Command’s 
(SBCCOM) compendium of WMD courses and programs of instruction to leverage 
existing courses to the greatest extent possible. Over 300 courses were examined. 
As new equipment and additional capabilities are developed for the CSTs, additional 
training will be developed. 

The CST training program is very comprehensive, with each member receiving an 
average 600 hours of initial individual instruction beyond basic MOS qualification. 
The training program consists of three phases: institutional (which focuses on indi- 
vidual training such as branch qualification and specialty training and includes the 
600 hours mentioned above), collective (which focuses on collective mission essential 
tasks and the conduct of training exercises), and sustainment training (includes ad- 
vanced courses, refresher training, and team training). 

The first 10 CSTs have exercised with all of their equipment and have submitted 
requests for certification, which at this time, have not been granted. The Army’s 
Maneuver Support Center and FORSCOM conducted lanes training (at Fort Leon- 
ard Wood, MO) for all of the initial 10 CSTs. This training was conducted at the 
request of the TRADOC Commanding General and at the direction of the DOMS. 
The training course is the result of a formal training review of the initial 10 teams’ 
institutional training, which recommended combining three of the already completed 
courses into one course, the WMD Emergency Assessment and Detection Course 
(EADC). Five iterations of this course were conducted for the 17 Fiscal Year 2000 
CSTs and newly hired members of the original 10 teams at Fort Leonard Wood, MO, 
during the summer of 2000. 
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Military Occupational Specialty Qualification 

Approximately 65 CST-assigned personnel received some of their training from 
the USACMLS compressed 3-week Nuclear, Chemical and Biological (NBC) non- 
commissioned officer course instead of the standard 16-week NBC noncommissioned 
officer course. The USACMLS does not award certification of MOS qualification be- 
cause personnel did not attend the 16-week course. 

Members of the CSTs receive structured individual and collective training. Each 
member is assigned to a position as specified by a paragraph and line number in 
the unit’s table of distribution and allowance. Required training courses relative to 
each of these positions have been established. Each CST fields two survey teams 
consisting of three members each. Survey team members must be MOS 54B or 3E9 
(the Air Force qualification code equivalent) qualified and can obtain that qualifica- 
tion by attending the 54B 20/30-R course taught by the Army school system battal- 
ion or by attending the course taught by the USACMLS. 

There are not enough 54B/3E9 MOS qualified personnel in the labor market to 
meet the hiring needs of the CSTs. Approximately 35 otherwise qualified applicants 
were hired for the survey team member positions that had to attend 54B/3E9 train- 
ing. These individuals attended a specifically developed 54B 20/30-R (Reclassifica- 
tion Course) during November and December 1999. This particular program of in- 
struction was taught at Fort Leonard Wood, MO, and consisted of courses taught 
by an Army school system battalion. The main difference was that the instructors 
used for this program of instruction were certified instructors from the USACMLS 
and the CSTs, not from the Army school system battalion. The instructors used 
were at least as well qualified as those habitually used for the standard and abbre- 
viated courses taught by the Army school system battalion. This course had the 
prior approval of the USACMLS, and the students were issued certificates of com- 
pletion by the USACMLS Assistant Commandant, which indicates they received the 
equivalent of the 54B 20/30 course taught by the Army school system battalion. No 
team member is less qualified than if he or she had a MOS issued by the 
USACMLS. 

During December 2000 and January 2001, a series of three more courses were 
taught at Fort Leonard Wood, MO, for approximately 70 personnel. However, these 
courses only provided individual skill training (54B MOS, Phase 1) for new CST 
members. These personnel will receive hands-on equipment training (54B MOS, 
Phase 2) from the Army school systems battalions, from May to September 2001, 
which will complete their MOS training. 

Course Development 

A new 3-week course, WMD Emergency Assessment and Detection Course 
(EADC), required of all C)ST personnel, is a DOD and TRADOC approved course, 
developed in cooperation with USACMLS because MOS qualification courses did not 
cover CST specific equipment. The EADC combined new equipment training, the 
NBC Recon/Survey course and the initial portion of lane training into one course. 
Additionally, simulated training scenarios, guidance on specific tasks, and task se- 
quencing were incorporated into the EADC course. 

Training Equipment and Training Aids 

The NGB is aware that insufficient cross training could degrade capability, there- 
fore, cross training is accommodated at every opportunity. It is embedded in every 
exercise a team conducts, both unilaterally and in conjunction with the first re- 
sponder community. Additionally, team training occurs as part of CST day-to-day 
operations. Team members learn their individual roles as they relate to the section 
in which they are assigned and to the team’s overall mission. The CST members 
are not traditional Guardsmen, because of their mission; they are in a full-time. Ac- 
tive Duty status and are on-call around the clock for 365 days a year. The (iSTs 
are the only units in the National Guard with this capability and commitment. 
WMD specific training is obtained from a variety of sources including formal class- 
room training, distance learning technology, and practical application at Federal 
and state proponent schools. 

The training CSTs received complies with Army standards. Cross training of team 
members occurs during lane training where individual and institutional training are 
integrated for the entire team. Lane training is conducted at Fort Leonard Wood, 
MO. The training regime has been finalized and approved; however, the regime con- 
tinues to evolve as lessons learned are incorporated. As funding is programmed, 
training will be handed off to the proponents and it will be fully institutionalized. 
The institutionalization of training is dependent on adequate programmed funding. 
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CIVIL SUPPORT TEAM EQUIPMENT AND SAFETY 
Mobile Analytical Laboratory System (MALS) 

The NGB has been continuously working to ensure that the MALS performs suc- 
cessfully. The MALS, designed and developed by SBCCOM, has undergone test 
plans, quality assurance procedures, and peer review and independent reviews. It 
adequately accommodates the mission need for a functional laboratory by providing 
the CSTs with an analytical platform for performing identification of chemical, bio- 
logical, and radiological materials. The NGB is continuously working to ensure 
MALS performance. An operational test of the complete system is being conducted 
by the AtEC under the auspices of SBCCOM. 

Information System Accreditation 

The National Security Agency through the U.S. Army Intelligence and Security 
Command (INSCOM) provides accreditation for the system in accordance with the 
Defense Information Technology Security Certification and Accreditation Process 
and established Army policy. Interim accreditation has been in place since the UCS 
was fielded. A message from the Commander of INSCOM, dated March 12, 2001, 
gives all the CSTs interim approval to operate the UCS through June 11, 2001. Per- 
manent accreditation is expected on June 1, 2001. 

Reachback Infrastructure 

The reachback system has been repeatedly demonstrated and works to specifica- 
tion. The CST reachback system was developed by DTRA. This system is fully capa- 
ble. DTRA can provide both automated tools and a 24-hour, 7-day a week operations 
center for support the CSTs. This system is accepted and regularly used by many 
organizations throughout DOD. 

The NGB continues to work with DTRA and Naval Air Warfare Center, Aircraft 
Division to improve communication protocols and take full advantage of the 
reachback capabilities of the CSTs. Currently, the CSTs are specifically trained in 
communications protocol, to include reachback functions with DTRA. 

Radio Frequency Assignment 

It has been noted that the radio frequencies assigned to the CSTs has insufficient 
range for conducting operations. This issue has been resolved. The CSTs currently 
have three frequencies assigned in UHF. National wide frequencies were granted to 
the CSTs on 28 March 2000. The teams work with their state chain-of-command to 
establish standard procedures, as they do during normal disaster response oper- 
ations. The frequencies are standardized among the teams with a permanent SkHZ 
TACSAT channel available for domestic consequence management response. There 
are two national high frequency radio networks and a 24-hour, on-call frequency 
manager in place to support the CSTs. 

STANDARDIZATION OF EQUIPMENT 

We are in the process of establishing a lessons-learned system to support the Civil 
Support Team mission. The National Guard Civil Support Team has established a 
number of working groups to address numerous issues. The Civil Support Team 
mission support has an Equipment Technical Working Group, which is a technical 
body consisting of civil support team members. National Guard Bureau, and acquisi- 
tion specialists. The Equipment Technical Working Group is also involved with 
equipment standardization issues. It provides management oversight and gives di- 
rection to equipment acquisition recommendations. Modifications and ideas must be 
presented to the working group before they are reviewed or funded. This is a cen- 
tralized process that the states are to follow before making any equipment modifica- 
tions. Equipment standardization and interoperability are ongoing issues that are 
continuously worked by the National Guard Bureau Civil Support Office. 

SUMMARY 

As the National Guard fulfills its homeland security role, four important consider- 
ations must be addressed. The first is that while the National Guard may lead on 
certain homeland security mission areas, we must not separate the National Guard 
from our traditional war-fighting missions. 

Second, from its inception, the National Guard has always had a Federal and a 
state mission. We have always accepted and executed our responsibilities for either 
of these missions, but we must grant the same stature to the defense of the home- 
land, as the support we provide to combatant commanders. 

Next, “calling out the National Guard” brings with it the will of the American peo- 
ple. Our ties with the states and communities across our country are binding, and 
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we must not fail in our mandate to defend this country from our enemies, both for- 
eign and domestic. 

Finally, the men and women serving on our CSTs are fully trained and capable 
of performing their mission. They have proven themselves ready through extensive 
training, and comprehensive exercises and evaluations. We all want to take the next 
steps and move this program forward for the American people. 

Thank you for the opportunity to speak with the subcommittee on this most criti- 
cal subject. We welcome the opportunity to return and report on our progress at the 
earliest convenience of the subcommittee. Thank you for your interest. 

Senator Roberts. Thank you, General Davis. 

I failed to suggest to all members of the distinguished panel, we 
want to welcome you. We certainly thank you for taking time out 
of your valuable schedules to contribute. Please feel free to summa- 
rize your comments. Your full statements will be made a part of 
the record, so if you would like to summarize, we can get to the 
questions. 

I am not trying to pressure you by any means. I just want to 
make that clear. We have had two excellent statements, so please 
proceed, and feel very free to summarize if you would like. 

Welcome to the subcommittee. General Maples. Please proceed. 

STATEMENT OF MAJ. GEN. MICHAEL D. MAPLES, USA, DIREC- 
TOR OF MILITARY SUPPORT, OFFICE OF THE CHIEF OF 

STAFF OF THE ARMY 

General Maples. Thank you very much for both the welcome and 
the opportunity to summarize. I do appreciate the opportunity to 
appear before the subcommittee and to comment on the Weapons 
of Mass Destruction Civil Support Teams. I have submitted a writ- 
ten statement, and I would just like to make short opening re- 
marks. 

The interest and support of the subcommittee for the WMD-CST 
program is much appreciated. The teams that have been estab- 
lished in the National Guard will provide the Nation an important 
capability in the event of a domestic weapons of mass destruction 
event, and they are already being recognized by the local first re- 
sponder communities for the expertise they bring. 

The Secretary of the Army was given the mission in January 
1998 to lead efforts within the Department of Defense to improve 
military support for response to incidents involving weapons of 
mass destruction. The Secretary of the Army was further directed 
to establish the Consequence Management Program Integration Of- 
fice (CoMPIO) to provide special management in this effort. 

The program office was established subordinate to the Director 
of Military Support. The Department of Defense, through the 
CoMPIO, organized, trained, and equipped 10 WMD-CSTs while 
simultaneously developing the doctrine training programs and the 
specialized equipment required to support the mission require- 
ments of these unique assets. 

Consistent with congressional legislation and approved Depart- 
ment of Defense plans, special management and parallel processes 
of development were employed in order to field the teams and pro- 
vide for their availability as rapidly as possible. In a period of ap- 
proximately 18 months, 10 WMD-CSTs were organized, trained, 
and equipped. 
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At the same time that the WMD-CSTs were being fielded, 
trained, equipped, and evaluated, the DOD Inspector General con- 
ducted an audit of the program. The Army provided a detailed re- 
sponse to the draft audit on 7 December, 2000. The Army did con- 
cur with several of the audit findings, particularly those related to 
the program review and the institutionalization of the CoMPIO 
functions for long-term within the Department of Defense. 

The Army response offered substantive comments on each obser- 
vation, finding, and recommendation, providing additional informa- 
tion and noting those observations that the Army believed had al- 
ready been addressed by the program’s established processes dur- 
ing the period between the time the observations were made and 
the date the draft report was received. 

Also, on 7 December, based on recommendations received from 
the commanders of the WMD-CSTs, and endorsed by the respec- 
tive State Adjutants General and the Chief of the National Guard 
Bureau, and having given additional detailed consideration to the 
status of personnel, training, and equipment for each team, the 
Under Secretary of the Army forwarded his recommendation that 
seven teams be certified. 

On February 22, 2001, consistent with approved Department of 
Defense directives, the program office was formally disestablished, 
and began the process of transitioning programs and activities 
throughout the Department of Defense. The Army and the National 
Guard are fully supportive of the comprehensive ongoing Depart- 
ment of Defense program review, including the certification work- 
ing group, and the study of longer-term programmatic and system- 
atic issues. The Army remains committed to ensuring that the 
WMD-CSTs are properly manned, equipped, trained, and are pro- 
ficient in all mission requirements in order to perform their vital 
consequence management role in a safe and reliable manner. 

Sir, this concludes my remarks. Thank you for the opportunity 
to participate today. 

[The prepared statement of Major General Maples follows:] 
Prepared Statement by Maj. Gen. Michael D. Maples, USA 

Mr. Chairman, distinguished Senators of the subcommittee: I appreciate the op- 
portunity to appear before this subcommittee and to comment on the Weapons of 
Mass Destruction Civil Support Teams (WMD-CSTs). The interest and support of 
this subcommittee for the WMD-CST program is much appreciated. The WMD- 
CSTs that have been established in the National Guard will provide the Nation an 
important capability in the event of a domestic Weapons of Mass Destruction event. 

In January 1998, Defense Reform Initiative Directive #25 directed the Secretary 
of the Army, as the Department of Defense Executive Agent for Military Support 
to Civil Authorities, to lead efforts within the Department of Defense to improve 
military support for response to incidents involving Weapons of Mass Destruction. 
The Department of Defense Plan, “Integrating National Guard and Reserve Compo- 
nent Support for Response to Attacks Using Weapons of Mass Destruction,” was ap- 
proved for Fiscal Year 1999 implementation as specified in Program Budget Deci- 
sion (PBD) 712. The Secretary of the Army was further directed to establish the 
Consequence Management Program Integration Office (CoMPIO). The missions and 
functions of the Consequence Management Program Integration Office and the 
WMD-CSTs were broadly described in Defense Reform Initiative Directive #25. The 
Secretary of the Army established the Consequence Management Program Integra- 
tion Office in January 1998, subordinate to the Director of Military Support. 

Congress authorized and funded the formation of ten WMD-CSTs in October 
1998. Over the next 18 months, the Department of Defense, through the Con- 
sequence Management Program Integration Office, organized, trained, and equipped 
ten WMD-CSTs, while simultaneously developing the doctrine, training programs. 
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and the specialized equipment required to support the mission requirements of 
these unique assets. Consistent with congressional legislation and approved Depart- 
ment of Defense plans, special management and parallel processes of development 
were employed in order to field the teams and provide for their availability as rap- 
idly as possible. Throughout the developmental process, CoMPIO worked with ex- 
perts from Federal, State and local agencies and conducted program status reviews 
to maintain visibility of program decisions. 

In January 1999, individuals assigned to the WMD-CSTs began an extensive 
training program to prepare them both individually and collectively. At the same 
time, acquisition of specialized equipment required by the teams was initiated. 
Throughout 1999, the teams and team members improved their professional capa- 
bilities by participating in numerous established courses and programs, completing 
institutional training in June 1999. In July 1999, the teams began to receive equip- 
ment and to conduct new equipment training. Collective training lanes for the 
teams were completed in August 1999, and the teams began preparing for external 
evaluations of their proficiency levels that were administered in February and 
March 2000. Thus, in a period of approximately 18 months, 10 WMD-CSTs were 
organized, trained and equipped. 

Beginning in April 2000, the commanders of the WMD-CSTs began to request 
certification. Their requests were endorsed by their respective State Adjutants Gen- 
eral and the Chief of the National Guard Bureau before being forwarded to the De- 
partment of the Army. These commanders have reported that the teams and all as- 
signed personnel possess the skills, training and equipment to be proficient in all 
mission requirements. 

At the same time that the WMD-CSTs were being fielded, trained, equipped, and 
evaluated, the DOD Inspector General conducted an audit of the program. The 
Army received a proposed draft audit report and met with members of the DOD In- 
spector General to understand the basis for the initial findings and to offer addi- 
tional information if required. The requests for certification were held by the Army 
in order to consider the initial observations of the audit. 

The Army was provided a copy of the draft Inspector General audit on October 
12, 2000. The Army provided a detailed response on December 7, 2000. The Army 
concurred with several of the audit findings, particularly those related to program 
review and the institutionalization of the CoMPIO functions within the Department 
of Defense. The Army response offered substantive comments on each observation, 
finding and recommendation, providing additional information and noting those ob- 
servations that the Army believed had already been addressed by the program’s es- 
tablished processes during the period between the time the observations were made 
and the date the draft report was received. 

Also on December 7, 2000, based upon the recommendations previously received 
from commanders, and having given additional detailed consideration to the status 
of personnel, training and equipment for each team, the Under Secretary of the 
Army forwarded his recommendation that seven WMD-CSTs be certified. Rec- 
ommendations for the other three teams have been held pending resolution of readi- 
ness concerns and completion of the current program review. 

In June 2000, the Department of Defense formed Process Action Teams to realign 
the organizational placement of CoMPIO’s functions within the department. On No- 
vember 9, 2000, the Deputy Secretary of Defense specified that the Special Assistant 
to the Secretary of the Army for Military Support would serve as the Program Man- 
ager for the WMD-CSTs and directed the Secretary of the Army to prepare a de- 
tailed transition plan consistent with a proposed realignment that would institu- 
tionalize the functions of the CoMPIO. The Secretary of the Army submitted a tran- 
sition plan on November 27, 2000. 

The Deputy Secretary of Defense approved a Program Budget Decision on Feb- 
ruary 14, 2001, that superceded Defense Reform Initiative Directive #25 and di- 
rected the disestablishment of CoMPIO. On February 22, 2001, CoMPIO was for- 
mally disestablished. Personnel assigned to the former CoMPIO formed the Program 
Transition Office to support the Special Assistant to the Secretary of the Army for 
Military Support in the process of transitioning CoMPIO programs and activities 
throughout the Department of Defense. The Acting Secretary of the Army assigned 
WMD-CST program functions to the Special Assistant to the Secretary of the Army 
for Military Support, and the Chief of the National Guard Bureau has been assigned 
to be the Army proponent for the Weapons of Mass Destruction Civil Support 
Teams. 

The Army and the National Guard are fully supportive of the comprehensive on- 
going Department of Defense review of the WMD-CST program, and the review of 
the status of the teams to resolve any remaining concerns to enable the certification 
process to proceed. The Army remains committed to ensuring that the WMD-CSTs 
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are properly manned, equipped, trained, and are proficient in all mission areas in 
order to perform their vital consequence management role in a safe and reliable 
manner. 

Thank you for the opportunity to appear here today. 

Senator Roberts. Thank you, General Maples. 

General Lawlor. 

STATEMENT OF MAJ. GEN. BRUCE M. LAWLOR, USA, COM- 
MANDER, JOINT TASK FORCE CIVIL SUPPORT, U.S. JOINT 

FORCES COMMAND 

General Lawlor. Thank you, Mr. Chairman, members of the 
subcommittee. I appreciate the opportunity to speak with you 
today. I am Commander, Joint Task Force Civil Support, which is 
a standing joint task force headquartered at Fort Monroe, Virginia. 
If I may, I would like to summarize very briefly the statement for 
the record that I have prepared, and perhaps even depart a little 
bit to answer your questions, Mr. Chairman. 

Senator Roberts. Without objection, please proceed. 

General Lawlor. The mission of the Joint Task Force Civil Sup- 
port was recently refined in interim policy guidance that was as- 
signed by Deputy Secretary of Defense Wolfowitz on 28 March of 
this year, and it specifically provides that the JTF principal focus 
is to plan for and operationally integrate DOD support to the lead 
Federal agency responsible for the U.S. Government’s consequence 
management efforts during a domestic chemical, biological, radio- 
logical, nuclear, or high yield explosive (CBRNE) incident. 

Within the United States Joint Forces Command, a charter has 
been written and was recently signed by the CINC, and it provides 
that upon order of the Secretary of Defense, the JTF would deploy 
to the vicinity of a CBRNE, or WMD incident site, and provide con- 
sequence management support to the lead Eederal agency with the 
specific purpose of saving lives, preventing injury, and providing 
temporary critical life support. 

So our function is really twofold. One, we plan, and two, we pre- 
pare to respond. I would like to emphasize, if I may, that the JTE 
is an operational headquarters, and we are working on planning for 
events that are catastrophic in nature. We are not designed, nor 
programmed, to respond to incidents that are well within the capa- 
bilities of States to manage, or even States in conjunction with sis- 
ter States through the interstate compact system to manage, or 
even in conjunction with some assistance that can be provided from 
civilian Eederal agencies. My headquarters is specifically charged 
with being a headquarters of last resort, if you will, to bring mili- 
tary assistance to bear when all other efforts have failed. 

A meeting was recently held at the Joint Eorces Command spe- 
cifically to discuss the role of the CSTs as it relates to the Joint 
Task Force in anticipation of certification. Until such time as the 
teams are certified, they are not deployable, and of course that 
means they are not available to the Joint Task Force for their utili- 
zation. However, I would like, with your permission, sir, to briefly 
outline for you some of the thoughts that we are looking at with 
respect to the integration of the CSTs and Joint Task Force Civil 
Support for an operational response. 
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The CSTs, we believe, will be the first military organized units 
that will arrive on scene, and they will serve, or can serve very ef- 
fectively as the scouts for the JTF, and in that capacity provide 
three very important components. The first is communications be- 
tween the incident site and the command, the second is to provide 
situational awareness of exactly what is transpiring on the ground, 
and the third is to help us assess as quickly as we can the require- 
ments that civil agencies might have for our assistance if we were 
ordered to provide it. 

It is very important that we understand as early as possible 
what kind of assistance the lead Federal agency might be request- 
ing, and the CSTs can provide an extremely valuable service in 
providing us with that situational awareness and that understand- 
ing of those requirements. 

Finally, in the event that the JTF deploys to an incident site to 
provide military assistance to the lead Federal agency, we see the 
CSTs augmenting the — let me go back a minute. We anticipate 
that the CST that is resident in the State where the incident site 
might have occurred would remain in a state status and subject to 
the authority of the Adjutant General. 

However, given the fact that our response role is only in the 
event of a catastrophic incident, we would anticipate the need for 
additional CSTs that might have to be brought into that location 
from more remote states. Those CSTs would be used to, frankly, as- 
sist the in-state CST that will have been working very hard for a 
number of days and the CSTs are only 22 persons strong, and they 
will need relief. 

We also see them playing a supplemental role in responding to 
requests for assistance from the citizens who will have either sus- 
pected or confirmed the presence of a WMD agent in a different lo- 
cality than what may be additionally identified. In order to facili- 
tate this process, the Commander in Chief of the Joint Forces Com- 
mand has recently signed a directive that will authorize us to have 
direct liaison authority with CSTs so that we can begin to discuss 
these missions more directly with them. 

That concludes my remarks. I apologize for departing from the 
prepared text, but I was trying to respond to your question, and 
thank you very much for allowing me. 

[The prepared statement of Major General Lawlor follows:] 

Prepared Statement by Maj. Gen. Bruce M. Lawlor, USA 

INTRODUCTION 

Mr. Chairman, distinguished members of the subcommittee, thank you for invit- 
ing me to address you today. Joint Task Force — Civil Support is a standing joint 
task force headquarters under the command of the United States Joint Forces Com- 
mand. It is located at Ft. Monroe, Virginia. It focuses exclusively on providing mili- 
tary support to the lead Federal agency during the aftermath of a domestic Chemi- 
cal, Biological, Radiological, Nuclear, or high yield Explosive (CBRNE) event. The 
command came into being on 1 October 1999. The implementation plan called for 
it to be organized and ready to assume its CBRNE consequence management (CoM) 
mission on 1 April 2000. We met that target deadline. Today we are mission capable 
and working hard to address the challenges associated with domestic CBRNE con- 
sequence management. I would like to take a few moments to update you on our 
present status. 
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MISSION 

Deputy Secretary Paul Wolfowitz signed interim policy guidance on 28 March 
2001 for “Department of Defense Consequence Management Support to Domestic In- 
cidents Involving Chemical, Biological, Radiological, Nuclear and High Yield Explo- 
sives (CBRNE-CM).” This policy guidance provided that DOD will maintain JTF- 
CS as a standing headquarters and that its “principal focus shall be to plan for and 
operationally integrate DOD support to the Lead Federal Agency responsible for the 
U.S. Government’s consequence management efforts during a domestic CBRNE inci- 
dent.” In addition, the JTF-CS Charter, approved by CINCUSJFCOM on 17 Janu- 
ary 2001, provides that, when directed, JTF-CS will deploy to the vicinity of a 
CBRNE incident site and provide command and control (C^) of designated respond- 
ing DOD forces to provide military assistance in support of the lead Federal agency 
(LFA) to save lives, prevent injury and provide temporary critical life support. The 
charter calls for us to deploy only upon order of the Secretary of Defense and only 
in support of a civilian lead Federal agency. I would like to briefly review both parts 
of the JTF-CS mission. 


PLANNING 

The Federal Response Plan (FRP) is the organizational construct under which 
JTF-CS will respond to a domestic CBRNE emergency. It outlines how the Federal 
Government implements the Robert T. Stafford Disaster Relief and Emergency As- 
sistance Act to assist state and local governments when a major disaster or emer- 
gency overwhelms their ability to respond effectively. Under the Federal Response 
Plan, Federal response operations are organized into 12 Emergency Support Func- 
tions (ESFs). Ten separate Federal agencies have been designated as primary agen- 
cies for the 12 ESFs. Designation as a primary agency means that the agency so 
designated is responsible for managing the Federal response as it pertains to that 
particular functional area. The Department of Transportation, for example, is the 
primary agency for matters pertaining to Federal transportation assistance to state 
and local authorities under the FRP. The U.S. Army Corps of Engineers is respon- 
sible for ESF #3, public works. In addition, the FRP tasks DOD with providing sup- 
port to each of the other primary agencies responsible for directing the Federal ef- 
fort within the other ESFs. This presents JTF-CS with a considerable challenge as 
we are required to understand the procedures employed by each of the 10 Federal 
agencies and the type of support each is likely to request so that we might support 
them as they carry out their primary agency responsibilities. 

To facilitate our planning processes and to ensure the primacy of the Federal 
agencies we support, we have organized within JTF-CS a special liaison directorate 
and assigned officers from that directorate liaison duties with each of the 10 Federal 
agencies. These liaison officers are responsible for learning the processes and proce- 
dures unique to their agency and for working with the agency to identify potential 
requirements for DOD assistance for CBRNE scenarios. We believe this liaison ini- 
tiative is working very well. 

The demand for domestic CBRNE consequence management planning has been 
greater than was foreseen at the time of the JTF-CS stand up. In the 18 months 
since our inception, we have quietly performed CBRNE consequence management 
contingency planning for several domestic special events. Each of these plans has 
been crafted to support a lead Federal agency — normally the Federal Emergency 
Management Agency, but not always. Our most recent effort was in support of the 
National Capitol Police in conjunction with the President’s State of the Union Ad- 
dress. Planning for these real world special events has provided JTF-CS with ex- 
tremely valuable experience and has been more important than any other single fac- 
tor in developing and improving our capabilities. 

In addition to planning for real world events, JTF-CS conducts quarterly training 
exercises that focus on planning and deployment for specific types of CBRNE inci- 
dents. To date we have conducted such exercises in each of the 5 areas with which 
we are concerned: chemical, biological, radiological, nuclear, and high yield explosive 
events. We have learned to create a base plan for the most dangerous event and 
prepare branches and sequels for other possible incidents. By doing so, we have re- 
duced our response planning time considerably. 

DEPLOYMENTS 

In addition to domestic CBRNE CoM planning, JTF-CS, if ordered, will deploy 
to the site of a CBRNE incident and assume command and control of designated 
DOD responding assets. Once on site, our mission will be to respond to requests for 
assistance from the LFA. It is important to note that while we are providing assist- 
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ance to state and local authorities, we remain a Federal military headquarters and 
our taskings will come from a lead civilian Federal agency. In all cases, of course, 
we remain under DOD control and our chain of command runs from the Secretary 
of Defense to CINC, U.S. Joint Forces Command to JTF-CS. 

The JTF-CS headquarters is ready to rapidly deploy anywhere within the United 
States, its possessions and territories in response to a CBRNE incident. We have 
developed this capability through regularly scheduled deployments that are part of 
our quarterly training exercises and we have recently begun to conduct no notice 
exercises. We are comfortable that we can meet our target deplo 3 mient times and 
through our exercise program we continue to improve our deployment procedures. 

Not all civil support operations require deployment of the entire JTF-CS head- 
quarters. Indeed, such a deployment is unlikely except in the event of a catastrophic 
CBRNE incident. Because of this, we have also developed a minimum footprint con- 
cept that permits us to position ourselves to provide civil support to an LFA if need- 
ed but without pre-positioning a large DOD forward presence. This concept uses a 
small number of liaison and communications personnel to maintain situational 
awareness and establish communications at a potential incident site while keeping 
the bulk of JTF-CS at home station ready to respond not only to that site but also 
to any other site that we may be called upon to support. We are not unmindful that 
a special event might be used to divert attention from a threat elsewhere and we 
have planned for that eventuality. 


WMD-CST 

As the purpose of this hearing is to review the status of Weapons of Mass De- 
struction Civil Support Teams (CSTs), I would like to explain briefly the present re- 
lationship between JTF-CS and these teams. 

JTF-CS has played virtually no role in CST development. CST assistance is not 
currently a part of our mission and we neither conduct CST training nor perform 
any oversight functions with regard to their operational capabilities or readiness. 
There are several reasons for this. The most important is outlined in the fiscal year 
2001 Forces For Unified Commands document. The assignment of Reserve compo- 
nent forces to a CINC in the Forces For Unified Commands document, in this case 
the 27 CSTs, establishes the assigned CINC’s authority to exercise training readi- 
ness oversight (TRO) authority over them. This authority enables the CINC to exer- 
cise responsibility in five broad categories: 1) provision of guidance to component 
commanders on operational requirements and priorities to be addressed in military 
department training and readiness programs, 2) comment on service component pro- 
gram recommendations and budget requests, 3) coordinate and approve participa- 
tion by assigned Reserve component (RC) forces in joint exercises and other joint 
training, 4) obtain and review readiness and inspection reports of assigned RC 
forces, and 5) coordinate and review mobilization plans. Traditional Title 10 respon- 
sibilities for manning, equipping, training, and sustaining RC forces remain with 
the services. 

It is important to recognize the CINC’s TRO authority extends only to those Na- 
tional Guard units that are assigned to his command. In the case of CSTs, this has 
not happened because the CSTs are still in the process of certification and the 
Forces For Unified Commands document stipulates they cannot be deployed or as- 
signed until they are certified. In the absence of such assignment, the prevailing 
legal opinion is that the CINC has no TRO authority. Once the Secretary of Defense 
certifies CSTs as being mission capable as required by the law, they will be assigned 
to USJFCOM and USPACOM at which time the assigned CINC’s TRO authority at- 
taches. All that remains for that to occur is the Secretary’s certification which we 
anticipate will be completed in the near future. 

In the meantime, the CINC is taking measures to ensure standardization of CSTs 
and their interoperability with JTF-CS. He directed that JTF-CS propose a CST 
Mission Essential Task List that identifies the tasks, conditions, and standards that 
will standardize the Federal CST mission and make them interoperable with JTF- 
CS. We have forwarded this list and our associated recommendations through the 
U.S. Joint Forces Command staff to be promulgated to its Army component and to 
the NGB. 

The CINC also tasked JTF-CS to prepare an outline of the tactics, techniques, 
and procedures (TTPs) JTF-CS is using to support special events. Once completed 
these will be made available to the CSTs for their use in supporting special events 
within their respective states if called upon to do so. The initial draft of that docu- 
ment has been completed and we anticipate turning it over to the U.S. Joint Forces 
Command staff shortly. 
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The CINC has also asked us to look at the training program for CSTs. The CST 
training program is doctrinally sound. It was put together very quickly and as with 
any such program refinements are required as the program matures. However, that 
notwithstanding, CST members receive some of the best and most comprehensive 
CBRNE consequence management response training available anywhere. Each sol- 
dier goes through approximately 800 hours of individual training conducted not only 
at DOD schools but also at schools sponsored by the Federal Emergency Manage- 
ment Agency, the National Fire Academy, the Department of Energy, the Environ- 
mental Protection Agency, the Department of Justice and the Federal Bureau of In- 
vestigation. Following completion of individual training, soldiers are taught to func- 
tion as a team and to perform mission essential tasks in accordance with conditions 
and standards published by the U.S. Army Chemical School. U.S. Army Forces Com- 
mand, the Army component of U.S. Joint Forces Command, conducts external eval- 
uations of each team at the end of its training cycle and assesses its level of pro- 
ficiency in the tasks that are critical to the performance of its mission. In summary, 
it is our belief that the CSTs are well-trained and valuable assets that contribute 
materially to the accomplishment of the CBRNE consequence management mission. 

In conclusion, JTF-CS has made great strides since its inception a year and a half 
ago. We believe we have established good relations within the interagency and we 
are confident we can deploy quickly if called upon to help in time of need. Thank 
you for allowing me to speak with you today. 

Senator Roberts. Thank you, General Lawlor. It would be the 
intention of the chair to ask the distinguished Senator from West 
Virginia if he had any questions or comments at this time. 

Senator Byrd. I do have some comments. I will proceed in any 
way you wish. I do have a statement and some questions, but I am 
perfectly happy to have others go ahead of me. 

Senator Roberts. No, sir. Please proceed. 

Senator Byrd. Mr. Chairman, thank you for scheduling this 
hearing. Homeland security has emerged in recent years as one of 
the Nation’s most pressing needs. The National Guard is at the 
forefront of the effort to meet that need. Unfortunately, homeland 
security also presents an incredibly complex and difficult set of 
problems to address. The Department of Defense is but one of sev- 
eral Federal agencies assigned the central role in developing an ef- 
fective homeland security strategy. 

State and local governments are also key players. Leadership, co- 
ordination, oversight within and among all of these layers of Gov- 
ernment are essential if we are to achieve an effective strategy be- 
cause of the urgency involved in devising a framework for respond- 
ing to potential acts of domestic terrorism. I think we have to ex- 
pect such acts increasing as time passes. 

The National Guard Civil Support Teams were developed and 
fielded in a very compressed time frame. As Mr. Lieberman noted 
in his prepared testimony, the personnel involved in standing up 
the initial 10 teams demonstrated professionalism and dedication 
in attempting to meet an unrealistic operational capability target. 

It appears that management of the program is back on track, 
that we are moving in the right direction. That is an important ac- 
complishment. We cannot afford to lose ground in this endeavor. 
While we must continue to make sure that this program is on 
track, we also must be constantly scanning the horizon to make 
sure that the track is going in the right direction. 

For example, it appears that the Army is well on the way to de- 
veloping a comprehensive program for training the civil support 
teams and that is something we must keep on track, but it also ap- 
pears that little progress has been made in standardizing cross- 
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training between the CSTs and first responders, and that is a need 
that we must anticipate and address. 

First responders, police, fire and rescue squads, and emergency 
medical personnel are at the tip of the spear. They will likely be 
the first ones on the scene of almost any terrorist attack on U.S. 
soil. They are the men and women who will have the initial respon- 
sibility to assess the situation, assist victims, and secure the scene. 
They will provide the manpower to back up the civil support teams. 

It is essential that these first responders be well-equipped and 
well -trained so that they can work in concert with the National 
Guard and other Federal agencies. Establishing a standardized 
training program, including cross-training with the National 
Guard, is a critical first step. 

I have a particular interest in the training of first responders, as 
well as the National Guard Civil Support Team, because of the ex- 
cellent National Guard training programs and facilities in place 
and under development in West Virginia. Although West Virginia 
does not yet have a National Guard Civil Support Team, we do 
have an outstanding National Guard operation under the direction 
of an outstanding Adjutant General, Alan Tackett, whom I often 
say is the best general since Hannibal. [Laughter.] 

Senator Landrieu. That is saying something. [Laughter.] 

Senator Byrd. He has a National Guard that is number 1 in the 
Nation in four different categories, and has been for the last 3 
years. 

One of the crown jewels of West Virginia’s disaster response 
training assets is the Memorial Tunnel near Charleston, a one-of- 
a-kind facility in which to train for subterranean terrorist attacks 
such as the saran gas attack on Japan’s subway system. Real-life 
training in an underground environment such as Memorial Tunnel 
is not something that can be duplicated in many places. 

The Memorial Tunnel is a tunnel that was part of the highway 
that was built through there many years ago. I remember when I 
first came to the House of Representatives, we dedicated the West 
Virginia Turnpike. The Memorial Tunnel was a part of that turn- 
pike, and subsequent thereto the roads have been changed and 
they have cut through another mountain so we do not have to use 
the Memorial Tunnel for that purpose. The Memorial Tunnel has 
been converted to the very excellent use about which we are dis- 
cussing here today. 

The National Guard, in addition, is developing a comprehensive 
training center at Camp Dawson in West Virginia, in addition to 
classrooms and dormitories. Have you been up there. General 
Davis? 

General Davis. Yes, sir. 

Senator Byrd. In addition to classrooms and dormitories. Camp 
Dawson has the ability to support an array of training ranges to 
simulate terrorist attack scenarios. In fact, the Department of Jus- 
tice is very interested in locating its terrorism response training at 
Camp Dawson. 

Finally, West Virginia University, which is located near Camp 
Dawson, houses the virtual medical campus that is being developed 
in conjunction with Auburn University. This facility is capable of 
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delivering comprehensive training to first responders on how to 
identify and deal with a toxic biological or chemical attack. 

I traveled with President Bush recently to West Virginia when 
he met with General Tackett and members of the National Guard. 
I took that opportunity to brief the President on the unique facili- 
ties that are in place and under development in West Virginia. Due 
to General Tackett’s vision and leadership, West Virginia National 
Guard is poised to provide one-stop shopping, state-of-the art train- 
ing for Federal, State, and local agencies, including civil support 
teams and first responders. 

The National Guard is only one piece of the homeland security 
solution, but it is an essential piece, and I commend the National 
Guard Civil Support Teams for the progress that they have been 
making to date, and look forward to continuing to support and en- 
hance the program. 

Mr. Chairman, that is my opening statement. I will withhold my 
questions. 

Senator Roberts. I want to thank the Senator for his statement, 
especially for highlighting the tip of the spear, the first responders. 
It is absolutely essential that these teams are capable of working 
with the first responders. That is a very important point. 

Senator Nelson, I want to welcome you again to the subcommit- 
tee, and with all of the demands on our time, it is not often we 
have members in attendance to the degree that we would like to 
have, but you have been here on time and shown a very keen inter- 
est. You and I both served in the House of Representatives to- 
gether, and it was a decision of mine that when I became chairman 
of the once-powerful and sometimes-powerful House Agricultural 
Committee, that I would recognize some of the newer Members and 
wait until the end of the session to wrap up, so I am delighted to 
welcome you to the subcommittee and to recognize you at this time. 

Senator Bill Nelson. Well, bless your heart, Mr. Chairman. Mr. 
Chairman, I can get right to the heart of the matter because you 
made a statement about the considerable importance to the country 
on the subject matter of this hearing, and so has Senator Byrd. We 
have in front of us an audit report, and the audit report says the 
Consequence Management Program Integration Office did not man- 
age the WMD-CST program effectively. My question is, why? 

Mr. Lieberman. In retrospect, and of course hindsight is golden, 
I do not think the office had the requisite skills in its staff. It did 
not have acquisition-trained people, it did not have a good financial 
manager, and I think there was also probably some lack of appre- 
ciation of the capabilities that the Army had to support their effort. 
I think they meant well. They certainly worked hard, but I think 
in retrospect, as I said, the program would have had fewer prob- 
lems had a different skill mix been present in the office. 

Senator Bill Nelson. No doubt you understand the seriousness 
of my question. In our form of Government, we are up here as over- 
seers to see that the policy is made and the policy is carried out, 
and for people to make excuses on a subject of this gravity, there 
are no excuses, so let us go down the line. 

Why, General Davis? 

General Davis. I think in part I agree with what Mr. Lieberman 
said in his assessment. We were trying to do something in a very 
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compressed period of time, as I indicated earlier, and in the inter- 
est of doing that, many times, for example, in the acquisition proc- 
ess it can take 2 to 3 years to acquire a piece of equipment, and 
certainly if there is any development involved in it. 

I am sure, because I know some of the folks, they were all well- 
intentioned, good Americans, patriotic folks who were trying to do 
the hest to field it in a very short time period, as I said, trying to 
do in 2 months and almost in 18 months what is typically about 
a 5-year process, and so I think that they did not follow all of the 
acquisition rules as we would know them. 

They did not do anything illegal, sir, they were perfectly legal in 
what they did, but they attempted to bypass the normal acquisition 
system in order to get the job done in a short period of time, be- 
cause the normal research and development that would be re- 
quired, say, for some of the equipment we got — because the Mobile 
Analytical Lab, as an example, is not a component of any of the 
other services. It is unique to this particular team, and I think in 
an attempt to compress the time to do that and get a quality piece 
of equipment, I think we just did not get through all the steps that 
we could have. 

I agree absolutely with Mr. Lieberman, in hindsight, we certainly 
would and could do it differently, but this is a unique challenge for 
the country. It is a unique capability that we are providing to the 
country and will provide to the country. We will go ahead and get 
them certified, sir. I think in an attempt to do that and compress 
the time we may have gotten just a little bit ahead of ourselves, 
but I think they were well-meaning people who were working as 
hard as they could to get the job done and getting it done we may 
just have missed a few beats at the drum, sir. 

Senator Bill Nelson. General Maples. 

General Maples. Sir, if I could just distinguish between manage- 
ment process and management outcomes, because certainly the 
CSTs that we believe we have trained, equipped, and fielded, and 
that were very close to certification on, are an outcome of the pro- 
gram. 

The program was set up as a special management program to in- 
tegrate a number and a wide variety of functions, and the Army 
agrees that within the program itself, that it did not have trained 
acquisition personnel, but I also would state that the program tried 
to use existing acquisition agencies to source and to acquire the 
equipment for the teams. 

The management program attempted to follow all of the guid- 
ance, all of the direction, all of the policies that they were given 
with the intent of providing the best possible team, the best pos- 
sible program in support of the Nation. 

Senator Bill Nelson. General Lawlor. 

General Lawlor. Thank you, sir. The Joint Task Force Civil 
Support really had no role in any of the standup of the CSTs. How- 
ever, I personally was working in the Deputy Chief of Staff for Op- 
erations for the Army at the time, and was very much involved in 
the standup, so if I may respond to your question from that per- 
spective. 

I think in line with what General Maples has just stated, and it 
cannot be understated how the sense of urgency to move on with 
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this mission affected us when we were standing these up. No one 
has forgotten that on the day of the Oklahoma City bombing the 
threat posture in this country was negligible, and so we were work- 
ing very hard to stand up a program very quickly. 

I think that in terms of the outcome, I recognize that some of the 
comments in the IG’s report are valid. I would dispute others, but 
I think, as I understand it, the comments that were made critical 
of the program have by and large been addressed as the system 
has worked its way through the issues that have been raised, and 
that we are now in a position to move forward. 

I would offer for you that in the context of urgency, there is no 
structure, no doctrine, no paradigm to do what we are doing. There 
is no prior experience. This is a first-of-its-kind organization, built 
with first-of-its-kind doctrine, trying to understand problems that 
have never confronted the country before, so we moved very quickly 
within that system. 

If I can use doctrine as an illustration, the standard normal time 
it takes to process doctrine within the service is 24 to 33 months, 
and that assumes that it goes very smoothly. In this field, where 
there was no prior experience, that assumption is probably a little 
bit problematic. 

So rather than wait for 33 months before we began the program, 
we brought together a group of the best people that we could find, 
and we wrote a manual to guide the CSTs and to guide the train- 
ing. That manual has now been staffed at least once through all 
of the formal processes, and frankly there has been a few changes 
but not many changes from what we initially wrote, so I think we 
got most of it right. We did make some mistakes, but I think by 
and large the program is on track. 

Senator Bill Nelson. Mr. Chairman, obviously where you are 
trying to go is in your oversight capacity to see that this program 
is working. You certainly have my pledge of support in whatever 
capacity you want me to assist you. 

Well-meaning and good intentions will not cut it on something of 
this seriousness, and so whatever you want to pursue, just count 
me in to help you. 

Senator Roberts. I thank the Senator, and I thank him for his 
comments. 

Senator Byrd, I think I am going to ask a few questions if that 
is all right with you, sir, and then we can come back to you. The 
distinguished Ranking Member will be returning soon. 

I am going to start with Mr. Lieberman and go down the panel. 
Who in the Department of Defense now has the policy oversight in 
regards to the management of this program? By the way, gentle- 
men, I have a lot of trouble saying WMD-CS teams. That is a 
mouthful. We used to have a rule in this subcommittee, if you said 
an acronym and you did not explain what it was before saying the 
acronym, you had to put a dollar in a fish bowl. We could make 
a substantial contribution to the Defense Department budget if I 
would enforce that rule. 

Now, we thought about renaming them. They were RAID teams. 
I am not saying it is within my capability to change an acronym. 
With Senator Byrd, he can do almost anything in an Appropria- 
tions bill. [Laughter.] 
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Senator Roberts. You might want to think about what kind of 
an acronym would be more appropriate so that the American peo- 
ple would understand exactly who these people are. These are the 
people that are 4 hours away from any incident, to provide help. 
Civil Support Teams, that makes sense, but that is really a mouth- 
ful in terms of the acronym. You might want to have an acronym 
that spells out BOB, or maybe TED and BOB. Maybe that would 
work in terms of the funding, I do not know. 

So, Mr. Lieberman, who in the Department of Defense now has 
the policy oversight over the management of these teams? 

Mr. Lieberman. At the OSD level, the senior official is the As- 
sistant to the Secretary of Defense for Civil Support. There are sev- 
eral OSD entities that are involved on a joint basis in overseeing 
this program. 

The Office of the Assistant Secretary of Defense for Reserve Af- 
fairs has a very central role, and also there is a Deputy Assistant 
to the Secretary of Defense for Chemical-Biological Defense who 
works the acquisition end of things, so there are multiple OSD of- 
fices involved right now. I do not know whether that structure is 
going to be maintained by the new administration or not. 

Senator Roberts. Well, that is part of the problem. If part of the 
problem is on this side in terms of working with CoMPIO to try 
to plus-up from 10 to 17 to see if it would work, asking CoMPIO 
if, in fact, that number could be handled, we need to get our arms 
around this. 

We need to get that capability up and running, and perhaps — 
I noted several of you have indicated, in terms of the direction of 
the subcommittee and Congress and what happened in the author- 
ization bill and in the appropriations bill, maybe we were a little 
too hasty in this regard, but our idea was that we had this threat 
out here. It is a very real threat. 

General Lawlor is in charge of that whole arena, and we wanted 
to make sure that since it was threat-driven and was becoming 
more serious, we wanted to be 4 hours from anywhere. The staff 
went to CoMPIO and asked, “can you handle it,” and they said, 
“yes, we are very eager to do it, very positive to do it.” 

I am not trying to put any recrimination or any blame on 
CoMPIO. They have enough of that on their shoulders already, but 
I am reminded about a year ago, when we had the administration 
up, and we had four people within the Department of Defense, and 
we said, in terms of counterterrorism, in terrorism, and also home- 
land defense, who is in charge? Then being a little mischievous, we 
had them line up in order of seniority, and then I said, why don’t 
you line up in order of your command structure? Nobody knew 
where to sit. 

Now, you just indicated that we are not quite sure as to who is 
in charge of this, and I think that is one of the biggest challenges 
that we have. 

Mr. Lieberman. Senator, that is not what I intended to say ex- 
actly. I do believe the Assistant to the Secretary of Defense for 
Civil Support is clearly the tip of the pyramid, and all these other 
offices are supposed to be supporting him or her, whoever that 
turns out to be. There is another problem right now, because we 
have lots of vacancies in the Department of Defense. 
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Senator Roberts. Amen to that. I wish we could speed up the 
procedure not only in the Department of Defense, but every other 
Federal agency. That was the point you were trying to make, that 
there is the top of the pyramid, there is somebody — in terms of 
management outcome, management process. How about manage- 
ment responsibility? 

I do not know of any place in the legislation when we passed it 
that said hurry up, but do it badly. That was not in the legislation, 
so we do have somebody in charge in terms of the “TO” chart, and 
I guess that was my question. In your view, was it a mistake for 
the department to have established CoMPIO back in March 1998, 
or should the department have used an existing entity within, say 
DOD? That is hindsight, 20/20, I understand that. What do you 
think? 

Mr. Lieberman. It could have worked, but I think special man- 
agement structures in the Office of the Secretary of Defense did not 
have a great history. Most of them do not work, so I think the 
setup we have now is the optimum one. We were pleased with the 
outcome of the deliberations over the last few months, on how to 
realign responsibilities. 

Senator Roberts. All right. The certification process. The IG re- 
port states that CoMPIO failed to assure that training provided en- 
sure the proficiency required by Section 511. This is one of our re- 
quirements. We passed that in the Defense Authorization Act of 
1999. Could you just tell us a little bit about the certification proc- 
ess, and why the IG audit concluded that CoMPIO was not comply- 
ing with the requirements of Section 511? 

Mr. Lieberman. Certainly. Section 511, and that was the quote 
that I read earlier, basically says that every person in the team has 
to be proficient in using whatever equipment they have in perform- 
ing the mission. In the haste to get these teams fielded, the train- 
ing started to occur before the equipment arrived, so you had a lot 
of training activity going on with units doing the best they could, 
but with only part of the equipment that they were going to use. 

The external evaluations are the most glaring example of that, 
where most of them were done without the teams having some of 
the most fundamental equipment that they were supposed to oper- 
ate with. Also, in some cases, not all of the team positions had been 
filled yet, and these teams, being small, do not have a lot of redun- 
dancy. So if your chief science officer is not chosen yet, you have 
a big gap there, and the training really cannot be realistic and can- 
not reasonably assure that the team is competent if it has to be 
done under those handicaps. 

Then, of course, the idea that the doctrine was evolving, what 
they were supposed to do was evolving, and the different choices 
were being made about what equipment would be there eventually, 
means that whatever training was done may or may not have been 
most efficiently focused on exactly what that team will end up hav- 
ing to do. So it was a very difficult task to try to keep all of these 
balls in the air at the same time. One of the areas that suffered, 
I would say, was the adequacy of training. 

Senator Roberts. That testimony is extremely helpful. Where 
did CoMPIO go astray on an implementation plan? Was there an 
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implementation plan utilized to establish CoMPIO and a blueprint 
that they could follow? 

Mr. Lieberman. I think CoMPIO went astray because they were 
given too long a leash and not enough advice. The program was 
managed very much on an ad hoc basis because of the urgency, and 
they tried to do a lot of things in certainly very different ways than 
the department is used to doing them. 

I do not accept the idea that if you use any of these standard 
mechanisms it is necessarily slow as molasses. There are ways to 
expedite things, particularly when you are dealing with a very high 
profile program. I think senior leadership could have intervened if 
they found that the bureaucracy was being unresponsive to their 
requirements and moved things along quicker than normal. I do 
not think that they were required to set up a good acquisition plan. 
I do not think they had good program metrics so that people could 
judge how well they were doing. 

I wish personally we had done our audit a year and a half or 2 
years before we did. If we had gotten in on the front-end, we could 
probably have pointed out a lot of the weaknesses in the planning 
up-front. It is a shame we had to be “Monday morning quarter- 
backs,” but that is the way it turned out. 

Senator Roberts. Part of that might have been our responsibil- 
ity. Maybe we should have had you in the ballgame on Saturday. 
What role, if any, is your office playing now in the program review? 

Mr. Lieberman. We are an integral part of the team, and I think 
there has been a lot of emphasis today on what people disagreed 
about in the January report, but I think the good news is that 
there has been a very cooperative attitude by all parties. My staff, 
and the auditors who did the audit, are still working on this 
project. 

It is a rare occasion where we get to help fix the problem that 
we found. Frankly, I think that is an excellent model for an IG, 
and we have been very pleased that the Army, OSD, and the 
Guard Bureau have let us continue to be players. I am personally 
part of the senior management oversight team that is trying to 
move this whole thing forward. 

Senator Roberts. I want to talk about that attitude of coopera- 
tion. The Army response to your draft IG report was approximately 
90 pages. Why did the final IG report devote only 5 pages to ad- 
dressing the Army’s response? I have a feeling that it is probably 
unsaid that the Army feels they were bypassed in this deal. 

Maybe bypassed is not the best word, but that we have a lot of 
people now who are new in regards to OSD, but we have a lot of 
people in uniform who are taking the heat, and if they had 90 
pages of commentary saying, “now wait a minute, let us take a look 
at this,” and you only had 5 pages back — is this a little out of bal- 
ance? I am just being the devil’s advocate here on behalf of the 
Army. What do you think? You are working — and you have good — 
you like General Maples, don’t you? [Laughter.] 

You all get along, and you are cooperating on this. 

Mr. Lieberman. Many years ago I wore Army green myself. 

Senator Roberts. You see where I am headed with this question. 

Mr. Lieberman. Sure, and I think it is a fair question. Frankly, 
the very volume of the Army response made it almost impossible 



34 


for us to follow our normal procedure, which is to publish the entire 
response verbatim. In most of our reports we do that. In this case, 
the response was far longer than the report itself, and also it went 
to a level of detail that I do not think really we could have coped 
with in the normal manner of responding “tit for tat,” and I think 
the important items would have gotten lost. 

I think my main problem with the response was, that we were 
expecting more documentation of things that had actually hap- 
pened, rather than just assertions that they had happened, which 
in our view did not move the process forward very much. We tried 
to capture the most important parts. Again, would 10 pages have 
made people happier? I really do not know, but I think the impor- 
tant thing is that since January there has developed close to a con- 
sensus on where all of these particular points stand. 

One can argue about when exactly it was they were fixed, but 
the important question is, are there still unresolved items there 
now or not? 

Last winter, there was a bitter dispute about whether there were 
safety issues with the Mobile Analytical Laboratory System van, 
and now, as you just heard, there is an elaborate test being laid 
on, because I think there is a consensus that yes, there are safety 
issues. So I think everyone involved has come a ways since that re- 
port was written. 

Senator Roberts. That is good news. I just want to ask you a 
basic question here. Do you believe the fundamental mission of the 
CSTs is a sound one? 

Mr. Lieberman. Yes, I do. 

Senator Roberts. All right. I have another basic question. We 
started out in this business thinking that a 4-hour response time 
for the CSTs was a reasonable response, that it could be done. Was 
that goal simply unrealistic, and if it is, what is a realistic response 
time? 

Mr. Lieberman. That depends upon how many teams there are, 
and how much geographical distance we are talking about. 

Senator Roberts. Which is why the subcommittee decided to do 
what we did. 

Mr. Lieberman. The idea was to make extensive use of air assets 
to move the teams around. I would have to defer to the other panel 
members on current doctrine. It seemed to us that as of last year 
all the planning was for travel by road, which is not going to give 
you a 4-hour response time in big states, but I would have to defer 
to the others. 

Senator Roberts. Let us go down the line. First, do you still be- 
lieve the fundamental mission of the CSTs is a sound one? Second, 
is the goal realistic in regards to the 4-hour response time? 

General Davis. 

General Davis. Mr. Chairman, I think it is fundamentally sound. 
We know we have to have some capability out there. The discipline 
and vigor of the way the military trains in order to respond defi- 
nitely works. We do know that, particularly in the Guard. 

As we worked with the local responders when we have floods, 
hurricanes, tornadoes and that type of a disruptive event to the ci- 
vilian populace; we are fairly and routinely involved in those kinds 
of activities, to include today. I think we have about 700 or 800 
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people I believe, something like that, up in Minnesota, Iowa, Illi- 
nois, maybe a few less than that. 

So yes, I believe it is fundamentally sound, and I believe we have 
that duty and obligation to the American public to do everything 
we can to assist them to ameliorate any major inconvenience like 
you have in a flood or certainly in a weapons of mass destruction 
incident. 

The original feeling of stationing of the teams when there were 
only 10 teams I will have to go into a little bit on this, sir, if you 
do not mind, was based on the 10 FEMA regions that were as- 
signed accordingly. Following further discussion here, I think the 
subcommittee decided we were going to need more teams than 
that, because just given the geography, you work within a FEMA 
region, which could encompass three to five states or some seven 
states in one particular instance, that we could not get there in the 
allotted time, so additional teams were fielded and some 27 total 
additional teams. 

When these teams were fielded, instead of using a 150-mile ra- 
dius, as they had done with the initial teams, these teams were 
fielded with a 250-mile radius, and a part of that fielding process, 
there are a number of factors that went into it. They looked at the 
threat assessment, the Federal region that they were going to 
cover, the coverage of major population densities, or major cities 
within that, the existing facilities and stations that were out there, 
as well as the technical analysis. The Army concept analysis was 
brought into that, and they were dealing with data bases on cen- 
sus. 

So I think these were done, and when the distance was raised 
to 250 miles, they were trying to cover as much of the United 
States population as was possible. With 250 miles you could not 
traverse 250 miles in that 4-hour time period, so a reasonable time 
came back as about 6 hours for the entire team to get there, and 
with some attempt to get the teams there at an earlier point, say 
an advanced part of the team at an earlier point, so I think that 
is why the radius was extended to 250 miles. 

This, by the way, would in part be justified, at least because it 
will cover 92 percent of the population of the United States. If I 
am part of that 8 percent, sir, I am not a happy camper, but we 
would be able to move the teams with aviation assets. We have 
done some amount of study on the use of aviation assets. 

As a matter of fact, the fielding of a number of our teams are 
in positions where they will have access to a C-130 so it can move 
a significant part of the team to an incident site, sir. A lot of that 
was factored in as a part of the fielding process, but in an attempt 
to take the initial teams and put those out and then field addi- 
tional teams, some of the teams might not have been fielded where 
they were if we had known we were going to have 32 teams at the 
time, or the 27 teams that are currently being fielded. 

Senator Roberts. Senator Landrieu has a very tight time sched- 
ule. I am going to yield to her, but General Maples, do you have 
any quick comment on whether or not you think that the plan is 
a sound one? 

General Maples. Sir, I will just make one comment, I think the 
teams are absolutely essential, and they are doing what they were 
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designed for. I base that on my own experience in talking to first 
responders, and the kind of expertise and the knowledge that they 
can gain from the team members. I have had them report that to 
me, that they have already seen benefit in the communities. Even 
though the teams are not operational yet, they are training, and 
their interaction with the first responder community is paying us 
great dividends already. 

Senator Roberts. That is absolutely key. That is going to be a 
follow-up question to you to go into some detail. General Lawlor, 
do you want to quickly respond? 

General Lawlor. I would agree with what General Maples said. 

Senator Roberts. Senator Landrieu. 

Senator Landrieu. I really appreciate this hearing, because I 
think it is very important for us to focus on this issue. The more 
I think about it, read about it, listen to the comments, and read 
this report — the more it is highlighted. I would suggest, after read- 
ing this report, that one of the serious problems seems to be a lack 
of clarity in the law, procedures, memorandums of understanding, 
and other organizational constructs, which has given us what we 
define as an unclear chain of command. 

It is not that the people involved are not enthusiastic, motivated, 
well-trained, and well-educated for the task before them. They have 
performed similar functions very well, but this is quite complicated, 
I think, to try and give an immediate response. 

We might set our sights on 4 hours, but frankly, if I were a vic- 
tim, I would like for somebody to arrive a little sooner, if possible, 
than 4 hours. I would like to challenge our subcommittee to think 
about that. We have a tremendous infrastructure of people out 
there in the United States; well-trained, well-educated, highly mo- 
tivated, and trustworthy people on the ground, whether they are 
fire fighters, police officers, et cetera. 

I know this is a system that we are trying to actually enhance, 
strengthen, or focus for the purposes of responding when a specific 
attack occurs. If we can facilitate and strengthen what is there so 
the taxpayers’ money gets spent wisely, we become a facilitator. 
Like the loaves and the fishes, we take what is there, create the 
links, and perform miracles to expand so that if a crisis happens 
we can respond anywhere, any time — in a small community, in a 
big community, in a rural area, in an urban area — ^because we have 
been smart by thinking in advance, and not limiting ourselves. 

So I am going to be thinking — I do not have an answer — about 
what we need to do to help to create, I think, the most effective 
system possible. 

Mr. Lieberman, I would just like to ask you one question. In light 
of what I said, what are the one or two things this subcommittee 
should focus on? Perhaps we need to readjust our sights. Based on 
your report — I know there is no magic bullet to fix it — but a couple 
of things that maybe we could do to get the program back on track? 
Is there anything that you would like to offer for the purposes of 
this hearing? 

Mr. Lieberman. I think the department now has a handle on 
what needs to be done to field these 32 teams, if everybody still 
agrees we need 32. However, I think there still is a certain amount 
of mission ambiguity, frankly. How do these teams fit in to that 
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picture you just described, where you have local, State, multiple 
Federal entities with capabilities, and all need to find a way to 
work together. I think some of these studies that you quoted ear- 
lier, Mr. Chairman, such as the 21st century study, have made the 
point that on a Federal Government-wide basis, a lot more needs 
to be done to bring some coherence to this picture. 

There are so many cooks in the kitchen, and the mix and the 
problem are going to be different at every single possible site of an 
incident, because local capabilities are always going to vary dra- 
matically. 

Whatever can be done by Congress and the administration to 
bring coherence to this whole picture is important. There are sev- 
eral bills that have been introduced in this session I believe al- 
ready. There is one to establish a Homeland Defense Agency. I 
frankly do not know whether that is a good idea or not, but there 
has been some thinking going on and some innovative suggestions 
made. 

But I would suggest in terms of national priorities, national de- 
fense priorities, this is one where Congress itself is going to have 
a problem because of the way your committee structure is set up. 
Committees with different jurisdictions are going to have to find a 
way to work together also on these problems; so it is a very inter- 
esting problem from the political scientist standpoint. 

Senator Landrieu. Since our chairman here is so skilled with his 
interpersonal relationships, we are counting on him and Senator 
Byrd to lead us in this regard. 

I think in all seriousness this is a very important issue for us to 
stay focused on and to try to work it out, because if you do not ad- 
dress the top piece, no matter what direction you move, you are 
going to end up with confusion and with reports like this, with us 
not being able to accomplish the mission. This is complicated, but 
I am sure we are not the first nation that has undertaken it, and 
I think it is worth our time. Thank you, Mr. Chairman, for calling 
this subcommittee hearing today. 

Senator Roberts. Let me tell my colleagues that Mr. Lieberman 
has really put his finger on it. Ever since the President came down 
with PDD-62, which was the presidential directive indicating the 
Justice Department was the lead agency, and assigning Mr. Dick 
Clark to be in charge of that, and Dick is still on board and doing 
a good job. It is a very difficult job — those of us that have the juris- 
diction in the committees and the subcommittees took a hard look 
at this, and we have determined that there are 46 Federal agencies 
that have some jurisdiction. 

I am an event-oriented person, and so I am trying to figure out, 
all right, if there is an incident — and you can name your incident. 
It all is pretty shocking in regards to what can happen, and Gen- 
eral Lawlor can testify to that, and we have several operations. I 
am familiar with the TOP OFF exercises, the one in Denver, was 
right next to Kansas, so I took exceptional notice of that. But an 
anthrax attack, what happens once this event actually takes place? 
Who is in charge? 

You are exactly right. The Senator has put her finger on it. It 
is that first responder. They are there. Now, what do they do? How 
do they get guidance from the Federal Government, and how on 
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earth do we get 46 Federal agencies to work in any kind of a cohe- 
sive fashion? 

We are going to have a hearing May 8, 9, and 10, the Senate Se- 
lect Intelligence Committee, with Chairman Shelhy and Co-chair- 
man Senator Boh Graham of Florida. We have the Senate Appro- 
priations Committee, I would tell the distinguished Senator from 
West Virginia, with Bob Byrd and Ted Stevens, and we have the 
Subcommittee on Appropriations headed up by Senator Judd 
Gregg. We have the Armed Services Committee with Senators War- 
ner and Levin, and then we have some fellow named Roberts and 
Senator Landrieu in regards to the Emerging Threats and Capa- 
bilities Subcommittee with the DOD piece. We are going to have 
a hearing May 8, 9, and 10, and we are going to ask all 46 agencies 
to come in. 

We are going to ask them three questions: What is your mission? 
What is it that you do? Most importantly, who do you report to? 

Now, you have indicated, Mr. Lieberman, one of the real prob- 
lems we have. We have eight committees, probably more, but at 
least eight, and seven subcommittees that have jurisdiction. We 
have made a proposal in a bipartisan way to the leaders of the Sen- 
ate to say we need, pardon the expression, a “belly button” task 
force to coordinate at least once a month so we know what we are 
doing up here. 

It is enough for us to sit back and ask the questions that our 
staff prepared that make us sound fairly intelligent about this. At 
least we have the expertise and we get the acronyms right and all 
of that, but it is another thing for us to get our act together. 

Now, this is a tremendous undertaking, so it is a little bit dis- 
ingenuous to point fingers at CoMPIO, or several people who hap- 
pen to be in the audience today and say, “wait a minute, this has 
all been your fault.” This is brand new, that if we do not get some 
Federal response, and the order of things, as described by General 
Davis, I think it was, that link of communications back to General 
Lawlor — what are we dealing with here? How can we address this? 

It may be the CDC. It may be first responders, and the fact that 
we just do not have enough hospital beds to deal with people, 
things of this nature. 

It is a big problem, and I did not mean to get into a long-winded 
speech there, but I think if you have any specific suggestions as to 
how we can reorganize, or do something legislatively in your field 
of expertise, we sure need to hear from you. 

Senator Byrd. 

Senator Byrd. Senator Nelson also was interested in knowing, 
and so am I, who is accountable? If we are going to conduct over- 
sight, which is one of the great responsibilities of Congress, who is 
accountable down there? If we are going to conduct oversight, we 
should know who is accountable, so I am going to ask that question 
for Senator Nelson. Who is accountable? To whom should we look 
for accountability? 

General Davis. I think the way we have established things in the 
Department of Defense, it is the Assistant to the Secretary for Civil 
Support, and that is the way we have identified at least in prelimi- 
nary interim guidance, sort of — the new Deputy Secretary of De- 
fense signed off on the interim guidance. There are a lot of parts 
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to that, I would suggest, though, as Mr. Lieberman said. There are 
a number of other agencies within the department who have that 
responsibility and would have to work part of the issue, but that 
would appear to be where it would rest. 

General Maples. Sir, if I could comment also that the decision 
that the Deputy Secretary of Defense left program management of 
these teams with the Army, and specifically identified a Special As- 
sistant to the Secretary of the Army for Military Support as the 
program manager, and within the Army, the program management 
of these teams will continue and that, in fact, the proponency for 
that has been vested in the National Guard Bureau for further 
management of the teams. 

General Davis. Sir, related to that, and the question Senator 
Landrieu got into, the number of teams, I think part of what the 
DODIG report did was to talk to certification of the teams, and so 
the action plan has again been broken out into two parts, one to 
get the team certified, and two, a comprehensive program review. 

As a part of that review they will be looking at a number of other 
issues; looking at the mission of the teams; how many teams; they 
should be looking at demographics; possibly using the new census 
data, if that has been approved; looking at individual training; and 
a lot of the issues that were raised in the IG report, so we do not 
go back over that ground again in the future, what is the proper 
mode for doing evaluations and assessments of the teams’ capabili- 
ties, funding profiles sustainment, those kinds of things. 

There are a whole number of issues that we will be looking at 
as part of that program review, and many of us in the Department 
of Defense are involved in that program review of the civil support 
teams, sir. 

Senator Roberts. I hear a lot about missile defense shield. It 
seems to me that here we are talking about something that is real- 
ly important, and that can really be done. I do not know about a 
missile defense shield that would guard against submarines out 
there, but here is something that may happen to this country, and 
probably will, but it seems to me that somebody ought to be in a 
position to bump heads together and get the coordination, coopera- 
tion, and tie all the loose ends together. That is what I am sure 
that Senator Nelson had in mind. 

Have we gotten an answer to that question? 

General Davis. I think that is part of the frustration of a number 
of us who deal with the issue of dealing with parts and pieces of 
the issue, and looking at the Gilmore Report. Governor Gilmore’s 
second report talks about a czar, and the difficulty with that from 
the standpoint of the Hart-Rudman. You would have somebody who 
is in charge of policy, like we have for the counterdrug czar, but 
that person does not have a funding line and does not have all the 
other requirements and the resources to put anything in play other 
than providing policy. 

Senator Byrd. It should not be so difficult to get a funding line 
if the President of the United States gets behind this. You ought 
to be able to get a funding line. 

General Davis. Sir, the way the Gilmore Report is done, it would 
work with the existing agencies that are out there. The Hart-Rud- 
man would construct a superagency, you are aware, I think per- 
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haps, and which would have that funding line, and would be 
charged. So you have — as you said. Senator Roberts, one “belly but- 
ton” would be the super czar. 

Senator Roberts. If I might. Senator, most of these reports, most 
of these task forces do have super-qualified people, and people that 
you and I both know and whose judgment we have relied on in the 
past considered this threat so serious. You mentioned the missile 
shield, which is obviously a very real threat, as we are considering 
that, but all four them, and as I say, there may be five or six of 
these reports, indicated it was so serious that they thought the 
Vice President should be in charge of this. 

Hart-Rudman, I think I am correct, and General Davis, you cor- 
rect me if I am wrong — indicated that we need a czar, somebody 
like Admiral Rickover in regards to his efforts, or somebody like 
General McCaffrey in regards to the drug war. We declared war on 
drugs 10 years ago. The results have not been what we have hoped 
them to be, but we have a drug czar — and we need a terrorism 
czar, if you will, or counterterrorism czar. 

How do you define terrorism? Senator Bennett and I early on 
asked Condoleezza Rice where is the administration really thinking 
they are going. She said, give us 2 or 3 months. Now, it is my un- 
derstanding that a proposal has been made to separate this out 
into cyber threats and into a biological component, and then into 
counterterrorism. 

But you are exactly right, we need somebody with enough au- 
thority, with enough power, to make these decisions. Now, that is 
overall. Within the Department of Defense I think we have the ca- 
pability, within the Guard and within the management structure 
that they have proposed to at least get this particular program, the 
CSTs, or whatever we finally call them, to have that immediate re- 
sponse capability so that we know what we are dealing with imme- 
diately. The chances are the first responders would not know that. 
That is a pretty good response, but the Senator’s request is the one 
that is being asked. 

By the way. Senator, Hart-Rudman said this was so serious we 
ought to merge the authorizing committees with the appropriations 
committees. I suggest they talk to you about that before they make 
any more recommendations. 

Senator Byrd. They will get a quick answer on that. [Laughter.] 

Let me ask two or three other questions. There are five more 
teams that have been authorized but not yet sited. Where is West 
Virginia in the queue? 

General Davis. Sir, as I said a little earlier, this program review 
is going to look at it and see how many teams we really need, and 
the five teams have been authorized, and those are on hold now 
until we can complete this program review. It is anticipated it will 
be culminated about 1 August, so sometime in about that time 
frame. 

Senator Byrd. I noticed in this map 27 teams within a 150-mile 
radius, that nearly two-thirds of the State of West Virginia is not 
within a 3-hour driving radius of any civil support team. We have 
some pretty mountainous terrain down there, and I see also that 
some of Kentucky and Ohio likewise is in the same situation. Do 
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you believe it would be prudent to have a civil support team in the 
area there in West Virginia? 

General Davis. Yes, sir, if you want one. [Laughter.] 

I think we really do need to do this comprehensive review, 
though. Senator, and when we started out with the 10 teams we 
put them in places which, if we had started with 32, we might have 
done that differently, sir, I would suggest to you. 

I do not know for certain, but just looking at the chart, and I 
have a similar chart to yours here, sir, there are a number of areas 
in the country that are not covered by these teams, and it may be 
that 32 is the right number, it may be more, it may be less. What 
we would like to do is have some kind of a scientific assessment 
of that and look at where we position the teams and see where we 
need additional teams, or whether we need to perhaps move some 
of the teams to a different location. It is very difficult to do, obvi- 
ously, but we need to work our way through that, sir. 

Senator Byrd. All right. Facilities are in place and continue to 
be developed in West Virginia to complement the homeland secu- 
rity concept. West Virginia hosts facilities that would enable civil- 
ian-first responders. Federal, State, and local, an opportunity to 
cross-train with military personnel and to respond to a variety of 
scenarios. 

I know you have been at Camp Dawson, General, and I invite 
the others to go, and also I invite to the Memorial Tunnel facilities, 
if they are down in that area, or if you have a convenient moment 
to do so. Do you agree that a combined facility, remote from but 
within reach of the Nation’s capital, could provide a university of 
knowledge, a brain trust, a premier training facility for first re- 
sponders and others involved in homeland security? 

General Davis. Yes, sir. We have a number of facilities around 
the country where we could do that, and certainly Camp Dawson 
represents one of those. 

Senator Byrd. On the subject of acronyms, Mr. Chairman, the 
Romans had a great military establishment, probably one of the 
greatest the world has ever seen, the Roman legions. I only recall 
one acronym that they used. That was Senatus Populesqu 
Romanus (SPQR), the Senate and the Roman people. 

Speaking of acronyms in our day and time, there has been a pro- 
liferation of them. My staff has one suggestion for renaming the 
WMD-CSTs. Back Yard Ready Defense Teams, BYRD Teams. 
[Laughter.] 

Senator Roberts. We will take that under very serious advise- 
ment, Mr. Chairman. [Laughter.] 

What was that? 

Senator Byrd. Back Yard Ready Defense Teams. 

Senator Roberts. That has some possibilities, very definite pos- 
sibilities. 

General Davis, in your effort to go out and personally visit with 
the greatest general since Hannibal, have you had the opportunity 
to view the training and interact with the personnel on these teams 
not only in West Virginia but all around the country? 

General Davis. Yes, sir. I was out in the St. Louis area, actually 
at Scott Air Force Base, Illinois, about 2 weeks ago, and had a 
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chance to meet with Team 7 and Team 5 from Illinois and Missouri 
respectively. 

Senator Roberts. When you do that, do you talk with the State 
and local officials as well? 

General Davis. On this particular one we did not have a chance 
to do that. They brought in some of their equipment and set it up 
at Scott Air Force Base and we had a number of Adjutants General 
who were out there who had an opportunity to go in and observe 
these. 

It became very important, because most of the Adjutants General 
who were there did not have CSTs, so a lot of them had the chance 
to come out and talk to the individual members. They had set it 
up in a mock environment, as they would be forward-deployed, 
where they had a decontamination area, and then they had the 
subject matter experts there, so it was a good opportunity for a lot 
of us to get out there and talk to them first-hand. 

Last Thursday, we had a video teleconference with six of the 
other teams, and two of the teams, the team up in Massachusetts, 
along with the team from Texas, had some of the first responder 
folks there with them. We had the Highway Patrolmen, a major in 
the Highway Patrol, a State Patrol in Massachusetts, who talked 
to us about some of the things they did, along with another law en- 
forcement official. We had two firemen and a law enforcement offi- 
cial down in Texas. 

I have also had the opportunity to work with the National Sher- 
iffs Association and fire-fighting organization, the National Asso- 
ciation of Chiefs 

Senator Roberts. That gets into the question I was going to ask 
in regard to General Maples, in regard to all of you, in your efforts 
to contact the first responders. 

We just had a hearing this morning in the Armed Services Com- 
mittee in reference to the V-22, the Osprey. I am not going to go 
into all of the details, but I think in terms of technology, that is 
an aircraft really for the future, and certainly despite the problems 
we have experienced, and we talked about the 250-mile radius in 
the C-130. 

The technology is sound. If we can really produce that aircraft 
in the way that it should have been produced, it seems to me there 
is an exciting possibility in regards to the CSTs, and I just make 
that as an observation, and certainly Senator Byrd, that would 
mean that there would be less than 3 hours. It would not be an 
hour and a half. It would not even be an hour in regards to having 
the people on site, and since we had that hearing as of this morn- 
ing, I thought I would mention it. 

I am a little concerned in regards to this. General Davis. You 
cannot respond unless you are certified, and the Governor must de- 
ploy the aircraft certification. According to the January IG report, 
we have 10 that are in status that should be certified and operat- 
ing, and 17 where they should be in training. We are wondering 
if the certification is too high. 

I went into that to some degree with Mr. Lieberman, and then 
they have to be certified by the Secretary of Defense. We might as 
well move it up to the President. I do not know of anybody in the 
military that operates this way. 
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General Davis. Sir, that was a bit unique. That was one of the 
challenges we had in 1999, when they passed the Defense Author- 
ization Act and they put that in as a requirement, number 1, to 
stand it up at C-1. We normally have initial operational capability 
at C-3 for most of our operational organizations as we stand them 
up, particularly when they are new capabilities and we bring them 
on board, and normally that certification is done within the service 
component. 

Senator Roberts. I do not think you are at C-1 now. I think 
there is another requirement. Is it not C-3? I have another ques- 
tion, but I am wondering — and we need to get on with this. Let me 
just say that that is an area where we might want to take a look 
at the legislation in regards to some flexibility in Section 511. 

You mentioned decontamination. Are there any plans to expand 
the function of the BYRD Teams? [Laughter.] 

General Davis. At this point, no, sir, because one of the difficul- 
ties in doing that, they have a lot of capability to respond to inci- 
dents, and they work very closely with the HAZMAT teams in most 
of the local areas. I have had a chance to talk to a couple of the 
HAZMAT team members and leaders, and they have very high 
opinion on our folks. They say they are some of the best folks that 
they have ever seen, and in many cases far better trained than 
local HAZMAT teams are. 

The initial thrust was to make them available so if we had a cat- 
astrophic event they would be available. I think in something less 
than a catastrophic event, once they are certified, the Governor 
would have the authority to employ them, sir. 

Senator Roberts. But you know what is going to happen. Sen- 
ator Byrd knows what is going to happen. I know what is going to 
happen. They are first on the scene. They are the scouts for the 
joint task force, letting you know exactly what the situation is. 
They establish the link in regards to communications. They let you 
know the situation on the ground, and can give advice and counsel 
to the first responders, and they detect whether or not a weapon 
of mass destruction was used, obviously if it is nuclear you are 
going to know that, but in regards to a plume or something like 
that, with biological, say, contamination, and then the first re- 
sponder is going to turn to them and say, in words that everybody 
can understand, what do we do now. 

I just think when we get to that training, sooner or later that 
is going to have to be more robust, State-to-State compacts. Na- 
tional Guard mutual assistance compacts. Are you confident that 
States are willing to allow their teams, the BYRD Teams across 
State lines in regards to a WMD event, that one Governor will let 
them go to another State? 

General Davis. I am pretty comfortable with that. We went 
through that exercise last year as we turned to Y2K year over. We 
had a number of States which did not have aviation assets, and as 
we set up a secondary communications network in two instances, 
I believe, the Governors actually came on board and agreed to do 
that, and sent the paperwork through the faxes electronically to 
follow up. 

I believe they will do it, sir. As we talked about team 1, which 
is up in the northeast, in Massachusetts, as we talked to that 
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team, one of the things that came out the other day, and the Mas- 
sachusetts State Patrolman was talking to it, they have gone 
across all their State lines, and he says, I think you can look at 
it as a borderless northeast, because wherever those teams are 
needed, the States that have them are going to share them. 

Senator Roberts. It is a frightening thought, but go ahead. 

General Davis. But they have done that, and I think you are 
aware of some of the compacts. The example your State is involved 
in, in the Southwest Governors, the Southern Governors, which is 
another major compact, and so we have compacts all over, and we 
do move resources around. 

Recently, two summers ago, I was down in North Carolina when 
they had the flood of the Tar River, and we had assets there from 
Texas, Kentucky, and I believe Georgia. They were heli-lifting and 
rescuing people from the rooftops all over North Carolina. I think 
the Governors do get together when one of them has a major crisis 
and they see the need to support one another and they get out 
there and make it happen, and they have arrangements to do the 
compensation, moving of funding back and forth. 

Senator Roberts. I am not going to try to delay this too much 
longer, but I do have a couple of pertinent things. I am going to 
move to General Maples now. General, give me your thoughts on 
the department’s decision to assign the National Guard Bureau the 
responsibility for all management functions of the CST program. 
Any thoughts? Just in general, are you comfortable with that? 

General Maples. I believe the program management does belong 
to the Army as a whole, and that the Army as a whole has the re- 
sponsibility associated with that. The National Guard Bureau will 
have those management functions, but that does not divorce the re- 
mainder of the Army, the Army staff, our Forces Command, and 
our Training and Doctrine Command, from their responsibilities 
that are associated with those teams as well. We are going to co- 
ordinate that effort to make sure that we are supportive of the Na- 
tional Guard. 

Senator Roberts. That is the management responsibility we 
were referring to earlier, that is still on board? 

General Maples. Yes, sir. 

Senator Roberts. All right. Six pages, 90 pages, any comments? 

General Maples. Sir, we respect the integrity of the Inspector 
General system. Our belief was that many of the observations have 
been corrected by the programs, their natural processes as we went 
along. We did try to provide documentation in those areas where 
we did not have concurrence. We had our opportunity to provide 
our input to the Inspector General. Once the report became final- 
ized our objective was to closely cooperate, provide whatever infor- 
mation that we could, and assist the Department of Defense and 
the Inspector General in resolving any remaining issues. 

Senator Roberts. Are we C-3 or C-1? I have a question here, 
why was the decision to use the C-3, i.e. marginally combat readi- 
ness rating for the WMD-CST? 

General Maples. Sir, at the time that was published the imple- 
menting memoranda stated the one consistent certification criteria 
that exists, and that was the criteria that appears in the National 
Defense Authorization Act. It was stated in there that to request 
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certification the team commander had to he in a state of C-3 or 
higher. The C-3 was selected at the time by the Director of Mili- 
tary Support, which is consistent with the deployment criteria for 
other units within the Army. 

We fully realized that the C-3 criteria does not meet the same 
criteria that is established by the National Defense Authorization 
Act. We concurred with that portion of the IG report that C-3 is 
not an applicable standard, and in fact the Secretary’s review of 
the teams, the training of their personnel, the training of the teams 
applied a C-1 standard before he forwarded those recommenda- 
tions. 

Senator Roberts. If we think we have problems with an IG re- 
port in a subcommittee hearing, if we have an incident and we 
have C-3 readiness, and we are not ready, and they go out there, 
and there takes place what could take place, we are all going to 
be on the carpet in time, so I hope — which indicates the serious- 
ness of this. 

Thank you all for your patience. Let me move to General Lawlor. 
General Lawlor, you are the individual responsible for marshalling 
the capability of our Armed Forces in support of all of the civilian 
agencies in response to something we call a domestic contingency 
involving the weapons of mass destruction. Are you satisfied with 
the number and the adequacy of the assets available to you? 

General Lawlor. I am. 

Senator Roberts. It is a big-time responsibility. 

General Lawlor. One of the benefits of being stationed at the 
United States Joint Forces Command is that the CINC of the 
United States Joint Forces Command has effective operational con- 
trol over about 80 percent of the Armed Forces in the United 
States stationed within CONUS, and so through his components, 
the Army, the Navy, the Air Force, and the Marine Corps, he has 
a vast array of units that he can bring to bear, if needed. So our 
issue is really defining requirements. Once we have defined those 
requirements, the CINC sources them through his staff. So that is, 
we are satisfied that we have the capabilities. 

Senator Roberts. General, you were the former Deputy Director 
of Military Support during the establishment of CoMPIO, and we 
know your current title and your current responsibilities. What are 
your thoughts on the DODIG report, just your take on it? 

General Lawlor. I think that the report raises some valid points, 
and I think the folks that were engaged in the discussion over the 
course of the past 5 months concerning the results have learned on 
both sides. I think there were some disagreements concerning how 
the program was run. I think those were legitimate disagreements, 
strongly held and strongly believed by both sides. I think there has 
been a resolution of those points, and that the program is fun- 
damentally sound and very important. 

Senator Roberts. As I indicated, you were involved in the TOP 
OFF exercises. I found that report fascinating and I wish they 
could have received more publicity, and certainly wish that more 
Members were aware of those exercises. My question is, are you 
satisfied with how the JTF and the CS operated during the course 
of the exercise, and then a follow-up question, what lessons were 
learned, and how are you implementing those lessons? 
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Let me just say the TOP OFF exercise in Denver where we had 
an anthrax outbreak and pretty much put up — well, we just iso- 
lated, eventually, Colorado. People who attended the event from 
Kansas came back and were sick, and then obviously that started 
to spread. We did not even really have any idea that it was an- 
thrax until much later, and in some cases the people in charge ba- 
sically said, I think I will go to the mountains, thank you very 
much. 

Self-preservation seemed to be a key there. I am not saying that 
it all fell apart, but it was a hell of a thing, and if you really read 
through that, and you see that could be almost a verbatim script 
for one of the very popular movies that we seem to have around 
lately about such events, it will scare the socks off you. 

I think the exercises were very well-taken. There was some 
thought that that was not a wise use of funds. I think just the op- 
posite. At least to my way of thinking they really showed how far 
that we have to come. 

Now, I am making a speech and not letting you answer the ques- 
tion. Go ahead. 

General Lawlor. As I understand your question, sir, there are 
two areas. The first was the interaction of the JTF and the CSTs 
during TOP OFF. We had CST number 1 from Massachusetts with 
us throughout that process. They were very effective. We utilized 
them in conjunction with — in fact, we tag-teamed them with the 
Chemical-Biological Incident Response Force of the Marine Corps, 
and those two elements worked together very well as a team. I 
thought they were very valuable and of great assistance to us. 

Second, with respect to TOP OFF, I would agree with you that 
that was an extremely effective exercise. It was very well done. My 
only comment, in two respects, perhaps, is that I think we may 
have paid a little bit too much emphasis on the no-notice aspect of 
it. We probably could have done a little better, had we known that 
we were going to have an exercise at a certain time — now, let us 
train for it, let us practice what we train, and then evaluate what 
we did and see where we went wrong. That is my Army upbring- 
ing. 

However, I think one of the lessons learned out of TOP OFF that 
we have looked at strongly within the Joint Forces Command, and 
it was driven somewhat by the artificiality of the exercise, is that 
we may have deployed to the wrong place. We are one of a kind, 
JTF-CS. We deployed to Portsmouth by virtue of the script, when 
in reality as we stepped back and looked at the TOP OFF exercise 
the real threat appeared to emerge in Denver. So that has given 
everyone pause to think about what is the trigger point for us to 
actually launch. 

Senator Roberts. What was the threat in Portsmouth? I cannot 
remember. 

General Lawlor. The threat in Portsmouth was a chemical at- 
tack. It was relatively small in terms of numbers, compared to 
Denver. We looked at probably 50 to 60 casualties in Portsmouth, 
whereas Denver, of course, was exponentially larger. 

Senator Roberts. Most of the experts who have come before this 
subcommittee, when we ask what keeps you up at night, and they 
indicate cyber threats, and then the possibility of the biological at- 
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tack, and anthrax would be so easy, and we see the hoof and mouth 
disease publicity and BSE agriterrorism. Anybody, it is a little 
frightening in regards to how easy it would be, and you are talking 
about real consequences, so I really appreciate that. 

You said there was no notice, a no-notice exercise, but you indi- 
cated because of your military background maybe we should have 
provided notice. Maybe that training could have been a little bit 
better in terms of experience. I know I went out to Urban Warrior 
when the Marine Corps did that about — what was it, a year and 
a half, 2 years ago, and the local community knew what was going 
to happen but still did not know about how the chain of events 
would evolve, but at least they were there and semi-prepared. Is 
that what you are saying? 

General Lawlor. Yes, sir. I think from a training perspective 
you want to have an objective that you are training for, and then 
you can prepare yourself and use that exercise as a way to evaluate 
how well your training was, and what were your deficiencies you 
need to correct. That probably would have been a little bit more ef- 
fective. 

Senator Roberts. Do you have any comments on how we are ei- 
ther adequately or not adequately organized, as Senator Landrieu 
has indicated, from Congress, what, on-down or on-up, and the 
military? 

General Lawlor. I think in response to your question, within the 
military, once there is an order issued by the Joint Staff to execute 
military support, at least from my perspective the chain of com- 
mand is very clear. I work for the CINC. The CINC reports to the 
Secretary of Defense, and the Assistant to the Secretary of Defense, 
of course, is his staff, working this particular issue. 

With regard to the JTF itself, our challenge has been and will 
be for some time, manpower. We are organized. Like everything 
else in this field, we were set up very quickly. We are still working 
on manpower issues through the process to be underwritten by the 
services. 

Senator Roberts. We are trying to get enough money in the ap- 
propriations process so that you can have these joint exercises, not 
only in terms of your war-fighting capability, in regard to those 
threats, but precisely the kind of contingencies that you are in- 
volved in. You have spent a lot of time with State and local officials 
from around the Nation. The same question I asked in regards to 
General Davis, any impression on what those officials are saying, 
their views on the WMD-CSTs and your outfit? 

General Lawlor. I think there was initially some concern about 
the presence of the Federal Government, particularly the Federal 
military, intervening in local affairs and State affairs. I think, how- 
ever, as the process has evolved, particularly as the CSTs have 
been involved, those views are changing. 

We find now that when we go to places to conduct exercises or 
plan for special events, that we are very well-received. We are more 
and more getting inquiries from State and local officials who would 
like us to work with them. In some respects, that presents us with 
a problem, because we have not staffed to have a great deal of 
interaction with State and local officials, because in the final analy- 
sis we always follow a lead Federal agency. We are always working 
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for the Federal lead agency on-site, and not necessarily the State 
and locals. 

Senator Roberts. We had quite a debate several years ago 
whether the DOD made a mistake as to whether or not they are 
the lead agency in this whole endeavor, and obviously, that went 
to the Department of Justice, and obviously, that was one of the 
concerns in regard to DOD being the lead agency. I think that was 
probably a wise decision on the part of President Clinton and oth- 
ers, and also Dick Clark, and so that decision has been made, and 
so I hope we can work that out. 

General Lawlor. I did not mean to suggest that we should be 
the lead. Senator. We clearly should not b^e, and we are not de- 
signed to be. 

Senator Roberts. It sounded like you said that. As a matter of 
fact, I said that about 2 years ago, but that is beside the point. I 
have changed my mind. 

I met with the Kansas first responders when they had their sec- 
ond annual meeting, and county officials, local community officials, 
fire fighters, health care first responders, mayors, so on and so 
forth. It is quite a meeting, and it is getting bigger and bigger, and 
quite frankly they look to us to say, please give us the guidance, 
give us the blueprint, we need: (a) money, which is always the case, 
funding; (b) expertise; and (c) a blueprint, and let us run some ex- 
ercises, let us see if it works. 

So in that regard, why DOD — and you know as well as I do, if 
we have an incident, who is going to be there. We are going to be 
asked. We are about the only ones with the discipline and the num- 
bers and the expertise to get there fast and to do something. 

John Hamre has indicated that it should not be our responsibil- 
ity in the “TO” chart, but you know darned well that we are going 
to be there, and we are going to have to be ready in that respect. 

That is the last of the questions. I am starting to lecture instead 
of giving speeches, and so I will cease and desist. Do any of you 
have any concluding comments or suggestions for the good of the 
order on this whole topic that you would like to offer at this time? 

I want to thank you for the job you are doing and the dedication 
you are showing to this very difficult challenge that we have that, 
as you have indicated, or you know by this subcommittee and all 
the press attention to this, number 1 in terms of the threat that 
we face in our country today, so I really think you are on the front 
lines doing a great job. I thank you for coming to the subcommit- 
tee, and I thank you for your contribution. Mr. Lieberman, any con- 
cluding remarks? 

Mr. Lieberman. No, sir. 

Senator Roberts. General Davis? 

General Davis. Just one thing, sir. As you indicated, we are 
going to be there, and we know in the Guard we are going to be 
there probably as the first military folks on site, because when it 
gets out of control for the mayor or the village 

Senator Roberts. But General, we did that on purpose because 
local officials are familiar with the National Guard, and the Na- 
tional Guard is familiar with the local officials. We thought that 
was a good fit. 
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General Davis. Yes, sir, so we would like to see this capability 
expanded in the sense, particularly with respect to the training of 
local first responders. They come to us all the time for that kind 
of training, and that is one of the things — I think, number 1, train- 
ing is a competency of the military, and I think we could really as- 
sist them a great deal more perhaps in that arena, sir. 

Senator Roberts. Thank you. 

General Maples? 

General Maples. Sir, the only comment I would make is, as I 
mentioned before, that the specialized training, skills, and equip- 
ment that the CSTs do possess truly do support and facilitate the 
development of increased local and State capabilities, and we are 
absolutely dedicated as a team to ensuring that we resolve what- 
ever issues remain with the CSTs in order to get them certified in 
the nearest possible time. 

Senator Roberts. General Lawlor? 

General Lawlor. I have nothing. Thank you. 

Senator Roberts. The subcommittee stands adjourned. Thank 
you, gentlemen. 

[Questions for the record with answers supplied follow:] 

Questions Submitted by Senator Mary L. Landrieu 

WMD-CST INITIATIVE PROGRAM REVIEW 

1. Senator Landrieu. Mr. Lieberman, in your opening statement you note that 
a thorough program review of the WMD-CST initiative is underway. This review 
is to cover the operational concept, doctrine, equipment, sustainment, personnel as- 
signments and rotations, funding and the certification process — all of which argu- 
ably have problems today. Please describe the participants in the WMD-CST pro- 
gram review, its elements, and what they have determined to date. 

Mr. Lieberman. Since the Office of the Inspector General, DOD, is not a program 
review member, this response was derived from information provided by the Office 
of the Assistant Secretary of Defense (Reserve Affairs). In January 2001, in re- 
sponse to one of the recommendations in our audit report, the Deputy Secretary of 
Defense directed a formal OSD-led program review with a completion date by Au- 
gust 1, 2001. The current effort is on track to meet the completion date. 

The program review is under the lead of the Assistant Secretary of Defense (Re- 
serve Affairs) and the Assistant Secretary of Defense (Special Operations/Low Inten- 
sity Conflict); with full participation of the Under Secretary of Defense (Acquisition, 
Technology, and Logistics); the Under Secretary of Defense (Comptroller); OSD Gen- 
eral Counsel; Director, Program Analysis and Evaluation; the Joint Staff; the U.S. 
Joint Forces Command; the Army; and the National Guard Bureau. 

Nine subgroups were formed to address current program deficiencies, propose any 
program adjustments, and identify recommendations to integrate the WMD-CST 
Program into existing DOD institutional practices. These subgroups are: (1) Mis- 
sions and Operational Capabilities; (2) Regional and State Coverage Parameters; (3) 
Sustainment Factors; (4) Individual and Collective Skills Requirements; (5) Organi- 
zational Structure; (6) Modernization, Fielding and Logistical Support; (7) Legisla- 
tive Requirements; (8) Certification Standards and Procedures; and (9) Funding Pro- 
file Development. To date, the subgroups have not finalized or published the results 
of their efforts, but indicate that the August 1, 2001, suspense will be met. 

2. Senator Landrieu. Mr. Lieberman, in your opinion, what remains to be done 
before the WMD-CSTs can be certified? 

Mr. Lieberman. As a result of our audit report, a senior level working group with 
representatives from the Assistant Secretary of Defense (Reserve Affairs); the In- 
spector General, DOD; the National Guard Bureau; and the Army was established 
to oversee the correction of known deficiencies and to work toward WMD-CST cer- 
tification. Significant progress has been made to date. The following actions are 
planned so that the 10 initial CSTs may be certified by August 2001. 

An operational test and evaluation is planned to be conducted for the Mobile Ana- 
lytical Laboratory System (MALS). The MALS will undergo the same types of auto- 
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motive and mission-related tests new programs normally undergo. This is currently 
scheduled to be completed by August 25, 2001. In addition, the teams are scheduled 
to undergo training on revised tactics, techniques, and procedures on the mission- 
related equipment contained in the MALS. The teams will then undergo a certifi- 
cation evaluation on that training at Fort Leonard Wood, Missouri. That effort is 
currently scheduled to be completed by July 15, 2001. Pending successful completion 
of these efforts, the initial 10 CSTs would be candidates for certification. 

COMMAND RELATIONSHIPS 

3. Senator Landeieu. Mr. Lieberman, General Davis, General Maples, and Gen- 
eral Lawlor, after reviewing the IG Audit Report and discussing this issue with 
some knowledgeable people. I’ve come to the conclusion that one systemic problem 
is the relationships between various Federal, state, and local organizations. The lack 
of clarity in law, procedures, memorandums of understanding and other organiza- 
tional constructs has resulted in what the military calls “an unclear chain of com- 
mand.” Every expert I’ve talked to and every report I’ve read stresses the same 
thing — the need for a quick, coordinated response between the various agencies. I’m 
afraid that this is probably the biggest weakness in our present program. Can you 
tell me if the governor of a State in which a WMD-CST is based could order a CST 
to perform its mission even before it has been certified by the Secretary of Defense? 

Mr. Lieberman. As stated in the National Security Authorization Act of 1999, “a 
Reserve component rapid assessment element team and any Reserve assigned to 
such a team may not be used to respond to an emergency unless the team or that 
Reserve possesses the requisite skills, training, and equipment to be efficient in all 
mission requirements.” This is the certification standard. As a result, the teams are 
not allowed to respond to an incident until the teams are certified to Congress by 
the Secretary of Defense. 

General Davis and General Maples. While the laws of the 54 National Guard ju- 
risdictions vary, in general the governor is the commander in chief of the militia, 
which includes the National Guard. The Adjutant General is the governor’s prin- 
cipal advisor on military matters and manages the state’s military establishment. 
Members of the National Guard serving in Title 32 status (federally-funded but re- 
maining in militia status under state control) and members of the National Guard 
ordered to state active duty under state law, typically to respond to emergencies, 
disasters, or civil disturbances, are under the command and control of the governor. 

Because members of the CSTs serve in a Title 32 Active Guard/Reserve status, 
they are under the command and control of the governor at all times until mobilized 
for active duty. In the event of a WMD emergency or disaster, it is reasonable to 
assume that a governor will use personnel and assets under his command and con- 
trol as needed to most effectively respond to that situation. 

CSTs, like all other military units, would also respond to emergencies under the 
“Immediate Response” doctrine. That doctrine allows local military commanders to 
act without prior approval of higher headquarters when necessary to save lives, pre- 
vent human suffering or mitigate great property damage. See Department of De- 
fense Directive 3025.1, paragraph 4.5 (attached). 
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4.5. Immediate Response 


DODD S025.! , January /yy.t 


4.5.1. Imminently serious conditions resulting from any civil emergency or 
attack may require immediate action by military commanders, or by responsible 
officials of other DoD Agencies, to save lives, prevent human suffering, or mitigate 
great property damage. When such conditions exist and time does not permit prior 
approval from higher headquarters, local military commanders and responsible 
officials of other DoD Components are authorized by this Directive, subject to any 
supplemental direction that may be provided by their DoD Component, to take 
necessary action to respond to requests of civil authorities. All such necessary action 
is referred to in this Directive as "Immediate Response." 

4.5.2. While Immediate Response should be provided to civil agencies on a 
cost-reimbursable basis if possible, it should not be delayed or denied because of the 
inability or unwillingness of the requester to make a commitment to reimburse the 
Department of Defense. 

4.5.3. Any commander or official acting under the Immediate Response 
authority of this Directive shall advise the DoD Executive Agent through command 
channels, by the most expeditious means available, and shall seek approval or 
additional authorizations as needed. 

4.5.4. Immediate Response may include DoD assistance to civil agencies in 
meeting the following types of need: 

4. 5.4.1. Rescue, evacuation, and emergency medical treatment of 
casualties, maintenance or restoration of emergency medical capabilities, and 
safeguarding the public health. 

4.5.4.2. Emergency restoration of essential public services (including 
fire-fighting, water, communications, transportation, power, and fuel). 

4. 5.4.3. Emergency clearance of debris, rubble, and explosive ordnance 
from public facilities and other areas to permit rescue or movement of people and 
restoration of essential services. 

4.5.4.4. Recovery, identification, registration, and disposal of the dead. 

4.5.4.5. Monitoring and decontaminating radiological, chemical, and 
biological effects; controlling contaminated areas; and reporting through national 
warning and hazard control systems. 


4.5.4.6. Roadway movement control and planning. 

4.5.4.7. Safeguarding, collecting, and distributing food, essential 
supplies, and materiel on the basis of critical priorities. 

4. 5.4. 8. Damage assessment. 

4.5.4.9. Interim emergency communications. 

4.5.4.10. Facilitating the reestablishment of civil government functions. 
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General Lawlor. A governor of a State could order a WMD-CST to perform a 
mission before it is certified by the Secretary of Defense. He/she would do so in his/ 
her capacity as the senior State official and the unit would perform its mission 
under State orders. 

4. Senator Landeieu. Mr. Lieherman, General Davis, General Maples, and Gen- 
eral Lawlor, can you tell me the status of the effort to reach State-to-State compacts 
so that CSTs in one State can travel to a neighboring State to provide assistance 
in the case of a WMD incident? 

Mr. Liebeeman. The Department of Defense only maintains visibility of the Emer- 
gency Management Assistance Compact (EMAC). The Federal Emergency Manage- 
ment Agency (FEMA) oversees the EMAC. The EMAC establishes a legal foundation 
for requests between States for emergency assistance. Requests made under the 
EMAC are contractually binding. The State receiving assistance is responsible for 
reimbursement of costs incurred by the State supplying assistance. However, not all 
States where WMD-CSTs are located are signatories of the EMAC. Of the first 10 
WMD-CSTs, only three are located in EMAC States. Of the 17 WMD-CSTs now in 
training, 11 are located in EMAC States. With 13 WMD-CSTs located in States that 
are not signatories to the EMAC, continued emphasis by FEMA is needed to ensure 
that compacts are in place between those States and the surrounding States. 

General Davis and General Maples. Forty states are members of the Emergency 
Management Assistance Compact (EMAC). That compact provides for most forms of 
interstate cooperation but is not applicable to the use of Civil Support Teams. Indi- 
vidual States can quickly reach agreements to rapidly share or lend resources in an 
emergency situation. Therefore, the lack of a compact between two States does not 
preclude requests for assistance. 

Currently there are three general humanitarian compacts in place. The Mutual 
Aide Compact enacted in 1952 by Pennsylvania (PA), New York (NY), and New Jer- 
sey (NJ); The Southwestern Governors Compact (amended to include the National 
Guard) between the states of Arizona (AZ), California (CA), Colorado (CO), New 
Mexico (NM), Nevada (NV), and Utah (UT); and the Southern Regional Emergency 
Management Assistance Compact (SREMAC). 

In August 1993 the 19-member Southern Governors’ Association (SGA) signed the 
SREMAC. The signatories were the Governors of Alabama (AL), Arkansas (AR), 
Delaware (DE), Florida (FL), Georgia (GA), Kentucky (KY), Louisiana (LA), Mary- 
land (MD), Mississippi (MS), Missouri (MO), North Carolina (NC), Oklahoma (OK), 
Puerto Rico (PR), South Carolina (SC), Tennessee (TN), Texas (TX), Virgin Islands 
(VI), Virginia (VA), and West Virginia (WV). Though signed by the Southern Gov- 
ernors Association (SGA) governors, SREMAC requires enactment by some states’ 
legislatures. 

In January 1995, the SGA passed a resolution to open SREMAC membership to 
all other states/territories and seek state and Federal ratification, thereby providing 
a core for expansion into a single national compact. The amended version of 
SREMAC is called the Emergency Management Assistance Compact (EMAC). 

To date, the following 40 states/territories have enacted EMAC: AR, AZ, Connecti- 
cut (CT), DE, FL, GA, Indiana (IN), Iowa (lA), KY, Kansas (KS), LA, Massachusetts 
(MA), Maine (ME), MD, Minnesota (MN), MS, MO, MT, Nebraska (NE), New Mexico 
(NM), Nevada (NV), New Mexico (NM), NC, North Dakota (ND), New Hampshire 
(NH), OK, Pennsylvania (PA), PR, Rhode Island (RI), SC, South Dakota (SD), TN, 
TX, VA, VI, Vermont (VT), Wisconsin (WI), and WV. 

General Lawlor. Many States are members of interstate compacts that promote 
cooperation among the jurisdictions. The largest such compact is the Emergency 
Management Assistance Compact (EMAC). National Guard units have been travel- 
ing freely to neighboring States to render needed assistance for years without re- 
gard to whether the sending and/or receiving States are members of any particular 
compact. Movement between States is not considered to be a problem. 

5. Senator Landeieu. General Lawlor, you are assigned as the Commander, Joint 
Task Force Civil Support. The JTF focuses exclusively on providing military sup- 
port. Some of the CSTs, once certified, are scheduled to be assigned to the Com- 
mander in Chief Pacific Command (CINCPAC). What will be your relationship to 
those teams? Will it change if they are federalized? 

General Lawlor. These teams will report to the Adjutants General of the respec- 
tive States to which they are assigned. In the event of an incident involving weap- 
ons of mass destruction, CSTs would respond as directed by the Adjutant General 
of the affected State. If they are federalized and if JTF-CS is deployed to the 
CINCPAC’s AOR to oversee DOD’s response, the CINC might place such teams 
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under the JTF’s operational control. Otherwise, they would respond as directed by 
CINCPAC. 

6. Senator Landrieu. General Lawlor, will the Joint Task Force have any rela- 
tionship with the CSTs or other National Guard units that a governor calls upon 
in response to a crisis if they have not yet been federalized? 

General Lawlor. If National Guard forces are not federalized, they remain under 
the control of the governor of the State in which they are located and will take their 
direction from him or her. In such event, the JTF will conduct liaison operations 
with such units to ensure effective coordination of ongoing operations. 


WMD-CST INITIATIVE PROGRAM REVIEW 

7. Senator Landrieu. General Davis, in the opening statement of Mr. Lieberman, 
he noted that a thorough program review of the WMD-CST initiative is underway. 
This review is to cover the operational concept, doctrine, equipment, sustainment, 
personnel assignments and rotations, funding and the certification process — all of 
which arguably have problems today. Do you have anything to add to Mr. 
Lieberman’s comments on the program review? 

General Davis. A program review was initiated by the Office of the Assistant Sec- 
retary of Defense/Reserve Affairs (OASD/RA) concerning the WMD-CST operational 
concept, doctrine, equipment, sustainment, personnel assignments and rotations, 
finding and the certification process. The program review has been completed and 
was forwarded to the Deputy Secretary of Defense for final approval. 

The program review recommendations resulted from the full participation and 
support of the Office of the Secretary of Defense, Joint Staff, U.S. Joint Forces Com- 
mand, Department of the Army and National Guard Bureau staffs. 

The original focus of the review was to address current program deficiencies, pro- 
pose needed program adjustments and identify recommendations for optimum inte- 
gration of the segment being examined into Department of Defense business prac- 
tices. During the program review, it became apparent that the institutional proc- 
esses of the Army, rather than the program review, would best address many long- 
range issues. The Army agreed to conduct a Force Management Analysis Review 
(FMAR) to provide a comprehensive high-level examination of these and other 
WMD-CST management issues, and to ensure that the program was fully inte- 
grated into the Army’s institutional processes. With this commitment from the 
Army, the focus of the program review shifted to addressing issues necessary to de- 
velop a comprehensive program baseline and to propose adjustments necessary to 
effectively implement the program, pending the results of the Army’s FMAR. 

Although many areas of concern were raised by the recent DOD Inspector General 
Report regarding overall management of the WMD-CST program, I am confident 
that we are headed in the right direction toward their resolution. 

8. Senator Landrieu. General Maples, do you have anything to add to Mr. 
Lieberman’s comments on the program review? 

General Maples. The Army is very supportive of the ongoing Department of De- 
fense program review. We are cooperating fully in providing personnel with appro- 
priate expertise and documentation of the program’s established processes that we 
believe will assist in resolving any remaining concerns in the program areas men- 
tioned. Our intent is to ensure that the Civil Support Teams are properly manned, 
trained, and equipped and that longer-term programmatic and systemic issues are 
resolved. 

9. Senator Landrieu. General Davis, General Maples, and General Lawlor, what 
do you envision to be your respective organization’s role relative to the WMD-CSTs 
and each other once the WMD-CSTs have been certified and are performing their 
mission? 

General Davis. The National Guard Bureau (NGB) is the channel of communica- 
tion on all matters pertaining to the National Guard, Army National Guard of the 
United States, and the Air National Guard of the United States between (1) the De- 
partment of tbe Army and Department of the Air Force, and (2) the several States 
(U.S. Code: Title 10, Section 10501). The Chief of the National Guard Bureau has 
responsibility for: allocating unit structure, strength authorizations, and other re- 
sources; prescribing the training discipline and training requirements; the allocation 
of Federal funds; ensuring that units and members of the Army National Guard and 
the Air National Guard are trained by the States in accordance with approved pro- 
grams and policies of, and guidance from, the Chief, the Secretary of the Army, and 
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the Secretary of the Air Force; monitoring and assisting the States in the organiza- 
tion, maintenance, and operation of National Guard units so as to provide well- 
trained and well-equipped units capable of augmenting the state emergency re- 
sponders in time of national emergency involving weapons of mass destruction inci- 
dents; planning and administering the budget for the Army National Guard of the 
United States and the Air National Guard of the United States; supervising the ac- 
quisition and supply of, and accountability of the States for. Federal property issued 
to the National Guard through the property and fiscal officers designated, detailed, 
or appointed under Section 708 of Title 32; supervising and administering the active 
Guard and Reserve program as it pertains to the National Guard; issuing directives, 
regulations, and publications consistent with approved policies of the Army and Air 
Force, as appropriate; and facilitating and supporting the training of members and 
units of the National Guard to meet State requirements. 

These roles and responsibilities are further reinforced by the Acting Secretary of 
the Army memorandum dated 2 March 01, establishing the Chief, National Guard 
Bureau (CNGB) proponent for the National Guard WMD-CSTs. This responsibility 
covers all management functions including training, organizing, acquisition, 
sustainment, and operational support and force development. In addition, all pro- 
gramming, budgeting, and execution of funds for the CSTs will be executed as di- 
rected by the CNGB. The NGB will continue to coordinate Training Readiness Over- 
sight functions with U.S. Army Forces Command and liaison with Joint Task Force 
Civil Support in support of Federal activation of the CSTs. 

General Maples. Overall program management of the WMD-CSTs will remain 
with the Army. The Army will support the National Guard Bureau through Forces 
Command, Training and Doctrine Command, and its other institutions to provide 
training readiness and oversight, as well as support in the development of doctrine, 
organizations, and materiel in order to ensure that these teams are trained, 
manned, and equipped to perform their vital mission. The Army will maintain es- 
tablished relationships with JTF-CS to facilitate employment of the CSTs in a Fed- 
eral role if required. 

General Lawlor. Once the WMD-CSTs are certified, a key objective for JTF-CS 
will be to promote standardization and interoperability. While the WMD-CSTs are 
operating in a State status as part of the State National Guard, JTF-CS will offer 
joint training opportunities to the teams and provide them with assistance in such 
areas as doctrine, tactics, techniques, and procedures, response planning and exper- 
tise reach back. The goal is to incorporate the capabilities of the WMD-CSTs into 
JTF-CS response planning. 

If a WMD-CST is federalized and operational control (OPCON) is given to JTF- 
CS, we envision that the WMD-CST will provide us with situational awareness, a 
preliminary assessment of what support might be needed, guidance concerning local 
laws and customs, and help in integrating Federal forces into state and local re- 
sponse operations. 


INTERIM PROCESS PRIOR TO CERTIFICATION 

10. Senator Landrieu. General Davis and General Maples, during the period 
prior to certification by the Secretary of Defense, I assume that the CSTs are con- 
tinuing to train with first responders and others who will have a role in the event 
of a terrorist incident involving a weapon of mass destruction. Can you tell me if 
that training is actually taking place today? 

General Davis and General Maples. Yes, in addition to the ongoing training of 
the team members, the WMD-CSTs are continuously training civilian first respond- 
ers and others who will have a role in the event of a terrorist incident involving 
a WMD. In fact, the bonds between the WMD-CSTs and state and local officials 
who are responsible for responding to emergencies are growing stronger with each 
passing day. For example, in Texas, the 6th WMD-CST enjoys a strong and fre- 
quent training relationship with local officials such as the Houston Fire Chief in 
charge of Hazardous Material (HAZMAT) response and the state Emergency Man- 
agement Office. 

In Massachusetts, the first WMD-CST has recently been training in exercises 
with the State Police to coordinate sending video of an incident site back to Federal 
authorities using the CSTs Unified Command Suite (UCS). Last year WMD-CSTs 
participated in TOP OFFicials (TOPOFF), a nationwide exercise that involved local 
first responders, the Justice Department, and other elements of the Department of 
Defense in Denver, New Hampshire, and Washington, DC, where simulated WMD 
events were used in concurrent exercises simulating WMD events. All of the WMD- 
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CSTs train with local first responders on a continual basis, and this is providing 
an awareness of the WMD-CST capabilities among civilian first responders. 

The close association of the CSTs with State and local first responders is not sur- 
prising. In many states, the Adjutant General is also designated as the State Emer- 
gency Management Director. In such cases, both the CSTs and the state emergency 
response assets are under the supervision of the Adjutant General. 

In addition, all of the WMD-CSTs participate in a formal training program to 
maintain and improve their proficiency once they are established. The Emergency 
Assessment and Detection Course (EADC) at Fort Leonard Wood, Missouri, is the 
kickoff for the entire training program for the WMD-CSTs. Once the teams com- 
plete EADC, the WMD-CSTs return home where members continue individual and 
institutional training. WMD-CST training is unique because it combines military 
and civilian training prior to certification. On average, a WMD-CST member will 
complete approximately 600 hours of training, which consists of about 95 days of 
temporary duty (TDY). Commanders and medical officers usually complete more 
training. Courses are taught by the Department of Defense, the Department of Jus- 
tice, the Federal Emergency Management Agency (FEMA), the Department of En- 
ergy, the Environmental Protection Agency, and state fire academies. 

The Incident Command System taught by FEMA, the Combat Lifesaver Course 
taught by the U.S. Army Medical Department, and the Hazardous Materials 
(HAZMAT) courses taught by state fire academies are basic courses required for 
WMD-CST personnel to participate in a response to a WMD event. However, the 
22-member team consists of 14 military occupational specialties, which require an 
array of additional specialized training and courses. 

Upon completion of the prerequisite individual training, the CSTs conduct collec- 
tive training at Fort Leonard Wood. Upon completion of the collective training and 
an external evaluation, the teams are normally recommended for certification. The 
initial 10 teams have completed this process and have been recommended for certifi- 
cation. The remaining 17 teams have completed their collective training. Their ex- 
ternal evaluations, however, have been delayed until they receive the UCS. 


TOPOFF 2000 EXERCISE 

11. Senator Landeieu. General Davis, General Maples, and General Lawlor, 
TOPOFF (TOP OFFicials) 2000 was a national combating terrorism field exercise 
of Federal, state, and local organizations that simulated a biological weapons inci- 
dent in Denver, Colorado, and a chemical incident in Portsmouth, New Hampshire. 
Additionally, there was a separate but concurrent exercise in the National Capitol 
Region that involved the use of radiological devices. I would like each of the military 
witnesses to describe what role, if any, their organization played in TOPOFF or the 
National Capital Region exercise and comment briefly on any lessons learned from 
that participation. 

General Davis. National Guard personnel organized themselves into liaison teams 
to help assist and integrate the Federal response. Liaison teams escorted Federal 
units to and from sites in and around Portsmouth, NH, where help was requested 
and provided tactical communications between such units and the combined head- 
quarters. Their knowledge of the local terrain significantly decreased response 
times, as they were able to guide Federal forces unfamiliar with local street pat- 
terns quickly to sites where assistance was needed. JTF-CS found itself relying 
heavily on their tactical communications capabilities to keep itself informed of the 
location and progress of Federal units performing requests for assistance (RFAs). 

The NH Guard did not have sufficient exercise funding to provide a robust re- 
sponse. The exercise would have benefited from greater funding that would have en- 
abled the state to test and stress its mobilization and response plans. This is an 
area JTF-CS is working for future exercises. 

The following addresses additional issues and lessons learned from the TOPOFF 
exercise: 

ISSUE: Multiple Department of Defense agencies requesting status reports, no 
“single entry point” for status reporting to DOD. 

DISCUSSION: Reporting points for the National Guard Bureau grew significantly 
for this exercise when compared to other disasters under the Federal Response Plan 
(FRP). NGB Operations Center provided Situation Reports (SITREPS) to the follow- 
ing Pentagon offices: 

Director of Military Support (DOMS, Normal single entry point under FRP); Joint 
Chiefs of Staff Manpower (JCS-Jl); Army Operations Center (AOC) (Normal single 
entry point for Federal Mobilization); Joint Chiefs of Staff Operations (JCS-J3); Of- 
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fice of the Secretary of Defense Command, Control and Communications (OSD- 
CCC); Joint Chiefs of Staff Strategic Plans (JCS-J5); 

Assistant to the Secretary of Defense Civil Support; (ATSD-CS); Joint Chiefs of 
Staff Operational Plans (JCS-J7); National Military Command Center (NMCC). Ad- 
ditional SITREPS were given to Joint Forces Command (JFCOM), Joint Task Force 
Civil Support (JTF-CS), Soldier Biological and Chemical Command (SBCCOM), 
Forces Command (FORSCOM), and 1st Army, and 5th Army. 

RECOMMENDATION: Have DOMS distribute NG support and activities for mili- 
tary support during WMD events as they do for other disasters under the FRP. 

ISSUE: JTF-CS authority over NG personnel. 

DISCUSSION: JTF-CS indicated that they wanted Tactical Control (TACON)/ 
Operational Control (OPCON)/Command and Control (C^) over all uniformed service 
personnel at the disaster site. Only those service personnel under Title 10 support 
may go under the control of JTF-CS. The Adjutant General (TAG) maintains control 
of those personnel in Title 32 and State Active Duty (SAD). Normally the NG forces 
are in support of state/local agencies (incident commander) while DOD assets are 
in support of the lead Federal agency (LFA). 

RECOMMENDATION: Clarify the authority of the JTF as it pertains to NG 
forces in SAD or Title 32. Clarify coordination of support activities so all agencies 
work toward a common goal. The TAG may provide assistance to JTF-CS if re- 
quested through the Defense Coordinating Officer (DCO) to FEMA to the state with 
normal request for assistance (RFA) procedures already established. 

ISSUE: Standardized reporting information. 

DISCUSSION: There is a need to determine a standardized report(s) format for 
WMD-CSTs in order to facilitate the transfer of information between the first re- 
sponders, CSTs, JTF-CS, SBCCOM and NGB. 

RECOMMENDATION: Establish a working group to facilitate and coordinate 
standardized message formats and reporting formats between these agencies. Estab- 
lish lead agency for publication of reports. 

ISSUE: Process and procedure for handling of WMD disaster support was not 
timely or responsive when compared to other disaster response support. 

DISCUSSION: A disaster as a result of a WMD incident at the local or state level 
is not significantly different from other disaster. Requests for Federal support from 
the states should not be different. All requests should still come from FEMA to 
DOMS for DOD support. Due to the probability of significantly more support from 
DOD additional assets may require additional coordination within DOD but the co- 
ordination center for these assets should remain with DOMS due to their experience 
and use during other disasters. This lack of experience added significant time to the 
decision making process. The number of WMD incidents should remain small when 
compared to the number of other military support to civil authorities operations con- 
ducted annually by DOMS. 

RECOMMENDATION: External procedures to request/receive support from DOD 
should remain constant. Internal changes for DOD support should be transparent 
allowing more responsive and timely decisions. 

ISSUE: A request for support from a civilian agency was not acted on in a timely 
manner and was later denied because it did not come through proper channels. 

DISCUSSION: Civilian agencies do not always know what proper channels are to 
get support from DOD. DOMS has vast experience in working military support to 
civil authorities and understands how to effectively get requests back into proper 
channels and facilitate the request for DOD support. This well-established channel 
is used for all other requests for support for disasters, is understood by other Fed- 
eral agencies, and works extremely well. 

RECOMMENDATION: Do not stop or sit on an action because it comes through 
an improper channel. Facilitate the process to ensure each action is processed in a 
timely manner. Established channels of communications to receive DOD support 
during a disaster must accommodate the requestor and placed back into proper 
channels at whatever level this action is received and identified as being improperly 
received. 

General Maples. The Director of Military Supports (DOMS), provided full time 
manning support to the TOPOFF Crisis Response Cell throughout the course of the 
exercise, processing Consequence Management (Military Support to Civil Authority) 
actions and requests for Department of Defense assistance from the Federal Emer- 
gency Management Agency. DOMS serves as the action agent for the Secretary of 
the Army in his DOD Executive Agent role for military support to civil authorities. 

The lesson learned for DOMS is consistent with the ongoing requirements to 
maintain liaison, communicate, and train with the inter-agency and civilian authori- 
ties. Since DOMS is the Department of Defense’s entry point for support requests 
from FEMA, we must sustain our ongoing relationships with multiple organizations 
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to ensure that we provide the best support possible to FEMA while we coordinate 
the DOD response with the Office of the Secretary of Defense Executive Secretary. 

General Lawlor. During TOPOFF, United States Joint Forces Command de- 
ployed JTF-CS to Portsmouth, New Hampshire in support of the Federal Emer- 
gency Management Agency’s consequence management efforts at that location. Once 
in Portsmouth, JTF-CS established a combined military headquarters with the New 
Hampshire National Guard and provided military assistance in responses to those 
state and local requests for assistance that were approved by FEMA. 

In my judgment, the biggest lesson learned is that, as the size and scope of the 
biological attack in Denver unfolded, the decision to deploy JTF-CS may have been 
incorrect because the unit’s expertise and capabilities may have been better utilized 
at the Denver incident site. In fairness, however, the decision to deploy JTF-CS to 
New Hampshire was driven more by the script than by the exercise as it actually 
unfolded. Based on the potential for future multiple incident sites and this lesson 
learned. United States Commander in Chief, Joint Forces Command has looked at 
its ability to respond to multiple sites and JTF-CS has worked on procedures to 
rapidly disengage from one incident site if called upon to respond to a more serious 
incident at another location. 


NATIONAL GUARD WARFIGHTING MISSION 

12. Senator Landrieu. General Davis, in your prepared statement, you note that 
“while the National Guard may lead on certain homeland security areas, we must 
not separate the National Guard team from our traditional warfighting missions. I 
have two questions: one, is that statement addressed to the National Guard as a 
whole, and two, if so, are you concerned that there is a risk that the homeland secu- 
rity mission may lead to a diminution of the participation of the National Guard 
in its traditional warfighting missions? 

General Davis. Yes, this statement is addressed to the National Guard as a 
whole. The Hart-Rudman Commission released a report in January that rec- 
ommended the National Guard have a lead role in homeland security, which is not 
a new idea. However, leaders within the National Guard have consistently cau- 
tioned against making homeland defense the primary role of the National Guard. 
Homeland defense has been a mission for the National Guard since its inception 
more than 360 years ago. We will continue to provide homeland defense as well as 
contribute our combat assets toward our primary role of providing the Nation with 
a first line of defense against foreign threats. In essence, we help fight the Nation’s 
wars, and we do this by contributing a significant share of combat assets to the reg- 
ular forces, both Army and Air. 

When it comes to homeland security, our role — as with the entire military — is 
evolving. Currently there is a strong belief that our Nation is threatened by the pos- 
sibility of a WMD attack inside our borders. This has raised an interesting issue 
regarding the use of military assets inside the continental United States. One of the 
main reasons that the WMD-CSTs were placed in the National Guard is because 
of our constitutional role of protecting the homeland from potential harm. 

13. Senator Landrieu. General Davis, does that statement apply in any way to 
the WMD-CSTs? 

General Davis. The WMD-CSTs represent just one of the many initiatives the 
country has taken to protect its citizens and respond to the current WMD threat 
against the United States. However, the National Guard has always defended the 
Nation from similar threats against its citizenry and infrastructure, whether it is 
the Air National Guard flying air-to-air defense of our borders or providing emer- 
gency relief for the myriad natural disasters and catastrophes that have occurred 
throughout our history. The National Guard is our Nation’s forward deployed force 
with a presence in more than 3,000 communities in every state, territory, and the 
District of Columbia. As such we are the first line of defense inside the Nation as 
well as against threats outside of United States. We are the first on the scene of 
any catastrophic event, assisting the victims, providing authorities with crowd con- 
trol assets, and doing what it takes to restore order and peace to the community. 
We will continue to do this, and to answer the call no matter what it might be, or 
from where it might come. 
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Additional Copies 

To obtain additional copies of this audit report, visit the Inspector General, DoD, 
Home Page at www.dodig.osd.mil or contact the Secondary Reports Distribution 
Unit of the Audit Followup and Technical Support Directorate at (703) 604-8937 
(DSN 664-8937) or fax (703) 604-8932. 

Suggestions for Future Audits 

To suggest ideas for or to request future audits, contact the Audit Followup and 
Technical Support Directorate at (703) 604-8940 (DSN 664-8940) or 
fax (703) 604-8932. Ideas and requests can also be mailed to: 

OAIG-AUD (ATTN : AFTS Audit Suggestions) 

Inspector General, Department of Defense 
400 Army Navy Drive (Room 801) 

Arlington, VA 22202-4704 

Defense Hotline 

To report fraud, waste, or abuse, contact the Defense Hotline by calling 
(800) 424-9098; by sending an electronic message to Hotline@dodig.osd.mil; or 
by writing to the Defense Hotline, The Pentagon, Washington, DC 20301-1900. 
The identity of each writer and caller is fully protected. 


Acronyms 


CB 

Chemical and Biological 

CBIRF 

Chemical Biological Incident Response Force 

CoMPIO 

Consequence Management Program Integration Office 

CST 

Civil Support Team 

ELISA 

Enzyme-Linked Immunosorbent Assay 

ERC-A 

Equipment Readiness Code A 

EXEVAL 

External Evaluation 

HEPA 

High Efficiency Particulate Air 

MALS 

Mobile Analytical Laboratory Systems 

NIPRNET 

Unclassified but Sensitive Internet Protocol Router Network 

SBCCOM 

U.S. Army Soldier and Biological Chemical Command 

SIPRNET 

Secure Internet Protocol Router Network 

TDA 

Table of Distribution and Allowance 

UCS 

Unified Command Suite 

WMD 

Weapons of Mass Destruction 
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INSPECTOR GENERAL 
DEPAfmulENT OF DEFENSE 
400 ABMY NAVY DRIVE 
ARLINOTON, VIROB4IA 22202 


January 31, 2001 

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR PERSONNEL 
AND READINESS 

AUDITOR GENERAL, DEPARTMENT OF THE ARMY 

SUBJECT ; Audit Report on ManageiiKnt of National Guard Weapons of Mass 
Destruction-Civil Support Teams (Report No, D2001-043) 


We are providing this report for information and use. We conducted the audit 
in response to a request in December 1994 by the Deputy Assistant to the Secretary of 
Defense for Coimterproliferation and Chemical/Biological Defense. The Deputy 
Assistant to the Secretary of Defense specifically requested a 5-year audit effort into a 
wide range of chemical and biological defense issues, one of which was the chemical 
and biological defense missions being moved into the National Guard and Reserve. We 
have issued numerous reports on the various challenges related to chemical and 
biological defense and we intend to continue audit emphasis in this area. This report 
^ciflcally addresses the program management of the Weapons of Mass Destruction- 
Civil Support Team Program, We considered management comments on a draft of this 
report in preparing the final report. 

Comments on the draft of this report conformed to the requirements of DoD 
Directive 7650.3 and left no unresolved issues. Therefore, no additional comments are 
required. 

We appreciate the courtesies extended to the audit staff. For additional 
information on diis report, please contact Mr. Harlan M. Geyer at (703) 604-9174 
(DSN 664-9174) (hgeyer@dodig.osd.niil) or Mr. Donald A. Bloomer at 
(703) 604-8863 (DSN 664-8863) (dbloomer@dodig,osd.mil). See Appendix E for the 
report distribution. Audit team members are listed inside the back cover. 

David K. Steensma 
Deputy Assistant Inspector General 
for Auditing 
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Office of the Inspector General, DoD 
Report No. D-2001-043 

(Project No. D2(XX)LA-0023) 

(Formerly Project No. OLA-0117) 


January 31, 2001 


Management of National Guard 
Weapons of Mass Destruction-Civil Support Teams 


Executive Summary 


btroducdon. The Weapons of Mass Destruction-Civil Support Team (WMD-CST) 
Irogram is intended to help prepare the United States against terrorist use of a weapon 
ot mass destruction and is commonly referred to as a homeland defense measure. 
Ongmally, 10 WMD-CSTs were established with a planned initial operational 
capability toe of January 2000. In FY 2000 and FY 2001 , Congress authorized an 
additional 17 md 5 WMD-CSTs, respectively. In FY 1999 Congress established 
Secretary of Defense certification requirements for the WMD-CSTs. 


^sidential Decision Directive No. 39, “The United States Policy on 
Cotmterterrorism, ” directs a ntmiber of measures be taken, including reducing the 
NMon s vulnerability to teraorism, improving deterrence and response to terrorist acts 
and strengthenmg capabilities to prevent and manage the consequences of terrorist use ' 
of nuclear, biological, and chemical weapons, including WMD. Defense Reform 
^native Directive No. 25 tasks the Army to establish a program for integration of 
Reserve Components into the domestic WMD response and provide DoD support to 
civilian authorities within the United States. DoD has expended about $143^11ion on 
this program to toe. 


Objectives. Our overall audit objective was to evaluate the program management of 
chetmcal and biological defense resources in the National Guard and Reserve forces. 

For this segment of the audit, we evaluated the program management of National Guard 
umts charged with chemical and biological defense responsibilities for homeland 
defense. Future reports will deal with the financial management of the WMD-CST 
program and the management of chemical and biological defense resources of National 
Guard and Reserve forces scheduled to deploy in the event of a major war. 

Results. The Consequence Management Program Integration Office (CoMPIO) did not 
manage the WMD-CST program effectively. Specifically, CoMPIO failed to provide 
adequate guidance, training, and equipment for the 10 CSTs. Additionally, the Army 
process for certification of the teams lacked rigor and would not provide meaningful 
assurance. Lastly, safety issues identified by the WMD-CSTs were unresolved. As a 
result, the program had slipped significantly and none of the teams were fully 
operational. As of January 2(X)1, the certification requests were still being evaluated 
by the Principal Deputy Assistant Secretary of Defense for Reserve Affairs, and none 
of the 10 WMD-CSTs had received Secretary of Defense certification. For details on 
the audit results, see the Finding section. 

See Appendix A for details on our review of the management control program. 
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Summary of Recommendations. We recommend that the Under Secretary of Defense 
for Personnel and Readiness seek disestablishment of the Consequence Management 
Program Integration Office, obtain reassignment of the management oversight 
responsibilities for the WMD-CST program, and ensure that the actions specified in 
recommendations below are completed before forwarding any WMD-CST certification 
requests to the Secretary of Defense for approval. We recommend that the Assistant 
Secretary of Defense (Reserve Affairs) coordinate with the Federal Bureau of 
Investigation to determine the exact roles and missions that the National Guard 
WMD-CST are expected to fulfill in response to WMD incidents, and issue guidance 
prescribing certification standards and delineating the specific mission, duties and 
responsibilities for the WMD-CST. We also recommend that the Assistant Secretary of 
Defense (Reserve Affairs), in coordination with the Chemical Branch of the Army 
Office of the Deputy Chief of Operations and Plans, conduct a thorough program 
review of the WMD-CST program (which at a minimum should include areas such as 
the operational concept, doctrine, equipage, sustainment, personnel assignments and 
rotations, funding, and certification process). 

Deputy Secretary of Defense Actions. As a result of the issues identified in our draft 
report on November 9, 2000, the Deputy Secretary of Defense issued a memorandum 
regarding the institutionalizing of the CoMPIO functions. The Deputy Secretary 
directed that the Army continue to manage the WMD-CST program, but with the 
Principal Deputy Assistant Secretary of Defense for Reserve Affairs providing specific 
policy guidance and oversight consistent with the broader policies of the Assistant to the 
Secretary of Defense for Civil Support. The Deputy Secretary also directed that the 
Principal Deputy Assistant Secretary of Defense for Reserve Affairs initiate a 
comprehensive review of the WMD-CST program and advise him of any corrective 
actions needed. 

Management Comments. The Under Secretary of Defense for Personnel and 
Readiness concurred with the recommendations. The Under Secretary stated that the 
Assistant to the Secretary of Defense for Civil Support is responsible for coordinating 
and integrating domestic consequence management program. The Under Secretary 
stated that the Principal Deputy Assistant Secretary of Defense for Reserve Affairs 
would work closely wi* the Assistant to the Secretary of Defense for Civil Support to 
interagency coordination is made for employment of the 
WMD-CSTs. The Under Secretary also stated that the Deputy Assistant to the 
Secretary of Defense for Chemical and Biological Defense Programs recommended that 
program oversight for chemical and biological defense research, development and 
acquiption pertaining to the WMD-CST program be assigned to that office The 
Principal Deputy Assistant Secretary of Defense for Reserve Affairs stated that the 
reconmended program review was underway in accordance with the Deputy Secretary 
of Defense s November 9, 2000, memorandum. 


The Army Director of Military Support, Office of the Deputy Chief of Operations and 
Plans, agreed to institutionalize the ftinctions of the CoMPIO within the DoD The 
Director disagreed with delaying the certification of the WMD-CSTs. The Director 

criteria established by the Army adequately attested to the ability of 
the WMI>CSTs to conduct their mission. The Director requested extensive revisions 
to the draft report. 
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Audit Response. The actions directed by the Deputy Secretary and the comments of 
the Under Secretary of Defense for Personnel and Readiness, the Assistant to the 
Secretary of Defense for Civil Support, the Principal Deputy Assistant Secretary of 
Defense for Reserve Affairs, and the Deputy Assistant to the Secretary of Defense for 
Chemical and Biological Defense Programs were fully responsive. The comments of 
the Director of Military Support were generally not responsive. We continue to find 
that the Army criteria for certification has little resemblance to the criteria specified in 
Section 511 of the FY 1999 Defense Authorization Act. We met on several occasions 
with Army representatives, including the Under Secretary of the Army, the Special 
Assistant to the Secretary of the Army for Military Support, the Director of Military 
Support, and the Deputy Director of Military Support, to discuss the audit results. In 
addition, we fully considered the voluminous Army response to the draft report. We 
found no justification for making significant changes to our report and we stand by its 
facts. We are continuing to work closely with the involved organizations to ensure that 
valid certifications can be made as soon as possible. 
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Background 


This repon is one in a series of reports on U.S. forces’ m an agement of chemical 
and biological (CB) defense resources and their readiness to operate in a CB 
warfare environment. We conducted this audit at the request of the Deputy 
Assistant to the Secretary of Defense for Counterproliferation and 
Chemical/Biological Defense. Presidential Decision Directive-39, “The United 
States Policy on Counterterrorism,” was issued in June 1995. Presidential 
Decision Directiye-39 directs a number of measures be taken, including 
reducing the Nation’s vulnerability to terrorism, improving deterrence and 
response to terrorist acts, and strengthening capabilities to prevent and manage 
the consequences of terrorist use of nuclear, biological, and chemical weapons, 
including weapons of mass destruction (WMD). Subsequent to the issuance of 
Presidential Decision Directive-39, Congress enacted Public Law 104-201, the 
Defense Against Weapons of Mass Destruction Act of 1996 (the Act). The Act 
mandates enhancement of domestic pr^aredness and response capabilities for 
terrorist attacks involving nuclear, radiological, biological, and chemical 
weapons. 

In response to the mandates contained in Presidential Decision Directive-39 and 
the Act, DoD established a Tiger Team within the Army. The team was to 
produce a comprehensive plan to increase the DoD response capabilities while 
developing the potential within the Reserve Conqwnent units. 

Consequence Management Program Integration Office. On January 26, 

1998, in Defense Reform Initiative Directive No. 25, the Deputy Secretary of 
Defense tasked the Army to establish the Consequence Management Program 
Integration Office (CoMPIO). In March 1998, CoMPlO was established under 
the Army’s Director of Military Support and was tasked with implementing 
Tiger Team recommendations for integration of Reserve Components into the 
domestic WMD response. The Director of Military Support serves as the 
Secretary of the Army’s action agent for planning and executing the DoD 
support mission to civilian authorities within the United States. CoMPIO was 
under the leadership of an active duty colonel and was composed of eight active 
Guard and Reserve military personnel, six DoD civilians, and five contractor 
personnel. According to the Tiger Team Report, CoMPIO responsibilities 
include budgeting, contracting, and quality assurance actions; evaluating current 
capabilities of WMD response elements; integrating WMD training activities; 
coordinating development of WMD consequence management doctrine and 
modifications; coordinating development and production of doctrinal 
publications; and coordinating development of scenarios and integrating WMD 
exercise activities among local, state, and Federal response elements. One of 
the first initiatives undertaken by CoMPIO was to coordinate establishing and 
fielding National Guard teams to assume a WMD consequence management 
mission as a part of homeland defense. Those teams, composed of full-time 
members of the National Guard, were intended to assist the emergency first 
responder community (such as the local fire department or hazardous materiel 
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response unit) under Title 32/ or respond under Title 10 as a subordinate 
Component of the Joint Task Force-Civil Support. To establish those teams, 
CoMPIO spent approximately $73 million and $70 million in procurement and 
operations and maintenance funds in FY 1999 and FY 2000, respectively. 

WMD-Civil Support Teams. Originally, 10 WMD-Civil Support Teams 
(CSTs) were established with a planned initial operation capability date of 
January 2000. The CSTs were located in alignment with the 10 Federal 
Emergency Management Agency regions in California, Colorado, Georgia, 
Illinois, Massachusetts, Missouri, New York, Pennsylvania, Texas, and 
Washington. Each team consists of 22 ^rsonnel encompassing 14 specialties 
(see Appendix C). The CSTs are organized into six functional areas— 
administration and logistics, command, communications, medical, operations, 
and survey. Of the 22 personnel, 10, including all survey team members, 
require a military occupational specialty for nuclear, biological, and chemical 
warfare. The bulk of the CST mission lies with the survey team members who 
would enter a contaminated area to gather air, soil, and other samples for on-site 
evaluation by the nuclear science medical officer and various laboratories across 
the United States by way of electronic transmission (reachback). In FY 2000, 
Congress authorized an additional 17 CSTs. Those CSTs will be established in 
Alaska, Arizona, Arkansas, California (creating a second team), Florida, 

Hawaii, Idaho, Iowa, Kentucky, Louisiana, Maine, Minnesota, New Mexico, 
Ohio, Oklahoma, South Carolina, and Virginia. In FY 2001, Congress 
authorized another five teams. Team locations have not yet been determined. 

Existing Federal WMD Response Capabilities. Other Federal units have 
already been established to respond to nuclear, biological; and chemical 
incidents. Two examples are die Marine Corps’ Chemical Biological Incident 
Response Force (CBIRF) and the Federal Bureau of Investigation’s Hazardous 
Materials Response Unit. CBIRF was established in 1996 in accordance with 
Presidential Decision Directive-39 to deploy domestically or overseas, when 
directed, to provide force protection or mitigation in the event of a WMD 
incident and be prepared to initially respond to no-notice WMD incidents with a 
rapid response force. CBIRF, a battalion-sized unit, provides a self-contained 
response in the areas of command, CB detection/identification and 
decontamination, medical, security, and service support. The CBIRF can be 
tailored to the threat or mission and deploys with external and internal 
communications, protective equipment, detection and identification equipment, 
personal decontamination equipment, medical treatment capability, and a mobile 
laboratory. The Federal Bureau of Investigation’s Hazardous Materials 
RespoMe Unit was established in 1996 to respond to the threat of terrorism 
involving nuclear, biological, and chemical weapons and to an expanding 
caseload of environmental crimes. The Hazardous Materials Response Unit has 
specialized sampling, detection, and identification capabilities for nuclear. 


National Guard units operate under the command and control of the Governor and Adjutant General of 
*eir respective states (referred to as 32 U.S.C. fTitle 32] authority). When a Nauonal Guard unit is 
federalized by the President, it is placed under the command and control of a Federal military response 
headquarters (referred to as 10 U.S.C. [Title 10] authority). 


2 



67 


biological, and chemical agents in addition to a variety of personal protective 
and rescue equipment. Throughout 1998, the Federal Bureau of Investigation 
continued to acquire the required equipment and instrumentation to support an 
enhanced deployable laboratory to provide collection, preservation, and 
screening capabilities of potential evidentiary materials collected at major WMD 
events. 


Objectives 

The overall audit objective was to evaluate the program management of CB 
defense resources in the National Guard and Reserve forces. For this segment 
of the audit, we evaluated the program management of National Guard units 
charged, witti CB defense responsibilities for homeland defense. Subsequent 
segments of the audit will address the financial management of the CoMPIO and 
the management of CB defense resources in the National Guard and Reserve 
forces in support of deployed forces. See Appendix A for a discussion of the 
audit scope and methodology and our review of the management control 
program. See Appendix B for prior coverage related to the audit objectives. 
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Weapons of Mass Destruction-Civil 
Support Teams 

Management of the WMD-CST program had not been effective. 
Specifically, CoMPIO did not provide adequate guidance, training, and 
equipment for the teams. Deficiencies occurred because of insufficient 
CoMPIO coordination with existing organizations, overly centralized 
decisionmaking, and program execution independent of established 
military structures, organizations, and guidance. As a result, the 
program schedule slipped significantly and none of the teams were ready 
for certification. 


Program Management of WMD-CSTs 


The special management structure established in January 1998 for the 
WMD-CST program did not lead to effective management. Doctrine for the 
WMD-CST was not developed in coordination with the Joint Staff or with the 
Army’s Doctrine, Training, Leader Development, Organization, Materiel and 
Soldier process. The criteria established for certification of the WMD-CSTs 
were not meaningful and did not meet the requirements of the law.^ Training 
programs and materials for WMD-CST personnel were not sufficiently 
identified, developed, approved, and implemented. Additionally, the CoMPIO 
processes for developing the table of distribution and allowance (TDA)^ and 
acquiring equipment unnecessarily circumvented the normal DoD acquisition 
channels, excluded consideration of available DoD assets, and incurred 
increased cost and risk. 


WMD-CST Doctrine 


Doctrine for the WMD-CST was not developed in coordination with the Joint 
Staff or with the Army’s Doctrine, Training, Leader Development, 
Organization, Materiel and Soldier process. That situation occurred because of 
insufficient CoMPIO coordination with existing organizations and overly 
centralized decisionmaking. As of September 15, 2000, with 10 WMD-CSTs 
established, 17 beginning initial trainmg, and 5 more being established. 


The FY 1999 National Defense Authorization Act states that a team may not be used to respond to an 
emergency unless the team, or that Reserve, possesses the requisite skills, training and equipment to be 
proficient in all mission requirements, and the Secretary of Defense has certified to that effect to 
Congress. 

’TDA units are nondeployable units organized to fulfill missions, functions, and workload obligations of 
a fixed support establishment in the continental United States or overseas. TDA units are uniquely 
developed to perform a specific support mission. They usually include civilian manpower, whereas a 
modified table of organization and equipment unit generally will not. 
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CoMPIO had not finalized doctrine for the WMD-CSTs. The three primary 
missions of the WMD-CSTs listed in the WMD-CST Doctrine Handbook 
(second draft), June 2, 2000, are assess, advise, and facilitate. To enable the 
WMD-CSTs to perform those three missions, they were to receive an 
impressive array of training and equipment. The absence of finalized doctrine 
has encouraged and promoted an environment of persistent change to 
operational concepts and mission requirements, and a focus on short-term 
actions. Although those issues may seem to be minor, the absence of a finalized 
doctrine affects the training and equipping of the WMD-CSTs and also impacts 
their capabilities and readiness. Problems in several areas occurred because 
CoMPIO did not finalize doctrine, including transportation, stationing, and 
integration. 

Transportation to Incident Site. According to the Tiger Team Report, 
proxinuty to air transportation was one of the major factors in determining the 
stationing of the WMD-CSTs. The second draft of the doctrine handbook states 
that the primary method of deployment for the WMD-CSTs is self-deployment 
with their own vehicles. That is a significant departure from the original 
concept of how the WMD-CSTs woidd deploy. The original concept called for 
the WMD-CSTs to be stationed near Air National Guard and Air Force Reserve 
bases. The fixed-wing air assets of the Air National Guard and the Air Force 
Reserve at those installations were to provide ttansportation to the incident site 
That concept allowed the WMD-CSTs to comply with another Tiger Team 
concept — a 4-hour response time. Additionally, rotary-wing assets were to be 
tasked to provide WMD-CSTs airUft to, and around, the incident sight. The air 
transportation guidance was not included in the latest draft doctrine handbook 
and significantly increases the response time of the teams. The change seriously 
degrades the ability of the WMD-CSTs to provide a timely regional response. 

Stationing of the WMD-CSTs. Another major factor in the stationing decision 
was placing the teams so that WMD-CSTs would be within 250 milw of 
90 percent of the Nation’s population. In practice, however, that is not the 
case. For example, the proposed station of the Florida WMD-CST is at Camp 
Blanding, Florida. That location places the WMD-CST more than 350 miles 
from Miami but within 250 miles of Atlanta and the Georgia WMD-CST. Such 
stationing provides overlapping coverage of 250 miles but places one of the 
largest cities in the United States outside the desired coverage area. 

Coordination With Other Organizations. While other organizations in DoD 
were drafting doctrine for the WMD-CSTs, CoMPIO was writing its own 
doctrine, independent of the other efforts. For example, the U.S. Joint Forces 
Command is responsible for WMD incidents within the United States. A 
subordinate organization of U.S. Joint Forces Command, the Joint Task Force- 
Civil Support, was recently activated by direction of the Secretary of Defense to 
serve as the U.S. Joint Forces Command lead for WMD events in the United 
States. Joint Task Force-Civil Support is in the process of drafting its WMD 
doctrine. Joint Task Force-Civil Support officials stated that they requested the 
CoMPIO draft doctrine for review and inclusion in their efforts. However, they 
had not been contacted by CoMPIO for an exchange of information, even 
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though the CoMPIO draft doctrine identifies Joint Task Force-Civil Support as 
its higher headquarters when the WMD-CSTs are federalized under Title 10. 

The CoMPIO draft doctrine lacked specific detail concerning command 
relationships when the WMD-CSTs are federalized. The draft doctrine 
handbook discussed extensively the state emergency management response and 
Federal assistance roles but contained only limited discussion on coordination 
with Joint Task Force-Civil Support. The draft doctrine handbook stated only 
that, if federalized, the operational control of the WMD-CSTs transfers to Joint 
Task Force-Civil Support and the Joint Task Force-Civil Support should 
monitor WMD-CST reports and communications. Joint Task Force-Civil 
Support believed part of its charter was to provide oversight of the U.S. military 
effort in response to WMD incidents in the United States once federalized. To 
accomplish coordination with the WMD-CSTs is a necessity to provide a unified 
military effort. 

The nussion of the WMD-CSTs and their relationship with other Federal 
orgamzations was also not adequately defined. The lack of definition occurred 
because CoMPIO failed to coordinate the mission of the WMD-CSTs with the 
law enforcement community. For example, CoMPIO has heavily marketed the 
ability of the WMD-CSTs to provide on-site identification of a potential agent 
through collection and sampling. However, this should have been coordinated 
with law enforcement agencies such as the Federal Bureau of Investigation. On 
September 14, 2000, the Federal Bureau of Investigation issued a memorandum 
to all of its field offices discussing the role of the WMD-CSTs. The 
memorandum states that it is the current policy of DoD and the Department of 
Justice that 

U.S. military personnel, including active duty, Reserve Components 
and/or National Guard personnel will not collect evidence . . . unless 
specifically authorized by law enforcement and/or requested by the 
FBI [Federal Bureau of Investigation] as the lead agency for crisis 
management. 

Unless the roles and missions of the WMD-CSTs are clearly defined in doctrine 
and coordinated among all agencies with likely involvement in WMD incidents 
the Federal response could be hampered significantly. 

A clear and concise doctrine should have been promulgated before the 
establishment and fielding of any WMD-CSTs. The doctrine needs to identify 
the mission, the employment concepts, and the expected capabilities of the 
WMD-CSTs as equipped in sufficient detail to be of use to planners. The 
WMD-CSTs should have standardized procedures with respect to both their 
Title 32 and Title 10 status and the WMD-CST personnel in those capabilities. 
Although U.S. Army Training and Doctrine Command has personnel 
experienced in the development of doctrine, including missions such as CB 
reconnaissance and decontamination, the training command was not requested to 
develop the doctrine. CoMPIO elected to develop the doctrine itself. The 
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10 original WMD-CSTs now approach a time period when personnel will be 
rotating to other assignments and their successors will not have an 
institutionalized doctrine upon which to rely. 


WMD-CST Certifications 


The criteria established for certification of the WMD-CSTs were not meaningful 
and did not meet the requirements of the law. The use of a C3 readiness rating* 
and the successful completion of an external evaluation (EXEVAL), a training 
event for the unit, were not meaningful measures of WMD-CST performance or 
capability. Further, provisions were not made for recurring certifications of the 
WMD-CSTs. This occurred because of insufficient CoMPIO coordination with 
existing organizations, and program execution independent of the oversight of 
established military strucmres, organizations, and guidance. The FY 1999 
National Defense Authorization Act states, 

A reserve component rapid assessment element team [CST], and any 
Reserve assigned to such a team, may not be used to respond to an 
emergency . . . unless ... the team, or that Reserve, possesses the 
requisite skills, training and equipment to be proficient in all mission 
requirements. 

The Army’s Directorate of Military Support established, and CoMPIO 
implemented, three requirements each WMD-CST had to meet to request 
certification of the WMD-CST: a C3 readiness rating or higher (Cl is the 
highest state of readiness) on the unit stams report; the successful completion of 
an EXEVAL; and a recommendation from the WMD-CST commander after 
attaining the first two criteria. 

Army Regulation 220-1, “Unit Status Reporting,” September 1, 1997, 
establishes readiness ratings for the Army and defines a C3 readiness rating as 
follows: 

The unit possesses Ihe required resources and is trained to undertake 
many, [but not all,] portions of the wartime mission(s) for which it is 
organized or designed. The resource or training area status will result 
in a significant decrease in flexibility for mission accompUshment and 
will increase the vulnerabili^ of the unit under many, but not all, 
envisioned operational scenarios. The unit would require [signijicant] 
compensation for deficiencies. 

By comparison, Aimy Regulation 220-1 defines a Cl readiness rating as, “The 
unit possesses the required resources and is trained to undertake the full wartime 
mission(s) for which it is organized or designed.” Using this Army standard 


‘Combat Readiness Rating Codes are: Cl Fully Combat Ready, C2 Substantially Combat Ready C3 
Marginally Combat Ready, and C4 Not Combat Ready. 
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readiness reporting rating system, achievement of a Cl rating by each 
WMD-CST is necessary to meet the requirements of the FY 1999 National 
Defense Authorization Act. 

The second requirement was successful completion of an EXEVAL. EXEVALs 
are training events designed to show commanders the strengths and weaknesses 
of their units for determining future training requirements. EXEVALs do not 
imply any certification status or warfighting capability. The EXEVALs 
conducted with the first 10 WMD-CSTs were of marginal value because of the 
absence of major items of equipment and personnel. For example, none of the 
first 10 WMD-CSTs had received a Mobile Analytical Laboratory Systems 
(MALS) van at the time of the EXEVAU. The MALS van contains the major 
items of equipment necessary for a thorough on-site assessment and 
identification of a potential agent. 


The U.S. Army Forces Command had sufficient concern about the problem and 
offered to conduct another mini-EXEVAL on the MALS van. In addition, the 
First and Fifth U.S. Army, the U.S. Army Forces Command major subordinate 
commands that conducted the EXEVALs, reported that only 5 of the 
10 WMD-CSTs had their full complement of personnel. Critical personnel, 
such as the medical officer, nuclear medical science officer, or survey team 
members, were missing from some of the CSTs at the time of the EXEVALs 
Other problems noted by the First and Fifth U.S. Army included shortages of 
personal protective equipment (10 of 10 teams), hand-held assay tickets with 
code books used to detect biological agents (8 of 10 teams), and the lack of a 
reachback capability (9 of 10 teams). As a result of those shortages, and the 
corresponding lack of capabilities, the First U.S. Army requested that those 
WMD-CSTs obtaining additional training (at state expense) from the West 
Desert Test Center, Dugway Proving Ground (Dugway), Utah, obtain a letter 
certifying their capability with biological agents. 

U.S. Army Forces Command requested a postponement of the EXEVALs until 
the WMD-CSTs received the full complement of equipment. However, 

U.S. Army Forces Command was instructed by the Army’s Directorate of 
Military Support (the higher headquarters of CoMPIO) to administer the 
EXEVALs even though the WMD-CSTs did not have the MALS van and had 
only a limited capability with the Unified Command Suite (UCS). (The UCS, a 
communications suite mounted on a commercial truck chassis, is intended to ' 
provide an architecture that will ensure communications and data connectivity 
among the local, state, and Federal response forces.) The U.S. Army Forces 
Command offer to conduct an unforecasted and unfunded mini-EXEVAL for the 
10 WMD-CSTs must be viewed as a significant decision to support a critical 
requirement. U.S. Army Forces Command was willing to accept the costs and 
provide the personnel because, as they stated, “It was a moral obligation to 
properly tram these teams before sending them off to do this most dangerous 
mission. ” CoMPIO had not identified the frequency of EXEVALs for unit 
certification or if it was a one-time-only requirement. The EXEVAL cycles 
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need to be identified, funded, and programmed into the workload for 
U.S. Army Forces Command, the First and Fifth U.S. Army, and their 
subordinate Training Support Battalions. 

The third requirement was simply a letter of recommendation from the unit 
commander to their state Adjutant General recommending certification. 

All 10 WMD-CSTs have reported a C3 readiness rating on their Unit Status 
Report, undergone an EXEVAL, and as of January 22, 2001, nine WMD-CSTs 
had submitted a request for certification. However, all 10 \^D-CSTs 
underwent EXEVALs without a MALS van. The MALS van is the cornerstone 
of the WMD-CST capabilities. Most of the WMD-CSTs underwent EXEVALs 
without critical personnel and personal protective equipment, and they all 
passed. Subsequently, they were issued the rest of their equipment, including 
personal protective equipment and pacing items. Then, in some cases, they 
finished hiring needed personnel. Because they had already met two of the 
three criteria established by CoMPIO, the commanders of the WMD-CSTs felt 
undue pressure to recommend certification. The WMD-CSTs have not, 
however, been trained and evaluated on all of the equipment they will use for a 
mission. 

The certification approval process (CoMPIO and the Army’s Directorate of 
Military Support established) went from the states, through the National Guard 
Bureau and Army, to the Secretary of Defense. Requests are submitted by the 
individual states to the National Guard Bureau. Once approved by the National 
Guard Bureau, the requests are forwarded to the Army’s Directorate of Military 
Support, who also reviews and approves the requests. The requests are 
forwarded to the Secretary of the Army for approval, who then forwards the 
requests to the Secretary of Defense for final approval. The Assistant Secretary 
of Defense (Reserve Affairs), who is the principal staff assistant and advisor to 
the Secretary of Defense with responsibility for overall supervision of matters 
which involve the Reserve Components, including the National Guard, has 
inserted himself into the review process and has requested that the Secretary of 
the Army forward the requests to his office for review and approval prior to 
submission to the Secretaiy of Defense. 

As of January 22, 2001, seven of the nine WMD-CSTs that had requested 
certification had progressed to the Office of the Secretary of Defense and the 
other two requests were at the Secretary of Army for review and approval, but 
none have received Secretary of Defense certification. The Assistant Secretary 
requested that the Army provide additional documentation for WMD-CST 
certification requests forwarded through his office before he recommended 
approval to the Secretary of Defense. The additional documentation he 
requested concerned issues’ related to the WMD-CSTs. 


Those issues include problems cited later in this report, for example, that the Army had not tested and 
cerufied the safety of the coupling between the M40 mask and M48 blower and that all personnel 
assigned to WMD-CSTs had not completed requisite training, briefed to the Assistant Secretary of 
Defense (Reserve Affairs) by the audit team on August 9-10, 2000. 
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Unit Status Report. The unit status report may not be the correct reporting 
format for the WMD-CSTs unless the positions within the WMD-CST are 
further defined for mission criticality. With only 22 personnel, the WMD-CSTs 
lack the depth and breadth of [wrsonnel to easily reconstitute their forces. Most 
of the critical military occupational specialty positions, such as the nuclear 
medical science officer, are only one deep. We believe the WMD-CSTs should 
have a Cl readiness rating to be eligible for certification because of the small 
unit size and stated response time. Additionally, the identification and staffing 
of critical positions should be required for reporting purposes. 

Operational Readiness Inspections. An operational readiness inspection would 
be a better criteria than an EXEVAL for measuring WMD-CST capability and 
performance. An operational readiness inspection would provide an objective 
basis for validating, on a recurring basis, that WMD-CST personnel possess the 
necessary skills and proficiency to safely conduct their operations. CoMPIO did 
not establish a requirement for refresher training on either an individual or unit 
basis other than the training that unit personnel receive when assigned to the 
unit. The need for refresher training was left to the individual WMD-CST 
commander. Officials at the West Desert Test Center, U.S. Army Soldier and 
Biological Chemical Command (SBCCOM), and the Joint Program Office- 
Biological Defense expressed concern about the lack of an identified 
requirement for refresher training or proficiency certification. 

Recurring Certification. Procedures for recertification of the WMD-CSTs had 
also not been developed. Requirements for periodic recertifications must be 
determined for operational readiness inspections. Additionally, criteria must be 
established to determine when a WMD-CST would be nondeployable because 
personnel in the critical occupational specialties are absent or in a rotation 
status, and, whether those conditions would require additional inspections. The 
certification requirements estabhshed by the Amy’s Directorate of Military 
Support, and implemented by CoMPIO, are not in consonance with the 
requirements or intent of the law. The Commanding General, Fifth U.S. Amy, 
stated in his report to U.S. Amy Forces Command, “All units require 
additional training and experience to improve proficiency in mission execution” 
and that “current certification does not measure WMD-CST mission readiness in 
objective terns.” If, in the opinion of the Amy, the WMD-CSTs must 
improve their proficiency to meet Amy standards, the WMD-CSTs do not 
comply with the certification requirements of the law and should not be 
certified. 


WMD-CST Training 


Training programs and materials for WMD-CST personnel were not sufficiently 
identified, developed, and approved. Further, the training was inadequate. 

This occurred because of insufficient CoMPIO coordination with existing 
training organizations, and program execution independent of the oversight of 
established military structures, organizations, and guidance. The first 


10 



75 


10 WMD-CSTs were in the process of requesting certification, even though 
training courses were still under development and major pieces of equipment 
had not been exercised. The various types of nuclear, biological, and chemical 
agents that WMD-CST personnel may encounter require that the training they 
receive provide them with a sufficient level of proficiency in all mission areas. 
That is another area where there are several organizations within the Army that 
could have provided thorough, detailed training on the identification, handling, 
and disposal of suspected agents. 

Military Occupational Specialty Qualification. Although survey team 
members are required to be military occupational specialty qualified as nuclear, 
biological, and chemical personnel (militoy occupational specialty 54B), 
nonmilitary occupational specialty qualified individuals who were assigned to 
the WMD-CSTs did not receive military occupational specialty qualification 
through training at the U.S. Army Chemical School (the School), Fort Leonard 
Wood, Missouri. The School is the organization approved by the U.S. Army 
Training and Doctrine Command to provide the training. Approximately 
65 personnel recruited into the WMD-CSTs who required military occupational 
specialty 54B qualification received some of their training from National Guard 
Bureau programs and attended a compressed 3-week nuclear, biological, and 
chemical noncommissioned officer course of instruction instead of die standard 
16-week nuclear, biological, and chemical noncommissioned officer course. 

The School did not award certification of military occupational specialty 
qualification because the personnel did not attend the entire 16-week program of 
instruction. The military occupational specialty qualification was awarded by 
the National Guard Bureau. 

Course Development. CoMPIO identified and developed training courses for 
WMD-CST personnel without fully coordinating with the Army. Most of the 
classroom instruction WMD-CST personnel receive is from established curricula 
from various civilian emergency first responder and Army schools. However, a 
new course required of all WMD-CST personnel is the WMD Emergency 
Assessment and Detection course, a 3-week course under development by the 
Battelle Corporation. The course is not an approved U.S. Army Training and 
Doctrine Command course and is not part of a standard soldier training 
program, which applies to military occupational specialty training courses. 

The School had to draft a special text manual for the course because the course 
includes material and teaches skills not included in the standard nuclear, 
biological, and chemical noncommissioned officer military occupational 
specialty 54B course. The special text manual was labor- and cost-intensive for 
the School to produce. Rather than developing the course under an existing 
contract between the School and Battelle Corporation, CoMPIO took charge to 
draft a new contract with Battelle Corporation for the course. This precluded a 
collaborative effort between the School and Battelle Corporation, slowing 
development of the course. It also served to exclude input from subject matter 
experts. As of August 1, 2000, the Directorate of Training Development, 

U.S. Army Maneuver Support Center, Ft. Leonard Wood, Missouri, a 
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subordinate organization of the U.S. Array Training and Doctrine Coininand, 
was still writing the individual tasks for the course, but was removed from 
collaborating with Battelle Corporation on the program of instruction. 

The program of instruction included a lot of commercial-off-the-shelf 
equipment. Neither the School nor Battelle Corporation had the subject matter 
experts to teach the course to the first 10 WMD-CSTs. As part of its contract, 
Battelle Corporation sent two employees to training courses to become subject 
matter experts. Battelle Corporation was to teach the first two iterations of the 
course using a draft program of instruction. After the first two iterations, the 
School was to begin a review of the program of instruction for the course. 

After the review is completed, the draft program of instruction will be staffed 
(expected to begin during FY 2001). Once staffed, a special text manual will be 
submitted to the U.S. Army Training and Doctrine Command for approval. As 
of August 1, 2000, Army instructors had not received the training to become 
subject matter experts. 

Training Equipment and Training Aids. Not all of the WMD-CSTs or the 
School had sufficient quantities of training equipment. In addition to lacking a 
program of instruction, the School had no training aids other than individual 
protecdve equipment which were reclaimed by CoMPIO during the training of 
the first 10 WMD-CSTs. With the exception of the MALS van (the MALS van 
is used to identify a chemical or biological agent), the lack of training aids has 
been rectified. 

Training for the MALS is conducted at Aberdeen Proving Ground, Aberdeen, 
Maryland. By splitting the training, however, it is difficult for the WMD-CSTs 
to sufficiently cross-train personnel and ensure that there will always be 
persoimel available who are proficient on the equipment. Cross-training is vital 
to organizations such as WMD-CSTs, where the entire complement of the team 
is only 22. Insufficient cross-training of personnel could degrade the ability of 
the WMD-CST to fully perform its mission and be of value to the emergency 
first responder community. Additionally, by splitting the training between 
two geographic locations, the WMD-CSTs will have to budget for more travel 
costs for their personnel. 

Instruction on the MALS as a part of the WMD Emergency Assessment and 
Detection Course would serve to address some of the personnel issues 
confronting each of the WMD-CSTs. The units were also encountering 
problems with insufficient quantities of training equipment and training aids. 

One WMD-CST attempted to purchase training aids directly from the vendor to 
conduct what they felt was required proficiency training on commercial-off-the- 
shelf equipment. The vendor contacted CoMPIO, which instructed the vendor 
not to provide the equipment or CoMPIO would cancel the contract. Later, 
CoMPIO officials contradicted that action by stating that procurement of such 
items was the responsibili^ of the individual state’s Directorate of Logistics. 

The Directorate of Logistics serves as the logistician for National Guard units in 
a particular state. The problems related to training equipment and training aids 
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encountered by the School and the units were other areas where the Army, such 
as the U.S. Army Training and Doctrine Command, has the experience and 
could have assisted, had CoMPIO requested the Army to assist. 

The training regimen must be finalized and approved as a critical first step 
toward institutionalizing the individual and unit training of the WMD-CSTs to 
the desired capability. The WMD-CSTs must also complete the EXEVALs with 
all of their equipment and their full complement of personnel. If that is not 
done, the proficiency level of the WMD-CSTs cannot be adequately determined. 
Finally, the WMD-CST training must be institutionalized within the existing 
infrastructure of the Army, to Army standards. As of September 15, 2000, this 
training has been provided at no cost to the WMD-CSTs. The Army cannot 
continue to expend unprogrammed resources to sustain WMD-CSTs capability. 


WMD-CST Equipment and Safety 


The ability of the WMD-CSTs to effectively and safely carry out their mission 
is questionable because of the management and fielding of the teams’ TDA 
equipment. The TDA list was originally taken from the Tiger Team Repon, 
Annex F, which also established the funding, personnel, and training 
requirements for the team. During the initial months of the standup and funding 
of the CoMPIO, the TDA had grown without evaluation by subject matter 
experts within the Army. CoMPIO, despite lacking acquisition certified 
personnel familiar with chemical and biological defense systems, retained 
acquisition decision authority. The result was a TDA not officially authorized 
by the Army, and continues to change. The equipment fielded to the teams was 
not subject to testing and evaluation or the rigors of an Operational 
Requirements Document to ensure that it would provide the needed capabilities 
or could be sustained within the Service infrastmcture. Sustainment of fielded 
systems was instimted in a specialized facility that did not draw on existing 
resources. The dedicated facility raised the cost to support the WMD-CSTs and 
is outside of either the Army or National Guard Bureau chain of command. 

TDA Development and Equipment Acquisition. The TDA development and 
equipment acquisition process CoMPIO employed to purchase equipment for the 
WMD-CSTs unnecessarily circumvented the normal DoD acquisition channels, 
excluded consideration of available DoD assets, and incurred increased risk. 

The development and establishment of the initial 10 WMD-CSTs was done on 
an accelerated timetable that was imposed by CoMPIO. According to the 
timetable presented in the Tiger Team Report, the initial 10 teams were to be 
certified by FY 2002. The CoMPIO compressed the schedule for certification 
to be complete by calendar year 2000. Subsequently, CoMPIO developed a 
draft TDA and fielded equipment before clarifying the mission requirements. 

As of August 1 , 2000, the TDA was undergoing revisions that will compound 
equipment disparities between the original 10 teams and the 22 additional teams. 
Additionally, items fielded to the original 10 teams included several items we 
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were not able to ascertain the rationale for either why the item was included on 
quality that was authorized. For example, items authorized to 
each of the 10 original te^s included 1 heat stress monitor (at a unit cost of 
almost $3,000); 4 Palm Pilot personal digital assistants; 22 compasses (one for 
each member of each WMD-CST); and 4 Global Positioning System receivers 
(one for each member of the survey teams). Development of the TDAs is an 
area where experienced organizations, such as the Army’s Office of the Deputy 
Chief of Staff for Logistics, the Army’s Force Development Branch or the 
Defense Logistics Agency, could have provided invaluable experience and 
expertise. 


Utmost Advantage. CoMPIO did not use existing expertise in DoD in making 
program management decisions. CoMPIO established a program called Utmost 
Advantage to equip, supply, and sustain the WMD-CSTs with state-of-the-art 
technology by leveraging Govemment-to-Govemment unique skills, industry 
support, and areas of specialization. Although intended to establish cooperation 
through working groups to derive recommendations and execute decisions, the 
program resulted in one person in CoMPIO who determined the requirements in 
the form of a draft TDA and orchestrated equipment acquisition, logistics and 
resourtx iMMgement. According to CoMPIO officials, subject matter experts 
ftom SBCCOM; the Soldier Systems Center, Natick, Massachusetts (Natick)- 
the Edgewood Chemical and Biological Center, Edgewood, Maryland 
(Edgewood); and the Marine Corps Systems Command, Quantico, Vir ginia - 
assisted with equipment decisions. However their role was ambiguous? ’ 
unfunded, and without a formal documented agreement with CoMPIO. 


Officials at Dugway stated that CoMPIO originally approached them to assist in 
implementing the WMD-CST program. Although Dugway could provide the 
subject matter experts for live-agent testing and comparison of military and 
commercial equipment; live-agent training; and an evaluation of tactics 
techniques, and procedures employed by the teams; CoMPIO did not use that 
expertise. Dugway officials stated that they required a work order and funding 
to participate in the WMD-CST program. CoMPIO provided neither and as a 
result, Dugway was bypassed and told that SBCCOM was the single voice for 
testing and evaluation of equipment. 


SBCCOM became involved in the WMD-CST program when CoMPIO 
approached subordinate organizations, Edgewood and Natick, to provide 
program assistance. Edgewood is the Army’s principal research and 
development center for CB defense technology, engineering, and service 
Natick provides life-cycle management of soldier and related support systems 
^ough centralized development, procurement, integration, and management of 
individual soldier items and organizational items. Despite the assistance and 
recommendations of Edgewood and Natick, CoMPIO officials overly relied on 
work done by the Interagency Board. The Interagency Board is a 
multi-govemmental organization created at the recommendation of the Army’s 
Directorate of Military Support, the higher headquarters of CoMPIO, and 
cochaired by representatives of CoMPIO and the Federal Bureau of 
Investigation. Because of the composition of the Interagency Board it is 
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difficult to distinguish between the decisions and opinions of the Interagency 
Board from those of CoMPIO. In addition, while the Interagency Board 
appears to involve the Federal Bureau of Investigation into DoD's WMD-CST 
program, this involvement appears limited to identification of equipment only. 

In November 1998, CoMPIO unofficially designated Natick as the program 
manager of Utmost Advantage and asked it to carry out various functions (such 
as equipment acquisition) without a charter, documented requirements, or 
doctrine. Natick was given an equipment-fielding deadline of June 1, 1999, and 
made 10 separate requests (between December 1998 and March 1999) for a 
finalized equipment list. Changes to the requirements and equipment were made 
by CoMPIO as late as April 1, 1999, leaving Natick to procure 10,000 pieces of 
equipment by the June 1, 1999, deadline. CoMPIO never officially delegated 
any authority to Natick and, by the first quarter of September 1999, had 
removed Natick’s unofficial program manager status and phased Natick out 
completely. CoMPIO involved the Marine Corps Systems Command in 
equipment procurement because it had equipped the Marine Corps’ CBIRF and 
held many of the General Services Administration equipment contracts CoMPIO 
wanted for the teams. Officials at the Marine Corps Systems Command stated 
that although Natick was providing direction on acquisitions to them, CoMPIO 
retained final decision authority on selection of equipment. 

Acquisition, Sustainment, and Support of WMD-CST Equipment. For the 
acquisition of WMD-CST equipment, CoMPIO bypassed the normal assignment 
of a program manager by the Army Acquisition Executive. As a result, 
CoMPIO made equipment decisions without adequately clarifying the mission 
requirements. CoMPIO funded creation of a new sustainment support 
organization, the Defense Consequence Management Support Center, under the 
Special C^erations Forces Support Activity located at Lexington, Kenmcky. 

The Special Operations Forces Support Activity is a subordinate organization of 
the U.S. Special Operations Command. The Defense Consequence 
Management Support Center was supposed to provide sustainment support for 
specialized, nonstandard items of equipment issued to the WMD-CSTs by 
conducting stock management, warehousing, technical services, integrated 
logistics support, industrial operations, and coordination and monitoring of 
forward support for area resupply and sustainment. As of September 15, 2000, 
those functions still need to be developed at the Defense Consequence 
Management Support Center, while the National Guard Bureau and the Army 
already have the expertise and infrastrucmre in place to maintain the military 
equipment fielded to the WMD-CSTs. The lack of a strucmred acquisition 
program magnified the risk of unit fielding and sustainment. The requirements 
developed by the CoMPIO did not match those in the Tiger Team Report and 
depended heavily on the input of the Interagency Board. The use of the 
Interagency Board led to a case where DoD operational requirements were 
developed and vetted outside of Department and Service processes. Sustainment 
of the WMD-CST major end items and commercial-off-the-shelf systems 
becomes a long-term consequence of the CoMPIO approach, as support for the 
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Defense Consequence Management Support Center in Lexington, Kentucky, 
facility comes at an additional cost rather than leveraging existing Service or 
National Guard resources. 

Other sustainment issues were also overlooked when equipment was fielded to 
the terns, such as refilling the tanks of the self-contained breathing apparams. 
The Tiger Team Report addresses the need for response elements, namely the 
WMD-CST survey teams, to spend extended time in the hot zone or to make 
multiple entries. CoMPIO did not address the need for on-site air refills and did 
not issue a portable refill mechanism. That leaves most of the WMD-CSTs 
having to rely on responding firefighters for refills, and, in some cases, 
WMD-CST personnel who are not trained on how to fill the tanks. As a result, 
even if the WMD-CSTs can reach the responding firefighters and those 
firefighters have a refill capability and are not themselves casualties, the 
WMD-CSTs might not be able to refill their self-contained breathing apparams 
tanks. 

Officials at the National Guard Bureau noted that the necessary equipment 
supply and resupply infrastmcrnre already exists within DoD and creating a new 
organization, such as the Defense Consequence Management Support Center, is 
duplicative and wasteful. For example, the WMD-CST Life Cycle Management 
Handbook, produced by the Defense Consequence Management Support Center 
and CoMPIO, was created to address equipment sustainment and supply issues 
As oversight responsibility for the WMD-CSTs is transferred, the necessity of 
the Life Cycle Management Handbook or the Defense Consequence 
Management Suppon Center was at best questionable in light of the long- 
standing Army sustainment capability. 

Equipment Safety Issues. The lack of program management oversight and 
direction resulted in safety issues and disparity in the equipment readiness of the 
10 teams. Safety concerns with the fielding of untested equipment were raised. 
In an attempt to supply the teams with powered air-purifying respirators, 
CoMPIO issued the M48 blower to use with the M40 mask, even though the 
pair were not originally designed to function together. The WMD-CSTs raised 
safety concerns because test data was not available that would assure them the 
specific combination of blower and mask would work in a contaminated 
environment. In the words of one WMD-CST commander, “It probably would 
work; I’m just not willing to bet my life on it,” CoMPIO fielded the untested 
combination of equipment anyway. The consensus among the WMD-CSTs is 
that they would use the M40 mask without the M48 blower because the 
combination was untested, resulting in further degradation of their mission 
capability. 

Some WMD-CSTs were short on other basic military issue CB defense gear. 

The Washington WMD-CST did not have any chemical protective suits; it had 
commercial splash suits instead. Also, it was unclear whether personal 
protective items had been tested by an independent third party before purchase 
or whether purchase decisions had been based solely on the assertions of the 
manufacturer or assertions of first responders because the equipment met their 
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needs. To ensure an acceptable level of safety with personal protective items, 
commercial-off-the-shelf equipment such as Level-A suits, need to be tested 
against militarized agents by a trusted source. Similarly, military chemical 
defense equipment should be tested against toxic industrial compounds and toxic 
industrial materials. Identifying limitations and operating parameters of 
personal protection equipment issued for use in simations that could involve 
toxic industrial compounds, toxic industrial materials, or militarized chemical or 
biological agents would allow for better informed decisionmaking bv the 
WMD-CST commanders. 

WMD-CST commanders need to know the operational limitations of their 
equipment. For example, they need to know whether the useful life of a 
standard issue filter for an M40 gas mask is degraded if used against an agent 
such as ammonia. Such information is critical for logistical decisions and 
personal protective measures to prevent unnecessary casualties. The safety of 
the WMD-CSTs depends on reliable information on the performance of their 
equipment in the environment within which they will operate. The WMD-CST 
commanders and personnel lack confidence in the unknown, untested, and 
unsubstantiated reliability of the equipment that they were issued by CoMPIO. 

Several operational issues that could affect the safety of WMD-CST personnel 
had not been fully resolved. Some of the issues related directly to a mission 
defined only in abstract terms. For example, the stated mission of the 
WMD-CSTs is to assess, advise, and facilitate. While that may instill 
confidence in the public and emergency first responcjer personnel, the stated 
mission is totally devoid of operational parameters. Conversely, such an 
abstract mission statement, without amplifying doctrine and established 
conditions, tasks, and standards, has resulted in a constantly changing training 
regimen and TDA. Establishment of the WMD-CSTs did not follow the normal 
Army protocol for establishing a mission statement, drafting a doctrine, and 
equipping to mission requirements. An example of the lack of safety concerns 
lies in how the mission was drafted to be conducted. Each WMD-CST has 
two survey teams. Equipment for the teams supplies 2 hours of fresh air when 
equipment that provides a 4-hour air supply could have been purchased. 
According to the WMD-CST operations manual, the survey teams are to suit 
up, conduct predeployment checks, walk a minimum of 500 meters into the hot 
zone, conduct survey operations, redeploy back 500 meters, and then go 
through decontamination procedures. The operations are likely to exceed 
2 hours, even under ideal conditions when the MAES is located directly on the 
edge of the warm zone." The MALS could be parked in the hot zone to shorten 
the distances, but doing so presents a different and equally dangerous set of 
circumstances. Issues that affect the safety of the WMD-CSTs should have been 
fully resolved before establishing and equipping the teams. 


‘Hot Zone-The area immediately surrounding a hazardous material incident that extends far enough that 
personnel outside the zone do not experience adverse effects from hazardous material releases. 

Warm Zone-The area of hazardous material incident where personnel and equipment, decontamination 
imd hot zone support takes place. The warm zone includes control points for access to the hot zone, 
thus assisting in reducing the spread of contamination institutional controls. 
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Medical Chemical Defense Materiel. CoMPIO did not ensure issuance of 
medical chemical defense materiel to the teams or take into account Army policy 
on maintaining medical chemical defense materiel. The Army maintains 
medical chemical defense materiel in 5,000 soldier blocks, which are not to be 
broken out except for a contingency. The policy exists partly because medical 
chemical defense materiel items are potency-dated, consist of controlled 
substances, and require a high level of stock maintenance and management. 
CoMPIO should have recognized the logistical problems presented by medical 
chemical defense materiel and leveraged existing DoD supply chains to ensure 
the teams were initially fielded with medical chemical defense materiel, which is 
a basic requirement for soldiers who could potentially deploy to a CB 
environment. Doing so would have complied with the CoMPIO concept of 
“total unit fielding.” Instead, it was left to the states’ National Guard 
Headquarters to fomish the medical chemical defense materiel. We were not 
able to locate any memorandums of agreement at the state level to provide 
medical chemical defense materiel to the WMD-CSTs on a recurring basis. 

Equipment Variations. Equipment variations were the result of the lack of 
management oversight and Ae lack of requirements definition, testing, and 
configuration control. The lack of a formal lessons learned process led the 
WMD-CSTs to individually identify various issues and methods of correction. 
For example, one team added a hood to the head space sampler of the gas 
chromatograph/mass spectrometer [HAPSITE] . The hood tows possible 
contamination in to the glove box filtration system. Without the hood, the 
interior of the MALS could possibly be contaminated. Although the California 
WMD-CST believed they should add the hood for the safety of the operator, 
CoMPIO had the hood and other team-initiated safety modifications removed. 
The Georgia WMD-CST identified the possibility that survey missions into the 
hot zone could require greater air supply than available because of distances 
involved. The John Deere Corporation donated a six-wheel utility vehicle to the 
team to help alleviate that problem. CoMPIO had considered adding similar 
vehicles to the other teams, but had not included them on the TDA or in 
funding. 

Pacing Items. Two pacing items, the MALS and the UCS, provide additional 
evidence of the lack of program management in engineering, design, testing, 
evaluation, and fielding. The pacing items do not meet the operational needs of 
the WMD-CSTs. According to the Tiger Team Report, the WMD-CSTs would 
rapidly respond to a WMD incident, conduct detection, assessment and hazard 
prediction, and provide technical advice concerning WMD incidents and agents. 
The two pacing items fielded to the WMD-CSTs to meet this mission, the 
MALS and the UCS, provide the WMD-CSTs with a limited unique capability. 
The items are not interoperable and were fielded without a full complement of 
equipment. The MALS was intended to provide the teams with an ability to 
analyze and observe agent samples and share that vital information to the UCS 
through a digital transmission link. According to the CoMPIO draft doctrine, 
communications connectivity of the MALS with the UCS and other response 
elements is key in the operational capability of the WMD-CST to support the 
on-site incident commander. The MALS and the UCS were delivered to the 
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WMD-CSTs at a cost of approximately $1 .6 million per team. The MALS and 
UCS were briefed as mission-necessary equipment; however, during a meeting 
with the auditors on August 9, 2000, the Director of CoMPIO stated that the 
WMD-CSTs did not need the MALS or the UCS to accomplish their mission of 
assess, advise, and facilitate. Again, this is an area where experienced Army 
personnel could have provided valuable insight and raises the question of how 
many other items fielded to the CSTs may not be necessary. 

Mobile Analytical Laboratory System. The MALS design does not adequately 
accommodate the mission need. According to CoMPIO officials, the MALS 
was intended to be a platform for currently fielded lab equipment as well as 
emerging technology. The platform that was chosen, however, does not provide 
adequate physical space for the currently designated components or laboratory 
operations conducted by two people wearing chemical protective gear deemed 
necessary by the WMD-CST MALS operators. Discussions with officials from 
the organizations involved in developing the MALS that CoMPIO fielded 
revealed that engineering of the MALS was not adequately managed to produce 
a system capable of meeting mission requirements. Further, no analysis was 
conducted to compare the capabilities provided by the MALS with those of other 
existing military or commercial systems. 



Figure 1. MALS 

MALS Glove Box and Filtration System. The design of major components of 
the MALS has adversely affected the ability of the WMD-CSTs to conduct their 
mission. The MALS is equipped with a glove box and high efficiency 
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partiralate air (HEPA) filter system for handling and preparing samples. 

Officials at SBCCOM stated that the ability to prepare, refrigerate, and deliver a 
sample to the nearest health organization afforded by the glove box and 
on-board refrigeration unit provides an essential and unique capability, 

SBCCOM engineered the glove box similar to one engineered for the Federal 
Bureau of Investigation’s Hazardous Materials Response Unit. The glove box 
was installed in a vehicle not chosen by personnel at SBCCOM and occupies 
almost half of the usable space. As a result, there is little room to work. 
CoMPIO chose a commercial Ford panel van for the MALS, despite more 
adaptable platforms in DoD inventories.* Commercial generators, batteries, and 
air conditioning units were added to the platform, although available through 
traditional DoD acquisition channels. In this regard, CoMPIO failed to consider 
the impact inoperable commercial-off-the-shelf equipment would have on the 
operational readiness of a team and where and from whom a WMD-CST would 
receive commercial maintenance support on such equipment in time of crisis or 
during a training event. 



Figure 2. MALS interior 


For example, the Army’s Nuclear, Biological, and Chemical Reconnaissance System-Fox (the Fox 
vehicle) provi to commanders the ability to detect, identify, and mark areas of contamination- 
tor nuc^ Md CB contamination; and report accurate information to supported commanders in real 
time, ihe Fox vehicle is based on a six-wheeled, all-wheel-drive armored vehicle capable of cross- 
coimtry operations at speeds up to 65 miles per hour. The Fox vehicle is also amphibious, attainina 
swimming speeds up to six miles per hour. ^ 
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The glove box was fielded without operations and maintenance manuals and did 
not perform to specification. These problems were validated when SBCCOM 
replace the glove boxes at each WMD-CST. The 
WMD-CST personnel identified that the glove box filtration system also had 
ucn ? 2?'^® sntianger Ae users should they attempt to change the 

HtFA filters after use in a contaminated environment. Additionally, there were 
ongoing issup related to the user’s confidence level related to the use of the 
glove box wi* M agent. Personnel were trained to use the glove box using a 
SBCCOM However, personnel did not train on an actual glove box 
SBCCOM subsequently identified the need for additional training on the use and 
maintenance of the equipment. Another concern identified by the WMD-CSTs 
was that there is no way to fully decontaminate the filtration ducts after 
exposure to a contaminmt. This factor had various ramifications related to the 
hanging of the contaminated equipment, depending on which state the MALS is 
m. For example, according to WMD-CST personnel, under California 
standards the MALS would be a $400,000 consumable item because 
mtroduction of a hazardous sample would make it a new hot zone. The MALS 
^ “y contaminated material. While 

CoMPIO officials stated that such issues would be a state problem, identification 
of state-by-state momalies should have been identified and agreements worked 
m conjunction with the WMD-CST regional mission. This issue is a program 
management issue that must be addressed. 



Figure 3. HEPA Filter 
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HAPSITE. Operational issues affecting usefitlness to the 

identified with the HAPSITE." The MATS is equipped 
With a HAPSITE that consists of a headspace sampler and a gas 
chromatograph/mass spectrometer for field identification of organic compounds 
One issue ^entified by the WMD-CSTs is that the HAPSITE does not heat the ' 
sample sufficiently to identify a vast number of compounds, especially heavier 
persistent agents. An upgrade for the HAPSITE has been identified Md 
purchased, and is supposed to correct the deficiencies. According to SBCCOM 
officials, they were not sure how effective the upgrade is because they have not 
been given the opportunity to test it. Additionally, some of the WMD-CSTs 
have identified that the HAPSITE is unreliable, noting a failure of the ion pump 
Md that the system pressure reads too high. One WMD-CST repeatedly 
HAPSITE as a deadlined Equipment Readiness Code A 
(ERC-A ^ item, inhibiting mission capability. 



Figure 4. HAPSITE with copper tubing in background 


fi®*d-portable gas chromatograph/mass spectrometer used to provide 
analysts of volaule org^c compounds. The headspace sampling system enhances the gas 
^toomtograph/mass spectrometer by expanding the analysis of volatile orgraic compounds S Mil ot 

Equipment Readiness Code A (ERC-A) identifies principal weapon systems and equipment critical to 
accomplishmg pnmary doctrmal mission tasks and critical mission support items. ERC-A items or 
systems are also designated as pacing items. 
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'^4': called the operating safety of the unit into question as 

w i . HAPSITE is connected to a filter installed on the outside of the 

air leaving the HAPSITE. The WMD-CSTs identified 
that the filter, an M40 mask filter, is installed backwards, as though to filter air 
coming into the van rather than leaving the HAPSITE. Although m SBCCOM 
onicial noted that “it should work, ” we did not find anyone in the CB 
community who knew with any certainty whether the filter would nerfonn 
properly the way it was installed. The WMD-CST personnel were also 
concerned about the way the HAPSITE was connected to the filter It was 
assembled using standard copper tubing joined in several locations with fittings 
Each joint presented a possible point of failure, capable of contaminating the ' 
MALS and its occupants. ® 

In addition to the operational issues of the HAPSITE, the technology that allows 
user Identification of organic compounds and subsequent sharing of the 
mformation became an issue as well. A laptop computer was issued with a 
software mterface to the HAPSITE, but lacked sufficient random access 
memory to allow for proper operation of software necessary for other MALS 
components. Additiomdly, the connectivity between the MALS HAPSITE 
computer and the UCS information system does not address the needs of the 
te^ The UCS information system is Windows NT-based while the MALS is 
Windows 98-based. That variance in operating platforms does not 
accomodate tr^sfer of data from the MALS to the UCS, thereby negating 
reachback capbility of identifying a compound. The connectivity problem is a 
pnine emple of the lack of program management oversi^t in the engineering 
and fielding of the equipment that could have been provided by experienced 
personnel m the Army. ^ 

MALS Biological Detection Capability. The MALS vans have been 
in capability. The MALS vans issued to the 
WMD-CSTs lacked the florescent microscope, the polymerase chain reaction 
technology PNA fmgerpnnting], and the enzyme-linked immunosorbent assay 
^LISA) although CoMPIO advertised having these items in May 2000. 
Combined, those items provide the biological detection capability of the vehicle 
m teM, as each component has detection strengths and weaknesses. 

Accordi^ to officials at SBCCOM, the florescent microscope purchased for 
each of the MALS required a space of 27 to 28 inches deep by 30 inches high 
^d 45 inches wide. The available space inside the MALS is 24 inches deerby 
26 inches high and 39 mches wide. Additionally, the entire microscope 
pactage, includmg the microscope, digital camera, processor, power source for 
„ “inputer, requires five electrical 

CoMPIO-approved design of the MALS has only three electrical 
oum DNA fingerprmting was not fielded to the teams because the 
tectoology IS still evolyi^ to a real-time, hand-held application considered 
better suited for the WMD-CST mission. DNA fingerprinting should be 
available in approximately 1 .5 years. “ 
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Figure 5 . Space inside of the MALS with area reserved for florescent 
microscope iabeied 

The ELISA was identified by the U.S. Army Medical Research Institute of 
Infectious Diseases as the “gold standard” of identification technology for three 
biological agents on the high probabiUty list. As of September 15 , 2000 the 
biological detection and identification capability of the fielded MALS is limited 
to bio-immunoassay tickets [bio-tickets] produced by the Joint Program Office 
for Biological Defense. The Joint Program Office for Biological Defense has 
management responsibility for all DoD biological defense acquisition programs. 
Accorctog to officials at the West Desert Test Center at Dugway, experienced 
personnel who teach courses on the proper use of bio-tickets had 
difficulty with the bio-tickets because of high rates of false positive and false 
negaUve readings. In their opinion, the requisite skills required to use the 
bio-tickets and obtain trusted results are perishable and require constant training 
Without all the originally planned equipment in the MALS, such as ELISA and 
training to operate it, the WMD-CSTs will not be able to provide timely and 
effective biological agent identification to incident commanders and will not be 
able to protect public health and safety. 

Unified Command Suite. The UCS is another example of equipment 
development without a mission needs statement. As fielded, the UCS is 
mcapable of supporting the entire WMD-CST mission. The UCS also serves as 
a prime example of where CoMPIO failed to leverage existing Government 
assets and made acquisitions without regard to sustainment. 
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The UCS was intended to provide connectivity between the WMD-CST the 
Incident Commander, and DoD assets. According to the draft doctrine,’ the 
UCS provides the teams with high frequency, ultra-high frequency, and very 
high frequency radios and access to the Secure Internet Protocol Router 
Network (SIPRNET), the Unclassified but Sensitive Internet Protocol Router 
Network (NIPRNET), secure telephones, and other communications equipment. 
A concept of operations document for the UCS dated January 21, 1999, states, 
“The UCS provides a replacement for existing capabilities that are limited to 
nonsecure cellular phones and military tactical radios that are often incompatible 
with those of other responding agencies.” However, the concept of operations 
does not demonstrate the need for secure communications or compatible military 
tactical radios, making the UCS an unnecessary system. 

The emergency first responder community developed a working group to 
identify communications requirements, deconflict frequencies to prevent the 
disabling of public or other responder communications, and enable compatibility 
of communications equipmpt. According to National Guard Bureau officials, 
tactical commumcations suites from other research and development programs 
could have been used, to the benefit of the Army and an option that would have 
been a low-cost tempora^ solution while the WMD-CST program determined 
the commumcations equipment and capability requirements. 

Operational Constraints* According to the CoMPIO operations handbook 
once the WMD-CSTs arrive at the scene, they are to establish a KU-Band 
satellite link with the Trojan Spirit team located at Fort Belvoir, Virginia to 
enable NIPRNET, SIPRNET, and voice and messaging services. The handbook 
points out, however, that establishing communications from the UCS will be 
situation dependent and require detailed planning efforts by the WMD-CST. 
Under ideal situations, the team will have established intra-agency 
communications 4 hours after arrival at the scene, not taking into account the 
various contingencies that may add up to another 3 hours of configuring. 

The UCS plan CoMPIO authorized included two secure telephones, 
two unclassified telephones, one SIPRNET workstation, and one NIPRNET 
workstation. CoMPIO could have ensured SIPRNET and NIPRNET 
connectivity of the UCS through the National Guard through GUARDNET, an 
existing National Guard system. Telephone connectivity could have also been 
obtained through the existing National Guard structure. The use of 
GUARDNET would have also spared the teams from using scarce resources to 
send personnel for information security training at Fort Dix, New Jersey. The 
teai^ could have been trained on the National Guard system on line. A 
minimum of two people from each WMD-CST were required to receive the 
accreditation standards training. 

Information System Accreditation. CoMPIO established a system of 
commumcations equipment without regard to the established Army-required 
accreditation of the complete system. CoMPIO officials disregarded 
recommendations and assistance from the National Guard Bureau to obtain UCS 
accreditation. According to CoMPIO officials, “CoMPIO is the lead for all 


25 



90 


accreditation issues related to the Unified Command Suite.” CoMPIO took the 
position that it would field the UCS as a system of systems without 
accreditation. Indeed, one CoMPIO official noted that 

. . . once the units [the UCS] are in the field being used ... the 
bureaucrats will have a much more difficult time of stopping the train. 

The same CoMPIO official stated that CoMPIO did not have the funding to 
accomplish accreditation and added: 

... we are not going to wait two years to fit it into their [the systems 
accreditors] schedule. If they want to do the accreditation they will 
need to come up with a plan, a timeline, and the funding to do so. 

CoMPIO handled one portion of the accreditation; it secured temporary 
accreditation, which expired April 7, 2000, for the use of the Trojan network. 
The temporary authorization to operate was for training purposes only. The 
authorization also did not allow for any peripherals (such as the MALS) to be 
attached to the system. As of September 15, 2000, none of the UCS 
communications was accredited to operate under Army policy. Accreditation 
would not be an issue if CoMPIO had leveraged existing assets to the fullest 
before developing the UCS. 

Reachback Infrastructure. The reachback capability of the teams and 
their ability to run communications for the Incident Commander on the scene 
were doubtful. Infrastructure to conduct reachback operations to the identified 
subject matter experts for agent identification, verification, or other assistance 
did not exist. The reachback capability is one of the cornerstones of the CST 
capability as developed and promoted by CoMPIO. According to a 
communications official at the First U.S. Army who was involved with five 
CSTs during the EXEVALs, without established protocols and communications 
infrastructure the reachback concept will not work. From a management 
standpoint, procedures were not agreed on to establish the framework for a 
reachback capability. This undermines one of the key capabilities of the 
WMD-CSTs. Compounding the problem were the time constraints and lack of 
allotted frequencies to conduct reachback operations. 

Radio Frequency Assignment. Radio frequency assignments had 
insufficient range for conducting operations. The teams were preassigned radio 
frequencies by the U.S. Army Frequency Management Office, Fort Sam 
Houston, Texas, for training purposes. However, the frequencies were only 
good within a 50-kilometer radius of their home base. This situation was 
especially debilitating to the California WMD-CST because they were located in 
Los Alamitos, California, and the assigned radio frequency was for their initial 
home station in the Sacramento, California, area. According to the 
WMD-CSTs, once employed, they would call the U.S. Army Frequency 
Management Office to have a frequency assigned for the incident area. Once 
contacted it would take the U.S. Army Frequency Management Office 2 to 
3 hours to establish the frequency. The U.S. Army Frequency Management 
Office is not a 24-hour organization. The U.S. Array Frequency Management 
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Office officials stated they could work out a solution but had not been asked. 

The WMD-CST Operations Handbook does not address this contingency. 
Further, there were no established communications protocols for the WMD-CST 
to follow. 


Conclusion 


The 10 WMD-CST commanders are dedicated individuals, highly motivated 
about their positions, and committed to their mission as well as focused on 
doing the best possible job regardless of the decisions and conditions imposed on 
them. However, the special management structure established for the 
WMD-CST program in January 1998 did not lead to effective program 
management. On the contrary, the program has lacked good management 
controls. Under the normal process of establishing new units, the mission and 
mission needs statement would have been clearly established and defined prior 
to acquiring and fielding equipment, training personnel, or establishing an 
entirely new sustainment process. CoMPIO did not use the existing expertise of 
the Army or National Guard in the program management of the WMD-CSTs 
CoMPIO had not clearly defined the operational parameters of the mission or 
established a mission needs statement. The lack of guidance resulted in 
numerous training, equipment, sustainment, and safety issues identified by the 
WMD-CSTs and subject matter experts. The certification process specified by 
law was intended to avoid issues related to the operational readiness and 
capabilities of the WMD-CSTs. To provide the intended assurance, the 
certification process must be much more rigorous. 

Management Comments on the Finding and Audit Response 

Summaries of management comments on the finding and our audit response are 
m Appendix D. 

Recommendations, Management Comments, and Audit 
Response 


Revised Recommendation. As a result of management comments, we revised 
draft Recommendation l.b. and 2. a. to properly delineate offices within the 
Office of the Secretary of Defense with program management oversight 
responsibilities for the WMD-CST Program. Draft Recommendations 2.a. 

2. b., and 3. have been renumbered as Recommendations 2., 3 and 4 
respectively. . 
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1. We recommend that the Under Secretary of Defense for Personnel and 
Readiness: 

a. Seek disestablishment of the Consequence Management Program 
Integration Office. 

Under Secretary of Defense for Personnel and Readiness Comments. The 
Under Secretary of Defense for Personnel and Readiness concurred. The Under 
Secretary stated that the Deputy Secretary of Defense issued a memorandum on 
November 9, 2000, initiating the disestablishment of the Consequence 
Management Program Integration Office. 

b. Seek reassignment of the program management oversight 
responsibilities for the Weapons of Mass Destruction-Civil Support Team 
Program to the Assistant to the Secretary of Defense for Civil Support the 
^incipal Deputy Assistant Secretary of Defense (Reserve Affairs), and the 
Deputy Assistant to the Secretary of Defense for Chemical and Biological 
Defense Programs as appropriate. 

Under Secretary of Defense for Personnel and Readiness Comments. The 
Under Secretary of Defense for Personnel and Readiness concurred. The Under 
Secretary stated that the Assistot to the Secretary of Defense for Civil Support 
IS responsible for the coordination and integration of the consequence 
management program. The Under Secretary also stated that the Deputy 
Assistant to the Secretary of Defense for Chemical and Biological Defense 
Programs recommended that program oversight of all chemical and biological 
defense research, development, and acquisition as it pertains to the WMD-CST 
program be assigned to that office. Further, the Deputy Secretary of Defense 
November 9, 2000, memorandum directed the Army to continue to manage the 
program with the Principal Deputy Assistant Secretary of Defense (Reserve 
Affairs) providing policy guidance and oversight consistent with the broader 
policies of the Assistant to the Secretary of Defense for Civil Support. 

Audit Response. Recommendation was revised to correspond to management 
oversight responsibilities delineated by the Under Secretary. 

c. Ensure that the actions specified in Recommendation 3. are 
completed before forwarding any Weapons of Mass Destruction-Civil 
Support Team certification requests to the Secretary of Defense for 
approval. 

Management Comments. The Under Secretary of Defense for Personnel and 
Readiness, the Assistant to the Secretary of Defense for Civil Support, the 
Principal Deputy Assistant Secretary of Defense for Reserve Affairs, and the 
Deputy Assistant to the Secretary of Defense for Chemical and Biological 
Defense Programs concurred with the recommendation. The Assistant to the 
Secretary of Defense for Civil Support stated that they believe the WMD-CSTs 
should be certified once they met the criteria designated in Section 51 1 of the 
FY 1999 Defense Authorization Act. The Director of Military Support Office 
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of the Deputy Chief of Operations and Plans, Department of the Army, 
nonconcurred with the recommendation. The Director maintained that the 
criteria established by the Army attested to the ability of the WMD-CSTs to 
conduct their mission. 

Audit Response. The comments of the Under Secretary of Defense for 
Personnel and Readiness, the Assistant to the Secretary of Defense for Civil 
Support, the Principal Deputy Assistant Secretary of Defense for Reserve 
Affairs, and the Deputy Assistant to the Secretary of Defense for Chemical and 
Biological Defense Programs are responsive. The comments of the Director of 
Military Support did not provide any facniai information with which any 
alternative conclusions could be determined. The criteria established by the 
Director of Milit^ Support for requesting certification are not as stringent as 
the criteria contained in Section 511. Specifically, one of the criteria established 
by the Army was a readiness rating of at least C3-marginally combat ready. 

Section 511 of the FY 1999 Defense Authorization Act states that 

A reserve component rapid assessment element team, and any Reserve 
assigned to such a team may not be used to respond to an emergency 
described in paragraph (1) unless the Secretary of Defense has 
certified to the Committee on Armed Services of the Senate and the 
Conuniitee on National Security of the House of Representatives that 
the team, or that Reserve, possess the requisite skills, training and 
equipment to be proficient in [all] mission areas. 

The Section 511 requirement is clearly more stringent than that denoted by a 
readiness rating of C3. 

2. We recommend that the Assistant to the Secretary of Defense for Civil 
Support coordinate with the Federal Bureau of Investigation to determine 
the exact roles and missions that the National Guard Weapons of Mass 
Destruction-Civil Support Teams are expected to fulfill in response to 
weapons of mass destruction incidents. 

Under Secretary of Defense for Personnel and Readiness Comments. The 
Under Secretary of Defense for Personnel and Readiness concurred with the 
reconmendation. The Under Secretary stated that the Assistant to the Secretary 
or Defense for Civil Support is responsible for the coordination and integration 
ol the consequence management program and that the Principal Deputy 
Assistant Secretary of Defense for Reserve Affairs would work closely to ensure 
appropriate interagency coordination is made for the employment of the 


Audit Response. Recommendation was revised to correspond to management 
oversight responsibilities delineated by the Under Secretary. 
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3. We recommend that the Principal Deputy Assistant Secretary of Defense 
(Reserve Affairs) issue gmdance prescribing certification standards and 
delineating the specific mission, duties, and responsibilities for the Weapons 
of Mass Destruction-Civil Support Teams. 

Management Actions Undertaken. The Principal Deputy Assistant Secretary 
of Defense for Reserve Affairs, as part of the program review directed by the 
Deputy Secretary of Defense’s November 9, 2000, memorandum, is evaluating 
the mission, duties, and responsibilities for the WMD-CSTs as well as the 
certification standards and should result in new guidance being issued. 

4. We recommend that the Principal Deputy Assistant Secretary of Defense 
(Reserve Affairs), in coordination with the Assistant to the Secretary of 
Defense for Civil Support, the Deputy Assistant to the Secretary of Defense 
for Chemical and Biological Defense Programs, and the Chemical Branch of 
the Army Office of the Deputy Chief of Operations and Plans, conduct a 
thorough program review of the Weapons of Mass Destruction Team 
Program. At a minimum, the review should include areas such as the 
operational concept, doctrine, equipage, sustainment, personnel 
assignments and rotations, funding, and the certification process. 

Management Comments. The Principal Deputy Assistant Secretary of Defense 
for Reserve Affairs and the Director of Milit^ Support, Office of the Deputy 
Chief of Operations and Plans, Department of the Army, concurred with the 
recommendation. The Principal Deputy Assistant Secretary of Defense for 
Reserve Affairs stated that a thorough program review is already underway, in 
accordance with the Deputy Secretary of Defense’s November 9, 2000, 
memorandum. The Principal Deputy also stated that this review had already set 
in motion many administrative actions which would address most of the findings 
and recommendations of the draft audit report. 
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Appendix A. Audit Process 

Scope and Methodology 


We evaluated the m^gement of the WMD-CST program. We reviewed 
applicable ftesitotial Decision Directives, Public Law, Defense Reform 
Initiative Directives, and DoD directives and plans from January 1993 through 
Januap' 1998 for the authorization, underlying WMD-CST concept and 
est^lishment of this WMD defense resource. We reviewed and analyzed the 
toft doctrine toft nussion training plan, draft operational handbook, medical 
handbook, and Life-Cycle Management Handbook (interim guidance). We 
reviewed the TDA issued to the initial 10 CSTs to determine, in conjunction 
with various subject matter experts, if the equipment was adequate for the 
mission. We reviewed the training of WMD-CST team personnel to determine 
whether they received adequate, uniform training to achieve full mission 
capability. We interviewed personnel from each of the 10 existing 
WMD-CSTs, inspected the equipment issued to them, and discussed their 
concerns with that equipment. 

DoD-Wide Corporate Level Government Performance and Results Act 
Coverage. In response to the Government Performance and Results Aa, the 
Secretary of Defense annually establishes DoD-wide corporate level goals 
subonhnate performance goals, and performance measures. This report pertains 
to achievement of the following goal, and subordinate performance goal: 

FT 2000 DoD Corporate Level Goal 2: Prepare now for an uncertain 
future by pursuing a focused modernization effort that maintains u S 
qualitative superiority in key warfighting capabilities. Transform the 
force by exploiting the Revolution in Military Affairs, and reengineer the 
Department to achieve a 21st century infrastructure. (OO-DoD-2) 

FT 2000 Subordinate Performance Goal 2.2: Transform U S military 
forces for the future. (OO-DoD-2.2) 

Use of Computer-Processed Data. We did not use computer-processed data to 
perform this audit. 

Audit Type, Dates, and Standards. This program audit was performed from 
December 1999 through January 2001 in accordance with auditing standards 
issued by the Comptroller General of the United States, as implemented by the 
Inspector General, DoD, Accordingly, we included tests of management 
controls considered necessary. 

Contacts During the Audit. We visited or contacted individuals and 
organizations within DoD. Further details are available on request. 
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Management Control Program Review 


DoD Directive 5010.38, “Management Control (MC) Program,” August 26, 
1996, and DoD Instruction 5010.40, “Management Control (MC) Program 
Procedures,” August 28, 1996, require DoD organizations to implement a 
comprehensive system of management controls that provides reasonable 
assurance that programs are operating as intended and to evaluate the adequacy 
of the controls. 

Scope of the Review of the Management Control Program. We reviewed the 
adequacy of controls over the management of the WMD-CST program in 
support of homeland defense. Specifically, we reviewed the controls over the 
process to establish the new National Guard teams. We reviewed development 
of dochnne for the WMD-CSTs. We reviewed planning for a domestic nuclear, 
biological, and chemical contingency. We reviewed controls over nuclear, 
biological, and chemical defense resources involving authorization, issue, 
maintenance, and storage of equipment. We reviewed the control process 
involved in identification and training of essential personnel. We also reviewed 
the results of management’s self-evaluation of those controls. 

Adequacy of Management Controls. We identified material management 
control weaknesses, as defined by DoD Instruction 5010.40, for the WMD-CST 
program. The management of the WMD-CST program did not ensure that 
oversight by established miUtary structures and organizations occurred and that 
existing guidance was used to review operational concepts, doctrine, equipage, 
sustainment, personnel assignments and rotations, funding, and certification 
processes to ensure all essential processes were in place when required, proper 
training and equipment was available, and a realistic certification process was 
established. Implementing the recommendations will correct the identified 
weaknesses and assist in decisionmaking for the additional 22 teams. A copy of 
the report will be provided to the senior official responsible for management 
controls in the Army. 

Adequacy of Management’s Self-Evaluation. The Army did not identify the 
management of the WMD-CST program as an assessable unit, and, therefore, 
did not identify or report the material management control weaknesses identified 
by the audit. 
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Appendix B. Prior Coverage 


During the last 5 years, the General Accounting Office and the Army have 
issued six reports discussing CB defense initiatives for homeland defense. 
Unrestricted General Accounting Office reports can be accessed over the 
Internet at http://www.gao.gov. 


General Accounting Office 


General Accounting Office Report No. NSIAD-99-163 (OSD Case No. 1843), 
“Combating Terrorism; Need for Comprehensive Threat and Risk Assessments 
of Chemical and Biological Attacks,” September 1999 

General Accounting Office Report No. NSIAD-99-160 (OSD Case No. 1840), 
“Chemical and Biological Defense: Coordination of Nonmedical rh ^miral and 
Biological R&D Programs,” August 1999 

General Accounting Office Report No. T-NSIAD-99-184, “Combating 
Terrorism: Use of National Guard Response Teams Is Unclear,” June 23, 1999 

General Accounting Office Report No. NSIAD-99-151 (OSD Case No. 1807), 
Combating Terrorism: Analysis of Potential Emergency Response Equipment 
and Sustainment Costs,” June 1999 

General Accounting Office Report No. NSIAD-99-110 (OSD Case No. 1774), 
“Combating Terrorism; Use of National Guard Response Teams Is Unclear 
May 1999 


Army 


Department of the Army, Internal Review, Quick Response Audit Report 
No. Q99-6, “Utmost Advantage,” June 29, 1999 
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Appendix C. WMD-CST Composition 


Position 

Rank 

MOS' 

MOS Description 

Commander 

0-5 

OlA 

Officer Generalist 

Deputy Commander 

0-4 

OlA 

Officer Generalist 

Assistant Operations Officer 

0-3 

OlA 

Officer Generalist 



m 


Operations NCO 

s 

7IL 

Administrative Specialist 

Assistant Operations NCO 

la 

71L 

Administrative Specialist 

Logistics NCO 


92Y 

Unit Supply Specialist 

Administrative NCO 


75B 

Personnel Administrative Specialist 

Communications Team Chief 

E-7 

31U 

Signal Support System Specialist 

Information Systems Operator 

E-6 

74B 

Chemical Branch Officer 

Physicians Assistant 

0-4 

62B 

Field Surgeon 

Medical Operations Officer 

0-3 

70H 

Health Services Plans and Operations 

Nuclear Medical Science Officer 

0-3 

72A 

Nuclear Medical Science Officer 

Medical NCO 

E-7 

91B 

Medical Specialist 

Survey Team Leader 

0-3 

74B 

Chemical Branch Officer 

NBC^ Reconnaissance NCO 

E-7 

54B 

Chemical Operations Specialist 

2 - NBC Team Chiefs 

E-6 

54B 

Chemical Operations Specialist 

4 - NBC NCOS 

E-5 

54B 

Chemical Operations Specialist 


‘MOS - military occupational specialty 
^NCO - noncommissioned officer 
^NBC - nuclear, biological, and chemical 
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Appendix D. Management Comments on the 
Finding and Audit Response 


This section addresses comments provided by the Army Director of Military 
Support. The Army, in responding to the draft report, provided comments as a 
mark up of the draft report. The Army comments, have been extracted and are 
presented here with the associated audit responses. The Army comments and 
audit responses are presented by topic. 


Education 

Army Commente. The Army stated that the CSTs have been trained, but 
admitted that neither doctrine, the mission-training plan, nor the special text 
manual were completed. The Army also stated that the U.S. Army Chemical 
School may not have the resources to present the CST course during FY 2002 or 
FY 2003 because the establishment of the CSTs fell outside the Program 
Objective Memorandum Cycle. The Army also stated in its response that the 
course of instruction for the CSTs was taught by CST members and without the 
training aids that were Just now being procured by CoMPIO. 

Audit Response. We disagree that the CSTs could have been adequately 
trained when essential elements for training such as a final, signed doctrine; the 
mission-training plan; and the s[^cial text manual are not completed. The 
possibility of the training not being available, possibly for 1 or 2 years, because 
of funding constraints should be of paramount concern, given the high priority 
that this program should have. 

The Army las not responded to questions raised concerning the qualifications 
and credentials of CST instructors. Although military occupational specialty 
qualification was required for most members of the CSTs, ±e Army Chemical 
School would not confer this qualification on CST members attending the course 
because they felt the course would not be accredited by Army Training and 
Doctrine Command. Lastly, the Army has still not adequately addressed the 
issue of training courses that would be required for the WMD-CSTs to operate 
m a given smte. For example, although the California WMD-CST team 
members will receive DoD training, before they can operate in the state of 
California, they must also attend additional training required of all emergency 
responder personnel in California. The Army has maintained that, either this is 
an issue for the respective state national guards, or it is not an issue at all 
because the WMD-CSTs will be federalized under Title 10. We believe a 
training issue like this must be resolved before a WMD-CST becomes 
operational. 
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External Evaluations 

Army Comments. The Army stated that “FORSCOM [Anny Forces 
Command] did not have the subject matter experts to evaluate the procedures in 
the MATS, nor did successfully demonstrating these tasks require another 
scenario based external evaluation. Further, the Army stated 


. . . nothing precluded FORSCOM [Army Forces Command] from 
conductmg additional training with the units ... The point that should 
not be missed in this observation is that the external evaluations 
corroborated that the teams were capable of performing their mission 
even without some of the personnel. 


LaMly, the Army stated that “Operational equipment shortages (especially of 
PPE [personnel protective equipment]) have little to do with training.” 


Audit Response. After the initial external evaluations were completed, the 
Commanding General, Army Forces Command, prudently recommended in his 
report to the Director of Military Support that the WMD-CSTs undergo another 
evaltwtion [mmi-EXEVAL] on the items of equipment the teams were 
previously missing. The Director of Military Support acknowledged the 
execution of the EXEVALs and asserted that the requirement had been 

ftirAer was required. Subsequent to the completion of the 

in wmh CCT offered reevaluations for all 

10 WMD-CSTs. Only one WMD-CST (New York) accepted the offer and 
imderwent an EXEVAL with their equipment. It is also disconcening for the 
Army to state that shortages in equipment have little to do with training- 
especially for units where a large majority of the equipment was purchased from 
commercial vendors. Unless the teams had the equipment, they could not 
possibly be trained on it because it was not standard issue wi thin the Armv We 
reiterate that Section 51 1 of the FY 1999 Defense Authorization Act requires 
proficiency in all mission areas. ^ 


Certification Process 

Army Comments. The Army response stated, “The WMD-CSTs who have 
requested certification have the requisite personnel, equipment, and training to 
be proficient in mission requirements.” The Army also stated that certification 
IS a one-time requirement to comply with the requirements of Section 511. 

Audit Response. Section 511 of the FY 1999 Defense Authorization Act is 
ye^- straightforward. It requires the WMD-CSTs possess the requisite skills 
training, and equipment to be proficient in all mission requirements. 

Conversely, the criteria established by the Army for certification was a 

*=3 (marginally combat ready), the completion of an 
external evaluation, and a request from the commander for certification. 
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Flaws in the education and training of the WMD-CSTs were discussed earlier in 
the report. Further, the Directorate of Military Support and CoMPIO failed to 
ensure that neither the training nor the EXEVALs were conducted in an order 
which ensured proficiency as required by Section 511. We also believe there is 
a need for recertification or readiness inspections of the WMD-CSTs. The 
Army does impose those types of requirements on other types of units in the 
Army, for example, tank and artillery crews. 


Safety 

Army Comments. The response stated that the Inspector General, DoD, 
auditors identified no safety issues. The Army also stated that true safety 
concerns can be reported to the Defense Consequence Management Support 
Center with requests for support or sent to an Equipment Technical Working 
Group for validation, and if necessary, action. 

Audit Response. We met with representatives of the Army on several 
occasions to discuss issues, the majority of which dealt with safety-related 
matters identified by the WMD-CSTs. For example, the lack of information on 
the parameters of the commercial-off-the-shelf equipment was a continuing issue 
as was the lack of personnel in key positions, and specifically issues related to 
the MALS vehicle. The meetings included discussions with the Principal 
Deputy Assistant Secretary of Defense for Reserve Affairs, the Deputy Director 
of Military Support, the Director of CoMPIO, the Special Assistant to the 
Secretary of the Army for Military Support, and other Defense officials. At 
those meetings the Inspector General, DoD, personnel were dismissed by the 
Army as not being sufficiently sensitive to the importance of getting the 
WMD-CSTs certified. Further, it is neither expeditious nor reassuring to the 
members of the WMD-CSTs that they may have to await the decision of a 
working group to find out if they have a “true” safety concern while on call to 
respond to a possible WMD event. The WMD-CST members have safety 
concerns that the Army should address. 


Equipment 


Army Comments. The Army provided a variety of responses to the equipment 
concerns identified in the draft audit report. According to the Army, what few 
equipment-related issues that did exist have been rectified. 

Audit Response. The Army comments attempt to minimize the importance of 
questionable equipment decisions made by CoMPIO without satisfactorily 
adtossing them. For example, the issue of the florescent microscope not fi ttin g 
inside the vehicle has been corrected through the use of extension cords with 
surge protectors, or unplugging other equipment in order to perform chemical 
analysis. The effect is a degradation to the mission of the WMD-CST. 
According to WMD-CST personnel, the florescent microscope is now to be used 
in a tent that is to be erected next to the MALS vehicle. The modification does 
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not adequately address the issue and raises other concerns. Further the MALS 
has gone beyond its original concept to include movement of additional 
equipment at a cost of over $400,000 with no consideration of the set-up and 
^rdown time should a sudden wind shift occur. Another issue was the HEPA 
filter in the back of the MALs van. In response to questions about the safety of 
removing the HEPA filters, the Army stated that “this is contrary to the peer- 
system by a team of industrial hygienists at 
SBCCOM and experience of the SBCCOM team that installed and checked the 
Wters. User feedback and concern, however, have been addressed by 
the . . . qu^ity review. ” We believe that the requirement for a single individual 
to reinove five, metal-encased filters, each weighing about 30 pounds, into a 
thm plastic bag without puncturing it deserves additional attention. 

Reliance on Conunercial-Off-The-Shelf Equipment 

Anny Conunents. pe Army stated that of the 90 line items of equipment that 
Me fielded to each WMD-CST, 70 percent are commercial-off-the-shelf and 
JU percent are standard Army items of equipment. The Army stated that all of 
the Items were^ordinated through and approved by the National Guard Bureau 
headquMters. The Army stated that commercial-off-the-shelf equipment was 
acquired to e^ance the capabilities of the WMD-CSTs and ensme their 
interoperability with the civil response units they support. 

Audit Response. WWle some commercial items did not have any military 
equiyalent, the majority of items did haye a standard issue counterpart. For 

deyeloped a Leyel-A suit that the suryey team could use 
when entenng the warm or hot zone. Howeyer, the teams were issued 
commerci^ suits instead. There was no evidence a comparison of the two suits 
items of equipment were provided to the 
WMD-CSTs without sufficient review of all available military equipment By 
choosing to go with *e Interagency Board recommendations, a board they 

2 nd Service processes for validation. As 
leverage existing resources but rather created additional 
®“®* 2 inment costs. This contributed to increased cost estimates of 
jJoT 2 single team versus the original estimate of 

nil. WMD-CSTs are Army National Guard 

mits and It is imperative that they have the same equipment as other Army 
National Guard units to the greatest extent possible. ^ 

Coordination with the Federal Bureau of Investigation 

* 2 t the roles and missions of the 

WMD-CSTs haye been clearly delineated in many forums and documents. The 
Army stated Aat the WMD-CSTs have been encouraged to coordinate to 

a™v T incident response. The Army stated that the 

Amy General Counsel advised against addressing any law enforcement 
references m the doctrine because the function of the WMD-CST is consequence 
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management, not crisis management. The Amy also stated that the 
memorandum discussed in the audit report resulted from one team and an 
Federal Bureau of Investigation on-scene agent not communicating properly. 
Additionally, the Amy stated that there is no need to be concerned that the 
WMD-CSTs would be collecting evidence, since their role is to only collect 
samples to identify potential agents. 

Audit Response. The Amy needs to establish the roles and missions of the 
WMD-CSTs beyond the advertised “advise, assist, and facilitate” that have been 
put forward in various arenas. This should begin with the recognition diat crisis 
management and consequence management can and probably will occur 
simultaneously. There is no clearly recognizable time at which an event will 
transition from crisis management to consequence management. Both can occur 
simultaneously. The Amy must also recognize and adtkess the issue that 
samples of possible agents could also serve as evidence in the event of a 
criminal prosecution. The roles and missions of the WMD-CSTs will require 
continual coordination and updates with diverse Federal and state agencies. 


Sustainment of the WMD-CSTs 

Army Comments. The Amy stated that one of the specific functions of 
CoMPIO was to develop the FY 2000-2003 Program Objective Memorandum 
requirements, and concluded that CoMPIO had properly managed the 
WMD-CST program. On the subject of recurring certifications of the 
WMD-CSTs, the Amy stated that “neither the Amy, nor the National Guard 
have included funding requests for these requirements in their annual budget 
submission; Even without additional funding the priority of these units will 
ensure they receive support before lower priority units. ” The Amy also stated 
that “the USACMLS [U.S. Amy Chemical School] may not be prepared to 
present the course on its own until FY02 or 03 [FY 2002 or 2003]. Neither 
TRADOC [Amy Training and Doctrine Command] nor the USACMLS have 
programmed resources to support this course or the WMD-CSTs as their initial 
fielding and training development occurred inside their POM [Program 
Objective Memorandum] cycle ... the training has been paid for by Amy 
funds, received in Program Budget Decisions, and Congressional adds, but has 
not been included in the Service POM. The FY02 [FY 2002] and FY03 
[FY 2003] are at risk for lack of sustainment funding for the teams and the 
support organizations.” 

Audit Response. These funding issues should be given close attention by DoD 
as the FY 2002 budget is finalized and the next POM is prepared by ARMY. 
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Appendix E. Report Distribution 


Office of the Secretary of Defense 

Under Secretary of Defense for Acquisition, Technology, and Logistics 
Under Secretary of Defense (Comptroller) 

Deputy Chief Financial Officer 
Deputy Comptroller (Program/Budget) 

Under Secretary of Defense for Personnel and Readiness 

Principal Deputy Assistant Secretary of Defense (Reserve Affairs) 

Assistant to the Secretary of Defense for Chemical and Biological Defense Programs 
Assistant to the Secretary of Defense for Civil Support 
Senior Advisor to the Deputy Secretary of Defense for Chemical and Biological 
Protection 


Department of the Army 

Assistant Secretary of the Army (Financial Management and Comptroller) 

Chief, National Guard Bureau 

Auditor General, Department of the Army 


Department of the Navy 

Naval Inspector General 

Auditor General, Department of the Navy 


Department of the Air Force 

Assistant Secretary of the Air Force (Financial Management and Comptroller) 
Auditor General, Department of the Air Force 


Unified Command 

Commander in Chief, U.S. Joint Forces Command 


Non-Defense Federal Organization 

Office of Management and Budget 
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Congressional Committees and Subcommittees, Chairman and 
Ranking Minority Member 

Senate Committee on Appropriations 

Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Armed Services 
Senate Committee on Governmental Affairs 
House Committee on Appropriations 

House Subcommittee on Defense, Committee on Appropriations 
House Committee on Armed Services 
House Committee on Government Reform 

House Subcommittee on Government Management, Information, and Technology, 
Committee on Government Reform 

House Subcommittee on National Security, Veterans Affairs, and International 
Relations, Committee on Government Reform 
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Under Secretary of Defense for Personnel and 
Readiness Comments 


Final Rqjort 
Reference 



UNDER SECRETARY OF DEFENSE 
4000 DEFENSE PENTAGON 
WASHINGTON. O.C. aO301-4000 


DEC 1 4 aioo 

AOIMtM 

MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE 

SUBJECT: Audit Report on Management of National Guard Weapons of Mass 
Destruction-Civil Support Teams (Project No. D2000LA-0023) 

O'ormerly Project No. OLA-01 17) 

Thank you for the t^^rtunity to comment on the draft audit report I predate 
the concerted edbns of the team to provide constructive comments to improve the 
Department's WMO-CST progr am 

The Assistant to the Secretary of Defense for Civil Support (ATSD(CS)), die 
Principal Deputy Assistant Secretary of Defense for Reserve Affairs (PDASD(RA)) and 
the Dqjuty Assistant to the Secretary of Defense for Chemical and Biological Defisnse 
Programs (DATSD(CBDP)) provided comments to the draft audit. The ATSD(CS), 
DATSD(CBDP) and the PDASD(RA) concurred with the draft audit's recommendations 
with the following exceptions: 

The ATSD(CS) is die responsible entity for coordinating and integrating the 
domestic consequence management program, the PDASD(RA) will work closely 
with that office to ensure the appropriate intaigcncy coordination is for the 

employment of the WMD-CSTs. 

The DATSD(CBDP) recommends that program oversight for ail chemical and 
biologicai defense research, development, and acquisition as it pertains to the 
WMD-CST inogram be assigned to her office. 

The reconunendation to seek reassignment of die program mana gBrngnt oversight 
respwisibilities for the WMDCST Program to the ASD(RA) is sadsfectoriJy addresse d 
by Deputy Secretary's Novenfoer 9, 2000 memorandum, wdiich directs the Anny to 
continue to manage the program, with ASD(RA) laoviding specific policy giiidanej! and 
overset consistent with the broader policies of the ATSD(CS). 

The draft audit recommendation to seek disestablishment of the Consequence 
Management Program Integration Office (CoMPIO) has already been accomplished by 
the Deputy Secretary of Defense. In the aforementioned November 9, 2000, 
memorandum, Secretary de Leon initiated the process to disestablish and transfer the 
functions of CoMPIO. 

The Deputy Secretary's direction to PDASD(RA) to initiate a comprehensive 
review of the WMD-CST program already has been undertaken. The PDASD(RA) asked 
the Army to perform a comprehensive review and make recommendations which will be 
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reviewed by all key OSD stafT elemaits prior to malriTig final recormneiidations to the 
Secretary regarding needed ptopam adjustments. We anticipate that this review 
will result in providii^ needed clarity on the roles and missions and requirements for 
these teams. 


If you have any general questions regarding these overall comments, please 
cont^ Ms. Ellen Embrey, DASD, 0ASD/RA(MACA), at 697-d63 1 . Should you have 
specific questions on the comments provided by other ofBces, please address them to 
tlttir re^jective POCs. 





Bernard Rostker 


Attachments: 
As Sttted 




Office of the Assistant Secretary of Defense 
1 SOO Defense Pentagon 
Washington. DC 2030i*tsoo 


i 2 2ajj 

MEMORANDUM FOR INSPECTOR GENERAL OF IHE DEPARTMENT OF DEFENSE 

THROUGH: UNDER SECRETARY OF DEFENSE FOR PERSONNEL AND READINESS 

SUBJECT: Audit Report oaManagemencofNadoitai Guard Weapons of Mass 
Dcstniction-CivU St^n Teams Object No. D2000LA-0023) 

(Foimerly Project No. OlA-OI 17) 

Thank you for the opportunity to comment on the referenced draft audit report. 

The draft audit provides a series of Insi^iis that identify problems with the 
WMD-CST program. The importance of these teams, and of the insights biou^to bear 
regarding the ctittcal short&lls identified in the draft iqiort has resulted in a series of 
OSD actioos; 1) closer scrutiny of the Ann/s certification process for the first 10 teams; 

2) the disestablishinent of the CoMPIO; and 3) the comprehensive DEPSECDEF ordered 
program review of the WMD-CST program. 

The draft audit proposes several sqpecific recommendatioDs that explicitly identify 
the Assistant Secretary of Defense (Reserve Afeirs) as the Department of Defense 
Action Agent to resolve identified sboitfidls with tbe Weapons of Mass Destmctioo-Civil 
Siqiport Team (WMD-CST) Program. This memorandum addresses each of flic 
recommendations in paragraphs 2 and 3 of tbe draft audit report, which pertain to the 
responsibilities of this oflBcc regarding the WMI>-CST Propam. 

The reco mm e n d ati on in pan^aph 2a, to coordinate directly with tbe Federal 
Bureau of Investigation, is not consistent with the Secretary of Defense’s April 1, 2000, 
memorandum regarding the Consequence Management Responsibilities Within tbe 
Department of D^ense for Incidents Involving Chemica], Biological, Radiological, 

Nuclear and High Yield Explosives (CBRNE-CM). For tbe purposes of interagency 
coordination, the Assistant to the Secretary of Defease for Civil Support (ATSD(CS)) is 
the primary focal point within DoD for all domestic CBRNE-CM support, while the 
Assistant Secretary of Defense for Special Operations and Low Intensity Conflict 
(ASD(SOLIC)) remains the DoD fo^ point for both domestic and overseas crisis 
managcmenL Accordii^ly, the Office of the Assistant Secretary of Defense for Reserve 
Affairs works with both of these offices to ensure the a{^>ropriate interagency 
coordination is made for tbe employment of the WMD-CSTs. 

The recommendation in paragraph 3, to conduct a thorough program review of the 
WMD-(3ST program, is already underway, in accorttance wdlh the Deputy Secretary of 
Defense's November 9, 2000, memorandum on “lostitutionaJizing the Functions of the 
Consequence Management Program Integration Office (CoMPIO).” In his 
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memorandum, he directed that I initiate a comprehensive review of the WMD-CST 
program and advise him of any corrective actions needed by January 15, 2001. This 
memorandum also set in motion many administrative actions which will address many of 
the findings and recommendations of the draft audit report 1 have included a copy of this 
memorandum for your reference. 

According to the Army, many of the observations made by the IG team have been 
rectified durii^ the time that the report was developed. The Army has reviewed the 
ceitificatioD process and appropriate chanps have been made. The ongoing program 
review should refine and clarify WMD-CST doctrine, training, leader development, 
logistics, manning, oper^onal and perscmncl requirements and help resolve many of the 
issues identified in the draft audit 


If you have any questions regarding these comments, please contact Mr. John 
Hathaway, OASD/RA(MACA), at 693-2164. 

Charles L. Ciagin 

Principal Deputy Assistant Secretary 



Attachment: 
As Stated 


46 




110 


DEPUTY SECRETARY OP DEFENSE 

1 0tO DEFfiNSE PEMTAaON 
WASHINGTON. DC 20301*1010 

NOV 0 92000 

MEMORANDUM FOR SECRETARY OF THE ARMY 

UNDER SECRETARY OF DEFENSE (ACQUISITION, 
TECHNOLOGY AND LOGISTICS) 

UNDER SECRETARY OF DEFENSE (COMPTROLLER) 
ASSISTANT SECRETARY OF DEFENSE (RESERVE AFFAIRS) 
COMMANDER IN CHIEF. U.S. JOINT FORCES COMMAND 
ASSISTANT TO THE SECRETARY OF DEFENSE (CIVIL 
SUPPORT) 


SUBJECT! inufitittinnuliriTig the Functioiu of thc MsDagemeot Ptognm 

IntegratioD OfBce 


Since the of die Office of de Assistant to (he Seoetary of Defense for 

Gvil Support, the stand^tqp of the Joint Task Force - Gvil Support, and the Department's 
success^ paiticipiUiQn in TOPOFF 2000, we have made considerable progress in 
coosoiidatiiig our domestic Chemical, Biological, Radiolt^cal, Nuclear, high-yield Ei^losive- 
Consequence Management (CBRNE-CM) initiatives into a more comprehensive and coherent 
program. Part of that process is fee institutionaiization of the functions of the Department of 
the Aimy’s Consequoice Maiu^ement Pro^^ Integratioo Office (CoMPIO). Since 1 99S, 
COMPIO has successiully established ten Gvil Support Teams and developed plans for 
int^rating the Resent ConqxHient into the consequence maoi^ement mission. Now that the 
Department has new organizations and a new focus on domestic consequence management, it is 
time to integrate the COMPIO's functions into existing DoD organizations and processes to 
ensure greater effectiveness and oversight of the programs. 

I have reviewed the proposed realignment of COMPIO's functions at Tab A developed 
by your organizadoos in conjunction with the Assistant to the Secretary of Defense for Gvil 
Stqq>oil 1 strongly agree that realignment is necessary to achieve the Department’s objectives 
in a coordinated maimer usii$ standardized DoD processes. While the goal would be to 
disestablish the COMPIO and tnmsfer its functions as soon as possible, I am sensitive to your 
requests for a detailed transition plan. 

Therefore, I am directli^ the Secretary of the Army to coordinate wife 
USD(Acquisition, Technology and Logistics^ USD(Comptroller), ATSD(Civjl Siq)poit), 
PDASD(Reserve Aifeirs), and CINCJFCOM to i^are a detailed traiwtion plan consistent 
wife the attached proposed realignment. The USD(ComptrollK’), together with ATSD(Civil 
Support), USD(Acquisition, Technology and Logistics), PDASD(Reserve Af^rs) and the 
Seoetary of fee Army, will develop and coordinate a PBD to adjust resources for FY02 and the 
outyears to oisure that receiving organizations receive needed resources to acconqilish their 
responsibilities for this important program. 1 expect to receive the transition plan and draft 
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PBD by 27 Novemb^ 00 for inq)lementatioD on I December 00. The short suspense is critical 
since decisions can only be recorded in a during the budget review period imding in mid* 

December. Consideration should also be given to the pennanent ceiling cm the total number of 
OSD pasonnel established fay 10 U.S.C. $143. 

1 further direct the I^ASD(Reserve Af&irs) to initiate a con^srehmsive review of the 
WMD Civil St^)poit Team program and advise me on any contctive actions needed by 15 Jan 
00 . 


Attachment 
As stated 

cc: Under Secretary of the Navy 

Under Secretary of the Air Force 
Director, Joint Staff 

Principal Deputy Under Secretary of Defense (Policy) 

Principal Deputy Undo* Sectetiuy of Defease (Personnel & Readiness) 

Assistant Secretary of Defense (Command, Control, Communications &. Intelligence) 
Assistant Secretary of Definue (L^islative Affairs) 

General Counsel of the Departn^ of Defiense 
Director, Administration and Managanent 
Director, Program Analysis A Evaluation 
Commander, Joint Task Force (Choi Support) 
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OFFICE OF THE SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 
WASHINGTON, DC 20301-1000 


NOV -T 2000 


MEMORANDUM FOR PRINCIPAL DEPUTY UNDER SECRETARY (PERSONNEL AND 
READINESS) 

SUBJECT; Draft DoDIospector General Audit Report on Management of National Guard 
Weapons of Mass Destruction Civil Support Teams 


Thank you for the opportunity to comment on the referenced draft audit report While I 
believe the r^ is very thorough with respect to the WMD Civil Sqtpott Team (CST) program, 
the draft audit report fails to reference the responsibilities given to the Asaistam to the Secretary 
of Defense fttr Civil Support (ATSD-CS) by the Secretary of Defense last year to coordinate and 


As you ate aware, we reached many of the same conclusions in the hrspeotor General’s 

draft audit report regarding fee need for strengthened oversight of the COMPIO and the CST 
program in partcular. Accordingly, many of the recommendations contained in the draft report 
are already being implemented as the resdt of a summer-long review led by the Office of the 
ATSD-CS. This review resulted in recent guidance ftom the Deputy Secretary of Defense to 
realign the COMPIO's functions and resourees. I believe these proposed corrective actions will 
serve to enhance oversight and tnanagemem of the CST program and institutionalize the 
COMPIO’s functions, as qpropriate, into existing Dqiartmental processes and organizations. 

I note that several of the draft audit report’s recommendations pertain to CST 
certiftcatton. It is our view that die CSTs should be certified once they have met the criteria 
designated in Section 511 of the FY 1999 National Defense Authorization Act. 

Please do not hesitate to contact me at (7ro>da2-71 16 if you have any questions. 


-EamelaB. Boirowsky 1 
Assistant to the Secretary of£ 
for Civil Support / 


Q 
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ASSISTANT TO THE SECRETARY OF DEFENSE 

3050 DEFENSE PENTAGON 
WASHINGTON. DC 20301-3050 


Of :iO0O 


MEMORANDUM FOR PRINCIPAL DEPUTY UNDER SECRETARY OF DEFENSE 
(PERSONNEL AND READINESS) 

SUBJECT: Audit Report D2000LA-0023, ''Management of National Guard Weapons of Mass 
Destruction>Civil Support Teams” 

Per your request, attached are our comments on the subject audit. While my predecessor 
requested the audit, my office was not involved until we wcae mItwI to review the report. 
Request that the Inspector General modify this report to reflect that relationship. 

While I concur with the finding that the CoMPIO did not manage the WMD-CST 
program effectively, I do not agree with the recommendations provided. As outlined, the 
oversight of research, development, and acquisition would be given to the Assistant Secretary of 
Defense for Reserve Aflaiis. This alignment of responsibility conflicts with the oversight 
respoQsibilides given to the Under Secretary of Defense for Acquisition, Technology, and 
Logistics under Title X of the U.S, Code and the specific chemical and biologica] defense 
program oversight responsibilities given to this office under Title 50 U.S. Code, Section 1522 
and SECDEF Directives. 


Anna Johnson-Winegar, Ph.D. 
Deputy Chemical/Bioiogical Defense 
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Final Report 
Reference 


Comments on DoD IG Audit Report, “Msnagement of National Gnard Weapons of Mass 
DestnictioD — Civil Support T eams ,** 

Project No. D2O00LA~0Q23 (formeriy Project No. 0LA-0U7) 


1 . Page i, first paragraph: 

Provide the date and name of the requestor. 

Justification: The current DATSD(CBD), Dr. Arum Johnson*Winegar has neithn requested nor 
participated in this audit 

2 . Pages i*H, “Summary of Recomraendationa"; 

Cormnent: Please align the recommendation stated in *e ‘^ccutive Summary" with the detailed 
comments provided below. 

3. Page 1, second paragraph: 

Replace the last two sentences with, “The team was to produce a comprehensive plan to increase 
the DoD response crq)abilitie8 while developing the potential within the Reserve Component 
units.” 

Justification: According to the “Methodology” section (pp v-vi) of the Tiger Team Report, while 
the study evaluated the whole DoD role in support <rf the federal response, it focused on 
developing the capabilities of the Reserve Component 

4. Page 2, incomplete paragraph at top of p^e: 

Delete “state emergency management agency.” 

Justification; State emergency inanagement agencies are not considered “first responders” but 
are instead the planning arm of the state response. If they deploy to a scene, they usually assist 
the local on-scene commander by integrating state assHs for long-term operations. 

5. Page 2, “Existing Federal WMD Response Capabilities”: 

Delete “explosive ordnance disposal.*' 

Justification: The CBIRF lacks a qualified EOD team within the unit and, therefore, cannot be 
labeled as self-contained” in this area. When the CBIRF needs this assistance, it will call upon 
either Navy units or the 52“* Ordnance Group to dispose of conventional high explosives or a 
combination of EOD and the Army’s Technical Escort Unit for CB weapons. 

6. Page 2 & 3, “Existing Federal WMD Response Capabilities”: 

Comment; The selection does not cover a representative sample of DoD's response assets in this 
area. 

7. Page 4, “Program Management of WMD-CSTs.” and Page 4-5 “WMD-CST Doctrine": 
Replace “Doctrine for the WMD-CST was not fully developed and ^jproved,” with, “Doctrine 
for the WMD-CSTs was not developed in coordination with the Joint Staff or with the Army’s 
DTLOMS process.” 

Justification: CoMPIO did produce a very rough WMD-CST Handbook and CONOPs before 
training the first WMD-CST, however, the documents and the corresponding Mission Essentia) 
Task Usi never rose for review. While US Army’s TRADOC and Chemical School provided 


Revised 


Revised 


Page 1 
Deleted 


Deleted 


Revised 


51 
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Final Report 
Reference 


Revised 


Revised 


Revised 


intennittent support to the CoMMO’s ^om and can be equally criticized, the CoMPIO’s 
mMagement style, based outside of nonnal Service channels, marii* it difficult for any traditional 
Service organizMon to meet CoMPIO deadlines or unrealistic expectations. 

8. Page 12, paragraph 5, line 3: Hus sentence recommends that the WMD-CSTs complete 
EXEVALs. However, on page 10 of the Audit Report, an ORI is recommended as "a better 
enteria than an EXEVAL for measuring WMD-CST capability and perfomiance." Need to be 
consistent on recommendation. 

9. Page 13, “WMD-CST Equipment and Safely”: 

Rqjlacs existing paragraph with. “The ability of the WMD-CSTs to effectively and safely cany 
out their misaion la quealionable becauae of the managemcol and fieldmg of the teams' TDA 
eqoipmmt. The TDA hat was originany taken from the Tiger Team Report, Annex F, which also 
established the funding, personnel, and training requirements for the team. During the initial 
months of the standttp and ftmding of the CoMPIO. the TDA equipment had grown without 
evaluation by subject experts widan the Army. CoMPIO, despite lacking acquisition 

certified personnel familiar with chemical and biological defense systems, retained a cq uisition 
decision authority. The result was a T1>A not officially amhorized by the Army, and continues to 
change. The equipment fielded to the teams was not subject to testing and evaluation or the 
ngora of an Operational Requirements Document to ensure that it would provide the uffded 
capabilities or could be sustained within the Service infrastructure. Sustainment (rf fielded 
systems was instituted in a specialized facility that did not draw upon existing resources The 
detUcated facility raised the cost to support the WMD-CSTs and is outside of either Army or 
National Guard Bureau chain of cooimand.'’ 

Justification: The management of the CoMPIO, especially in regards to acquisition of material, 
contributed to the falure to field the necessary systems to the WMD-CSTs in a timely fashion.' 
^[ther, the growth in the TDA list has contributed to the funding problems for the 17 WMD 


10. Page 13, “TDA Development and Equipment Acquisition": 

Insert after. “. . . an accelerated timetable that was imposed by CoMPIO,” the following. 
"Accoiding to the timetable preacnied in the Tiger Team Report, the initial ten teams were to be 
^ CoMPIO compressed the schedule for ccrtificalioo to be complete by 

Justification: The Tiger Team Report proposed a much less ambitious fielding schedule that 
would allow for experimentation and testing. CoMPIO eliminated two years on the schedule 
without apparent justification. The lack of acipiisition trained personnel contributed to the 
adoption of this risky schedule, especially since CoMPIO had added untested items to the TDA. 

11. Page 13, 'TDA Development and Equipment Acquisition”: 

Insert, “Army's Force Development Branch,” after**. . . Army’s Office of the Deputy Chief of 
Staff for Logistics, ...” 

Justification; Force Development Branch (or DAMO-FDB) is responsible for organizing, 
training, and equipping NBC defease units. 

12. Page 13, ‘TDA Development and Equipment Acquisition": 
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Final Report 
Reference 


Insert a new last paragraph for section, “According to the Tiger Team Report, the cost 

for equipping 54 National Guard WMD-CSTs was $18, 191,953. The CoMPIO’s current 
estimate to equip <me team is $10.9 Million. The ^wlh in funding is a result of a lack of 
requirernents discipline, poor oversight, and lack of acquisition certified personnel. The oversight 
process in the Army was ignored in favor of speed and recommendations of the Interagency 
Board." 

Justification: The risky fielding schedule and lack of out-year ftmds can be traced to the 
unsupported increase in requirements to field a WMD-CST. 

13. Page 15, “Acquisition, Sustainmem, and SuRxm of WMD-CST Equipment”: 

Replace section beginnmg, “Additionally, the heavy reliance ...” to the end of paragraph with, 
“The lack of a structured acquisition program with qualified personnel within CoMPIO 
magnified the risk of unit fielding and sustainment. The requirements developed by the CoMPIO 
did not match those in the Tiger Team Report and depended heavily on the input of the 
Interagency Board. The use of the Interagency Board led to a case where DoD op«ational 
requirements woe developed and vetted outside of Department and Smvice processes. 
Sustairanent of the WMD-CST major end items and commercial-off-the-shelf systems becomes 
a long-term consequence of the CoMPIO approach, as support for the Lexington facility cm^ r s 
at sMtional cost rather than levcragiog existing Service or National Guard resources.” 
Ju^catiwi: The purchase of COTS equipment is a viable option for DoD when it meets 
t^»crational requirements, has been tested and evaluared, and can be sustained widiin the system, 
histead of using Department and Service mechanisms, CoMPIO sourced major end itama 
themselves and justified their lack of testing and evaluation on the compressed time schedule— a 
schedule develq)ed by CoMPIO and not vetted within the Department. 

14. Page 16, “Acquisition. Sustainment, and Support of WMD-CST Equipment,” incomplete 
paragraph at top of page: 

Delete, “to the National Guard Bureau.” 

Justification; Transition of this sustainment function to the National Guard Bureau is outside of 
the normal way the Army supports its NBC units. As tiie CoMPIO suffers from its uniqueness 
already, the mstainment function should be transitioned to the af^priaie Ser\icc office with 
oversight by the Service logistics office and the USD(AT&L). The Eteputy Secretary of Defense 
in a 9 November 2000 memorandum, subject: “Institutionalmng the Functions of the 
Consequence Management Program Integration Office,” directed the USD(AT&L) lo assign a 
Defense Component to execute the consequence management program. WMe this letter 
after the draft DoDlG report, its content should be included in the final audit report 

15. Page 17, “Medical Chemical Defense Matcricr: 

Rewrite third sentence, “The policy exists partly because medical chemical materiel 
items are potency-dated, consist of controlled substances, and require a high level of stockpile 
maintenance and inanagement.” 

Justification: The centralized control of these items is also to keep them fiom being abused. 
Diazepaam, part of the nerve agent antidote, is known commercially as Valium. 

16. Page 18, “Equipment Variations”; 


Deleted 


Revised 
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Reference 


Revised 


Revised 


Page 19 
Revised 


Revised 


Page 28 
Revised 


Rewrite first sentence of sectKM^, “Equipment variations were the result of poor management and 
oversight and the lack of requirements definition, testing, and configuration control.” 
Justification: 1116 lack of management and oversi^t should be more specifically identified, as it 
goes to CoMPIO’s complete lack of a validated concept of operations, well-defined mission 
essential tasks, material requirements based on those tasks, and qualified personnel to manay. 
the development programs. 

17. Page 18, “Paang Items”: 

Ins^ “testing and evaluation” to the list of items lacking in program management 
Justification; Specific equipment issitfs could have been identified and addressed prior to 
fielding had a test and evaluation plan been in place. 

18. Page 18, “Mobile Analytical Laboratory”: 

Add at the end of the paragrajrfi, “Further, no analysis was conducted to compare the capabilities 
provided by the MALS with those of othw existing military or commercial systems.” 
Justificatimi: The audit notes die lack <rf a mission needs statement prior to the development of 
the MALS. As significant, is the lack <rf a cost-benefit analysis of systems that could provide 
similar capabilities. 

19. Page 21, “MALS Glove Box and FUtration System.” first paragrafA, last sentenc e: 

Replace “. . . will be inherited by the National Guard Bureau.” With, “must be addressed after 
CiaDsition." 

Justification: Please see justification to comment 13. 

20. 27, ''Recommendations,” ReconuDendalion 1 , a: 

Replace 'Under Secretary of Defense for Personnel and Readiness” with the “Secretary of the 
Aony.” 

Justification: The Secretary of the Army owns the CoMPlO, which is overseen by ATSDfCS) 
andtheSASA(MS). 

21. Page 27, “Recommendations,” {^commendation i,b: 

Rewrite recommendation, “b. Seek transfer of program management oversight responsibilities 
for tile Weapons of Mass Destiuction-avii Support Teams to the Under Secretary of Defense 
(Acquisition. Technology, and Logistics) and the Deputy Assistant to the Secretary of Defense 
(Chemical and Biological Defense), with policy oversi^t by the Assistant to the Secretary of 
Defense (Civil Support) and program inte^ation by the Special Assistant to the Secretary of the 
Army (Military Support). 

Justification: Please see the Deputy Seerwary of Defense 9 November 2000 mftmn ranHmn 
subject: “Institittionalizing the Functimts of die Consequence Management {>iogram Integration 
Office,” which directed the USD(AT&L) to oversee the program management of the CoMITO. 
While this letter dates after the draft DoDKj report, its content should be included in the final 
audit report. The reconunendation also violas Titles lOUSC and 50USC1522. as ASD(RA) 
does not ovenee the research. dcvelo|Hocnt, and acquisition of systems and all c hcm i ca ] and 
biological defense research, development, and acquisition is conducted in a defense-wide 
account under the oversight (rf DATSD(C»D). 
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Reference 


22. Page 27, “Recoimnendations,” Recommendation 2, a: 

Replace, “Federal Bureau of Investigation” with “Department of Justice and Federal Emergency 
Management Agency.” 

Justification: According to PDD-39 and reinforced in PDD-62, the Department of Justice is 
responsible for crisis management, while F^IA is responsible for consequence management. 

23. Page 27, “Recommendations,” Recommendation 3; 

Insert Deputy Assistant to the Secretary of Defense (Chemical and Biological Defense) to the list 
of organizations participating in die program review. 

Justification: Please see justification provided in comment 21. 


Page 30 
Recommen* 
dation 4 
Revised 
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Department of the Army Comments 



DAMOODC 


DEFARTWMT OF THE AMIY 
omecTM OF MutMur tumtir 
4«AMIVFBfnaoi« 
wMHMaroN, 



MEMORANDUM IHEtU DEnTTY Glllg Of 3TA 


^OrERATIONS 


SPECIAL ASSISTANr TO THE SBOlBrARY OF THE 

ARMY FORI MJ I AIlIf SUMOIVT 


\ivi \jr xnc , I 


FOR UKDER SECRETARY Cff 1HE ARMY 

SUBJECT: AnA Rapa** nw M— yjwni /rf fWpi n;fi^pn p j fff 

Man DeflOudiaoOvil S i ypo it Tema (WMZ>CSTs) 


1 . R etoatc DODiai^ectNo.l>200(SA-(XQ3,DiaftofAFnmMedAsdhRfp^ 
Sulgect ai abore, dittd October 12. 2000. 

Z EackwdutlKAaoT’erevotae to OwDiiftADdh Report fir ymiriBviBvreiM^ 
^iproviL The Annjr’s zcqiaasB rirmoojtertei the AznQr*B aii jJia*?* on taSticf, leadmess, 

ad cotomitoieat to eosniag Oe VMD-CSTi lie fnfHed to pofixm liKir vital 

cmaegoence m a nii g mi eitn^ !talaomcJafatrMmq| infi»m«t<i^ tFift**««fT 

indifidi^ peoooal protectl^ e^i^aiMait, nd IX^attnieat of DefboK 
cozmsDiBg^ridLtheWMD'CSTotstifiGtokopioceB. Due to ftenmbCT of issues citn) 
byflieDoDIO.flBAniy*i conuimjto ge aiAwfcte dhitiiewpotthibold^pc. 

3. Tin Anay’a wyiMe ^ 

nstitntnaatixa ttie tertim ofibe Coneqneace Maai^nieDt ProEmo bt^atkin 
OflSce wjtlm toe DepBtBiBit of Deftaae, Bd aoo-canoBienoe with t locomiMaid^ 
toddajrcettificatiaaoftoeWMD'CSTA IbBAniiyliaacoaedadddcaanea cited in 
toerepocL 

4. Specific p^poli^ieGciinBeadat^ciled in toe lepoct do not rdato to toe 

opBiatiooal isnee toaniaed. The draft Rpoit contams nni^ uoKbataodaled statemeats 
and di«TO inconea eoodiaiina, as toe aoA wu conducted ivliile tl» teantt ^me in 
mining and not yet opsitianaL ■ f fot df sl tfaf 

toaflfertthruwiiiimag^iit inlopenaiooaioonchaioaB with toe DoPlG prior to toe 
relate oftoe draft report Acomdingiy, we pnpoae that the draft iqwit remain in draft 
and exsnpt fiom public leleaae. 

5. Request toe Under Seeretoyoftoe Army appwe the Asay’s response to the DoDIO 
Draft Aodh and sign toe tzaasmiltil letter (enclosed). 
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UNDER SECRETARY OF THE ARMY 

WASHtNQTON 

December?, 2000 

MEMORANDUM FOR DEPARTMENtd^^ENSE INSPECTOR GENERAL 

SUBJECT: Draft Audit Report on Management of National Guard Weapons of 
Mass Destnjction>Civil Support Teams (WMD-CSTs) 


The Army is grateful for the opportunity to review and comment on the 
draft audit report of foe National Guard WMD^ST program. We have thoroughly 
reviewed the draft report and offer substantive comntenta on each observation 
and finding. AddrUonaliy, we have proN^ded our concurrence or non-concurrence 
with each recommendation as requested. I have enclosed these detailed 
comments for your incorporation Into the report 

Each of the observations made in the draft report has been carefully 
reviewed. Some observations made by the audit team have been previously 
addressed by the program's establish^ processes during the seven month 
period betwi^ the time that the observations were made and the date the draft 
report was received. These have been noted in our response. Appropriate 
action has been taken with regard to other observations where the Army has 
concurred. As requested, specific commerfts concerning the adequacy of 
management controls identified in Appendix A of the draft report are addressed 
in our response. 

As you are aware, the WMD-CST program has been executed on a v^ 
compres^ time line in order to meet the requirements placed on the 
Department of Defense by the President and the Congress. The Army remains 
committed to ensuring that the WMD>CST teams are properly manned, 
equipped, trained, and prepared to perform the vital consequence management 
roie specified for them in a safe and reliable manner. We believe that the 
program has pixxiuced seven teams that are now ready for certification, with 
others soon to follow. 

The Army requests that the entire report be exempted from public release. 
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Audit Team Members 


•’y the Readiness and Logistics Support Directorate, Office of 
the AssistMt Inspector General for Auditing, DoD. Personnel of the Office of the 
Inspector General, DoD, who contributed to the report are listed below 


Shelton R. Young 

Raymond D. Kidd 

Harlan M. Geyer 

Donald A. Bloomer 

Commander Joel B. Dykes, U.S, Navy 

Keith M. Owens 

Deborah G. DeVries 

Major Stanley King, U.S. Army 

Major J. J. Wanat, U.S. Marine Corps 

Joann L. Peckler 

Teresa A. Sharpe 

Joshua H. Hickman 


[Whereupon, at 4:46 p.m., the subcommittee adjourned.] 
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